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ince the devastating September 11, 2001, attacks,

America has awakened to the possibility of an even

greater catastrophe that could result should terror-
ists strike with nuclear or radiological weapons. Whereas
the explosive energy of the aircraft impacts on the World
Trade Center and the Pentagon was about 500 tons of TNT,
a terrorist-constructed improvised nuclear device (IND)
could yield explosive energy equivalent to several thou-
sand tons of TNT. Such a device, if detonated in lower
Manhattan, could level every building in the Wall Street
financial area, instantly killing many tens of thousands of
people. In addition, a significant portion of total military
medical, airlift, and ground transportation assets could be
needed to respond to a powerful nuclear explosion in one
or more American cities. A successful attack on Washing-
ton, DC, could destroy elements of our national leadership
and degrade the capabilities of some federal agencies. The
toll of the human losses and the psychological impact
would be incalculable. Economic consequences would
dwarf those resulting from the 9/11 attacks.! Fundamen-
tal civil liberties, free social patterns, and open commerce
might be challenged and constrained in the aftermath of
a devastating attack. In short, a successful nuclear terror-
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ist attack could severely disrupt our bases of national power
and degrade our quality of life.

A NEW STRATEGIC ENVIRONMENT

Consequently, the United States faces a completely
changed security environment. During the Cold War the
only forces that could inflict such strategic damage on the
U.S. homeland were the nuclear weapons of the former
Soviet Union, and to a lesser extent those of China. Today
the global diffusion of nuclear materials and technology,
and of knowledge relevant to the construction of nuclear
or radiological devices, has created the possibility that
small groups of individuals, with or without the sponsor-
ship of a state, can pose catastrophic threats to the secu-
rity of the United States and its allies. In the new strategic
environment, uncontrolled nuclear materials are the stra-
tegic weapons and terrorists are the delivery vehicles.
This threat is real, and perhaps worsening. The National
Nuclear Security Administration (NNSA) maintains a
team of technical specialists who help assess the credibil-
ity of communicated nuclear threats against the United
States. Since 9/11, the number of such threats has increased.

95



JamEs E. DoYyLE

Terror organizations have already expressed interest
in conducting nuclear attacks against the United States
and may be trying to execute such attacks even now. In
1998 Osama Bin Laden asserted that acquiring weapons
of mass destruction was a religious duty and part of an
edict calling for attacks on Americans throughout the
world.? Evidence that Al-Qaeda was investigating the
materials and technologies for nuclear terrorist devices
was discovered in Afghanistan.” In March 2002, Jose
Padilla, a U.S. citizen and Al-Qaeda convert, report-
edly expressed his interest in conducting a nuclear at-
tack against America to Abu Zubaydah, Al-Qaeda’s
operations chief.*

RESPONDING TO THE THREAT

The U.S. government has recently acknowledged the criti-
cal need to improve its defense and response capability
against terrorist nuclear threats. For example, the National
Strategy For Homeland Security, issued by the White
House on July 16, 2002, asserts, “Our top scientific prior-
ity must be preventing terrorist use of nuclear weapons.”™
In addition, the National Academy of Science’s recent
report Making the Nation Safer: The Role of Science and
Technology in Countering Terrorism asserts: “The develop-
ment of a well-tested, national integrated detection net-
work (for nuclear materials) would be a powerful component
of the layered homeland defense system.”

Stopping a nuclear terrorist attack on the U.S. home-
land will indeed require layered, in-depth defensive ca-
pabilities. What capabilities exist for such an effort? The
first layer of defense consists of programs and technolo-
gies to prevent the acquisition of nuclear weapons or
nuclear materials by adversaries.” All states that possess
nuclear weapons and materials understand the responsi-
bility of securing them from theft. Unfortunately this task
requires a commitment of resources, trained personnel,
and effective administration that are beyond the capa-
bilities of some states. For a decade the United States has
been providing financial and technical assistance to Rus-
sia, Ukraine, and Kazakhstan to improve the security of
their nuclear materials in the aftermath of the Soviet
collapse. These efforts are being sustained and ex-
panded where appropriate.® There are still serious con-
cerns among national security analysts that nuclear
weapon and material security improvements are urgently
needed in countries such as India and Pakistan. At present
there is no official U.S. program of assistance to those states.’
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According to the International Atomic Energy
Agency (IAEA), 25 kilograms (kg) of U-235 and 8 kg of
plutonium (total element), is sufficient to make a
nuclear explosive device. Unfortunately, these materials
are produced in more than 15 countries worldwide and
have been distributed to dozens of others for research pur-
poses. States that have nuclear arsenals or large commer-
cial nuclear power sectors have inventories of fissile
materials ranging from tens to hundreds of metric tons. '
There is also the possibility that rogue states such as
North Korea or Iran could willingly supply or sell nuclear
materials to terrorists planning to attack the United
States.!!

The materials and technology required to build ra-
diological dispersal devices (RDD) or “dirty bombs” are
much easier to obtain than those needed for a weapon
producing a nuclear explosion.!? An RDD causes no
nuclear explosion, but instead uses chemical explosive
or passive means to spread harmful radioactivity. It
could cause severe economic disruption and panic in an
urban area, without causing large numbers of fatalities.
However, the IAEA reports that more than 100 countries
may have inadequate controls to prevent or even detect
the theft of radioactive materials needed for an RDD."?

Recognizing the inherent limitations of the first line
of defense and the consequent risk that nuclear weapons
or materials could be diverted from official control, the
United States has created a second line of defense against
nuclear terrorism. This layer is composed of equipment
and training provided to many states across Europe, Rus-
sia, and other states of the former Soviet Union. The U.S.
Second Line of Defense (SLD) program works with cus-
toms and border authorities in these states to improve their
capabilities for detecting unauthorized transfers of nuclear
materials across international borders. The United States
has supplied radiation detection equipment for inspec-
tion of pedestrians, vehicles, and railcars and is beginning
to work at large international ports. Training on the use
and maintenance of this equipment and on cooperating
with international organizations to prevent nuclear smug-
gling are also part of the assistance programs.

Like efforts to prevent the loss or theft of nuclear
materials, SLD program efforts to stop nuclear smug-
gling will not be completely effective. Nuclear materi-
als can still be successfully hidden within other cargo
or transported around checkpoints. It is not fundamen-
tally any more difficult to smuggle nuclear materials
than to smuggle drugs, weapons, people, or other contra-
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band—activities that nations have been trying to stop
for thousands of years, unsuccessfully.

Ture THIRD LAYER: DEFENSE OF THE
HoMELAND

The discussion above leads to a troubling conclusion: It
is likely that nuclear or radiological attacks against the
U.S. homeland will be attempted, and this threat will per-
sist for decades to come. This is because dangerous nuclear
materials are widely used and dispersed throughout the
world, current global controls over such materials are
weak, and terror organizations committed to attacking the
United States may already possess such materials. It is
therefore critical to construct a third layer of defense, de-
signed to detect and defeat nuclear terror attacks against
the U.S. homeland.

Today only an extremely limited capability exists for
this mission in the form of small teams of nuclear emer-
gency response and special operations forces from NNSA
and the Department of Defense (DoD). No single U.S.
government agency or department has the designated lead
responsibility for homeland defense against nuclear ter-
rorism. Currently the Department of Homeland Security
(DHS), the NNSA, and the DoD all have programs un-
der way to address this threat, but an overall strategy
for deployment of national defenses against nuclear ter-
rorism has yet to emerge.

Can America build a national nuclear material de-
tection and tracking system that can help prevent or miti-
gate the consequences of nuclear and radiological attacks
on the U.S. homeland? What would be the major elements
of such a system? What key uncertainties exist regarding
its potential effectiveness?

Developing a Strategic Vision

A layered nuclear materials detection and tracking network
could be the key hardware element of homeland defense
against nuclear terrorism. Strategic defensive systems deployed
during the Cold War provide some useful analogies. One
such system was the Distant Early Warning (DEW) sys-
tem, constructed as a top-priority effort to detect and track
a possible Soviet attack from the north. This was an inte-
grated warning system consisting of multiple, geographi-
cally spaced radar installations and multiple types of
detection radars and communications links. It included
the DEW line on the outer fringe of northern Canada and
Alaska, the Pinetree line, and the Mid-Canada line.
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Another layered, networked element of our Cold War
defense was the Sound Surveillance System (SOSUS).
This system was a network of fixed and mobile hydro-
phones providing deep-water, long-range detection capa-
bility for enemy nuclear submarines. SOSUS detectors
were installed across the ocean bottom at key locations
throughout the world. The objective of this system was to
track continually strategic submarines that threatened the
United States, thus providing target information in the
event of a conflict or upon detection of an attack. The
SOSUS system enjoyed tremendous success during the
Cold War. Advanced elements of the system remain in
service today.

While the DEW line and the SOSUS network were
not barriers, they provided deterrence against an attack
and, if an attack came, information for warning, assess-
ment, targeting, and early interdiction that was critical to
the effectiveness of the response. It is possible that, given
the severity of the threat that we face from nuclear terror-
ism, investment in a robust nuclear material detection and
tracking system could have enormous payoffs in terms of
preventing or reducing the consequences of a nuclear ter-
rorist attack.

The command center of a system for homeland defense
against nuclear terrorism would itself be a system of mul-
tiple, integrated elements. One element would be a com-
puter-based information system containing all information
currently available on every state’s inventory of danger-
ous nuclear materials and with updates to those invento-
ries made on a continual basis. Most states with civil
nuclear materials share some of this information with
the IAEA, and there are international nuclear watch-
dog organizations that gather similar data. However,
such an information system would also have to contain
the best available intelligence estimates of nuclear mate-
rial inventories not declared by states, and their locations.
This information system would provide the baseline
knowledge regarding quantities, forms, locations, and trends
for global inventories of dangerous nuclear materials.

The key objective of this element of the system would
be early detection of loss or theft of dangerous materials
anywhere in the world. Many states may be willing to pro-
vide early notification to the United States or the JAEA
regarding the loss of any dangerous nuclear materials. This
information could immediately be transferred to the other
elements of the U.S. homeland defense system. Such a
cuing of the system, and a description of the missing
materials, could greatly increase the probability of detec-
tion and recovery by the detector and response elements.
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Another critical feature of a nuclear material detec-
tion and tracking system would be the interface with gov-
ernment counterterrorist and law enforcement agencies.
As President Bush has said, “The gravest danger to free-
dom lies at the crossroads of radicalism and technology.”'*

Because extremist groups and smugglers have revealed
their interest in nuclear materials, the capabilities that are
used to identify and track terrorists must be integrated with
those for tracking nuclear materials. Any information on
terrorist plans, the individuals involved, their movements,
and the type of materials they are seeking or possess could
help in the detection and interdiction of a nuclear terrorist
device. Even information on non-nuclear materials and
types of containers that terrorists might have could pro-
vide clues about the kind of nuclear materials they pos-
sess or seek.

A third element of the homeland defense layer would
be the ability to display, assess, and transfer real-time data
from nuclear materials detectors deployed throughout the
United States. This layer would include the deployment
of detectors at borders, ports, airports, and strategic choke-
points and around key assets such as large urban areas,
critical infrastructure, national monuments, military bases,
and government facilities. Mobile and wide-area detec-
tion networks could also be integrated into this national
nuclear dragnet for random or focused searches.

Potential Benefits

The potential strategic benefits of a nuclear materials

detection and tracking system could include:

* A capability to detect nuclear materials as they approach
or enter our borders, military bases, or urban areas,
so they could be interdicted before they are used in
an attack

* The ability to identify the type of nuclear material
that has been introduced, to help gauge the threat
and select appropriate response measures

* Help in determining where threatening nuclear mate-
rials are likely or unlikely to be, given that some infor-
mation about their movement is known, but not their
precise location

* Ability to reduce the recovery time for lost or stolen
material

* The capability to characterize the strength and type
of nuclear explosion or radiological dispersal immedi-
ately after it occurs (this information could signifi-
cantly reduce casualties and damage)

* The ability to identify the nature and origin of nuclear
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materials after an attack and, perhaps, some data on
the path they took to their target; this would be vital
to identifying all who took part in the attack and at-
tributing the nuclear weapons or materials to their
source, key to apprehending terrorists and prevent-
ing new attacks

* Animprovement in the effectiveness of both random
searches for materials and of warning systems that
might issue alerts and trigger mitigating actions even
when indicators of an attack are uncertain

* Better accountability for the movement and posses-
sion of nuclear materials, which could help deter and
detect source loss or theft

e The ability of the U.S. Customs Service and other
officials to verify that radioactive materials entering
the country are bound for an intended, legitimate
recipient, helping to prevent defensive measures from
having too great an impact on commerce.

Current Limitations

While it is encouraging to consider the benefits that such
a system could provide, it is also useful to identify its
likely limitations. It is not currently possible to construct
a system that would detect any and all attempts to smuggle
nuclear materials into the United States. First, dangerous
nuclear materials can be transported by road, rail, air, or
sea, or even by a single individual using remote trails or
tunnels, and can therefore be introduced into the United
States at almost any point along our coasts and borders.
Because the quantities of nuclear materials needed to
build a weapon are so small and the quantity of freight
and materials entering America daily is so vast, the prob-
lem, at one level, resembles the search for a “needle in a
haystack.”

Second, there is the problem of distinguishing threat-
ening nuclear materials from those being used for benefi-
cial purposes. For example, highly radioactive sources are
used in everyday life to treat cancer patients, to preserve
food, to check for welding errors in pipelines and buildings
in industrial radiography, to generate electricity in remote
locations, and a variety of other purposes. Radiological
sources are essential to our societies, and it is impractical
to secure and control every item, everywhere. Perfect infor-
mation on the status of nuclear materials worldwide will
never be available.

Third, even at established points of entry such as
border crossings, ports, and airports, the flow of human
and freight traffic is so large that scanning everything for
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the presence of nuclear materials is impossible without
adding significant delay and cost to commerce.

Finally, some dangerous nuclear materials can be
shielded from detection by covering them with common
materials such as various metals or synthetic materials.
Sophisticated adversaries will be aware of the technical
limitations of detector systems and seek to exploit them.

Despite these limitations it appears possible that a sig-
nificant portion of people and freight entering and travel-
ing within the United States could be adequately screened
for the presence of nuclear materials, including highly
enriched uranium (HEU), without causing unacceptable
delays or increased cost to commerce. In addition, radio-
logical defense of point targets such as military bases,
government facilities, selected urban areas, large public
gatherings, monuments, and key infrastructure might be
even more feasible as technology is developed and deployed.

A challenge for the technical and national security
communities is to determine the relationship between
increased radiation detection capabilities and the actual
probability of interdicting unauthorized nuclear materi-
als before they can be used in an attack. There are many
unknown variables in this relationship. Detection capa-
bilities are just one component of a potential national
defense against nuclear terrorism. Other vital elements
are intelligence data to focus search efforts and special-
ized personnel to isolate and stop the individual or ve-
hicle carrying the nuclear material once it is detected.
These limitations highlight the need for a layered, inte-
grated system involving multiple capabilities for detec-
tion, assessment, and response.

BurmLping A NUCLEAR DRAGNET FOR
HOMELAND SECURITY

Although never initiated with the fanfare or orchestration
of President Reagan’s 1983 Strategic Defense Initiative,
work is under way on technologies and systems that could
provide the foundations of a national defense system
against nuclear terrorism. Early generations of these tech-
nologies have been used for several years around limited
areas for defense against nuclear terror threats. The DHS
is now coordinating an interagency effort to evaluate de-
ployments of nuclear material detection systems for bor-
der and transportation security and wide-area urban
defense.?

Specifically, the 2004 DHS budget contains $137
million to develop radiological/nuclear countermeasures
that aim to prevent the importation, transportation, and
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subsequent detonation of a radiological or nuclear device
within our borders. Key initiatives will be directed at the
deployment, evaluation, and evolution of detection sys-
tems at ports of entry and within the transportation
infrastructure; the development of advanced technolo-
gies for more effective crisis response; and the develop-
ment of science-based consequence management
approaches and tools.'

Some of the objectives of this research program are
likely to be a better understanding of detector perfor-
mance, selection of optimum locations and configura-
tions for deployment, effective testing techniques and
operating protocols, and a link between the detector net-
work and other information systems and countersmuggling
capabilities. Other objectives will no doubt include de-
velopment of systems architecture designs and command
system designs, and confirmation and interdiction strate-
gies. Considering these aspects of a national nuclear ma-
terial detection and tracking network early in the planning
and development process may have significant payoffs
later in terms of system performance.

A key element for homeland defense against nuclear
terrorism is radiation detection technology. Radiation
emitted by nuclear materials in an IND or an RDD can
be measured via neutrons, gamma rays, or heat and differs
in strength according to the isotopic composition of the
material. For example, the neutrons emitted by plutonium,
which can be used for nuclear weapons, are very strong
and readily penetrate most other materials such as wood,
plastic, and metal. Cesium and cobalt, possible ingredi-
ents in an RDD, are high-energy gamma emitters and pen-
etrate most materials except dense materials such as lead.
The radiation emitted by HEU, which is suitable for the
construction of an actual nuclear bomb, is relatively weak
and can be shielded from detection by enclosing the HEU
in certain metals.

A variety of well-established technologies and pro-
cedures exist for controlling and accounting for nuclear
materials.!” These technologies can measure certain “sig-
natures” produced by the particles of ionizing radiation
emitted by nuclear materials without opening the con-
tainer in which they are transported and stored. Measure-
ment of these particles and their energies can potentially
provide detailed information on nuclear materials within
a container or vehicle, including its mass, isotopic com-
position, shape, age, and perhaps other attributes.

Detecting most nuclear materials within various ship-
ping containers or vehicles can be done quite successfully
if the container remains stationary and the detector can
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be brought close, to within a meter or so of the target. In
the cases of a very large container, such as a maritime ship-
ping containers, the detector may have to be moved along
the length of the container to be effective in finding a
small amount of nuclear material. Successful detection at
greater distances and within very short periods of time as
a vehicle passes by a detector is far more difficult. This is
true in part because the number of detectable particles emit-
ted by weapons-grade and radiological materials decreases
by a factor of 100 as the target is moved from 1 meter to
10 meters away from the detector. The natural background
radiation surrounding suspected nuclear materials is also
large and variable throughout the vast range of locations
in which detectors could be deployed.

Highly enriched uranium, a very dangerous material
due to its suitability for the construction of a nuclear bomb,
can be shielded from detection by common materials. This
makes its effective detection impossible by passive means.
Some other detection techniques that can activate the
emission of particles from shielded uranium have prom-
ise but are more challenging than passive detection for a
number of reasons, including risks of public exposure to
radiation and the effects of radiation on shipped goods.
However, active detection systems would not create any
significant amount of additional radioactivity. Some of
these approaches operate at extremely low doses, in some
cases only a small increase above the natural background
radiation levels.

Although it will remain impossible to search all cargo
entering the United States, the chance of finding smuggled
nuclear materials can be improved with techniques that
can identify a subset of total incoming containers or
vehicles more likely to have been used by terrorists. Such
tools are already in use for interdiction of drugs, stolen
goods, and even illegal immigrants. They allow evalua-
tion of all information on a given shipment and identifi-
cation of key characteristics—such as manufacturer,
shipper, point of origin, shipping documentation, and end-
user description—that could indicate higher risk.

The analysis of other signatures for nuclear materials
may also hold some promise for improving detection.
Dense material used to shield nuclear materials may
present a detectable signal and tip inspectors to examine
that shipment or item more closely. Important character-
istics of many materials can be determined with advanced
X-ray and gamma-ray equipment, already in use by U.S.
customs. Acoustic signatures of liquid cargos in highly
uniform containers may also provide useful data for detect-
ing smuggled nuclear material.
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In many cases the configuration of the cargo or its
location enroute from shipper to receiver will help to de-
termine which detection methodology should be used. For
example, the long period aboard ship when a container is
stationary could provide an opportunity to do longer-term
measurements without causing any delay in the shipment.

CURRENT DETECTOR TESTING AND
DEPLOYMENT

Several U.S. government agencies are currently testing
or expanding radiation detection systems. The variety of
commercially available nuclear materials detectors is
growing to meet security demands. Specialized cargo scan-
ners, vehicle and rail portal monitors, portable handheld
radiation detectors, and wider-area detectors are all
available or undergoing testing. Examples of this activity
follow.

* In 2002, Lawrence Livermore National Laboratory
researchers tested 19 commercially available handheld
instruments that are being used or might be used by
various government agencies to detect nuclear ma-
terials. One such instrument was a small portable
gamma-ray detector called Cryo-3 that can accurately
detect and identify nuclear materials without the
need for cooling with liquid nitrogen, giving it an
advantage over more traditional high-resolution
gamma detectors.'®

* FedEx shipping company is conducting trial runs of
advanced radioactive monitoring sensors at its India-
napolis hub. However, it has been difficult to calibrate
the sensors to detect undeclared shipments, while at
the same time not creating false alarms for legal radio-
active cargo such as pharmaceuticals.'

* The DHS is using the national laboratories to rapidly
assess radioactive shipments detected by customs at
U.S. points of entry. U.S. Customs has already installed
more than 60 radiation detectors and is planning an
additional 300 installations in 2004, ultimately lead-
ing to more than 1,900 installations, covering all U.S.
points of entry.

* Nuclear material detectors have also been deployed
by states or federal agencies to scan cargo containers
at the port of Norfolk, Virginia, and at truck weigh
stations in California and New Mexico.

* DHS has begun stationing U.S. customs inspectors in
the world’s 20 largest cargo ports, as measured by the
number of shipments to the United States. Partici-
pating governments will provide the U.S. inspectors
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with high-level detection equipment, including radia-
tion monitors.?

* The Defense Threat Reduction Agency (DTRA) is
implementing a multi-year program to develop sys-
tems that can detect, give early warning about, and
establish a successful response to an attack involving
nuclear or radiological weapons on military installa-
tions. Testing is taking place at Kirtland Air Force
Base, New Mexico; Naval Submarine Base Kings Bay,
Georgia; Marine Corps Base Camp Lejeune, North
Carolina; and the Army base Fort Leonard Wood,
Missouri. Testing activities include using roadway sen-
sors to identify and track nuclear materials in vehicles
at both highway speeds (~60 mph) and speeds typi-
cal of cars crossing through automated tollbooths.
Waterway detection of nuclear materials is also part
of this program.?!

* Bridges, tunnels and subways in New York City and
Washington D.C. are being outfitted with radiation
detection systems, and the U.S. Departments of Jus-
tice and Energy are providing surplus radiological
detection instrumentation to state and local emer-
gency first responder agencies nationwide.

All of these efforts are essential. But they are also
preliminary steps that need careful coordination, data
sharing, and well-designed follow-up actions to yield the
greatest insights into the future design of a national or
global radiation detection and tracking network. The
biggest challenges for detector use are likely to be
certifying accurate performance, training, procedures,
processing of false and innocent alarms, and response to
real instances of nuclear material detection. It is therefore
critically important that a team of homeland security
officials can assess the cumulative operational and
experimental data from all these early testing activities.
Currently some of these efforts are going forward in
isolation, preventing knowledge gained from one activity
to improve the performance of other technologies or
procedures, or to discount an approach because superior
equipment or methods have already been identified.

Integrating the Detector Networks

Another key factor in the overall effectiveness of any
national nuclear materials detection system is its ability
to guarantee that data from a wide array of sensor tech-
nologies deployed at hundreds or thousands of locations
throughout the country and the world can be accessed and
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analyzed in near real time at central locations. For this
reason data will need to be formatted and packaged in
ways compatible with rapid transmission and access by
remote computers running a variety of software tools. This
capability requires early decisions on the architecture of
the central data handling system and the connections to it.

The use of proprietary encrypted software for data
formatting in some of the commercially available nuclear
materials detection equipment could hinder data transfer
and system integration. All data-formatting software must
be completely open to designers of a national system so
that they can ensure efficient integration and security. A
guidance document defining standard data architecture
should be created for an evolving national nuclear mate-
rials detection network. This document should be made
available to government agencies that might purchase
radiation detection equipment and to industry providers
of detectors and other equipment.

One potential route to follow is to define and require
standard data packaging and interface requirements for
system designs. For example, all nuclear material detec-
tion sensors used for homeland security measures could
be required to interface with a central data-handling
architecture. This approach was taken by the designers of
the Biological Aerosols Sensor and Information System
(BASIS), which monitors urban environments for the
presence of biological agents, and was used during the 2002
Winter Olympic Games at Salt Lake City.

Another issue is data security. The results of radia-
tion measurements, especially those taken at or near mili-
tary bases, could be sensitive or classified. Data security is
necessary to guarantee that only authorized personnel
have access to data and that the data in the system can be
trusted—that is, protected from tampering or spoofing.
Consequently, data will have to be encrypted while trav-
eling through nonsecure network connections. Any in-
formation security requirements must be balanced
against the need for the data to be rapidly exportable to a
broad and geographically dispersed set of agencies and
decisionmakers.

Deployment Strategy

No decision has yet been made on deployment of a multi-
layered national system for radiation detection. Rather,
the testing and development activities described above
are partially designed as “proof of concept,” or pilot efforts,
to determine the optimum type and configuration of detec-
tors for several threat scenarios at different locations. An
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exception to this is the DHS program to install detectors
at all U.S. points on entry. However, this program also
highlights the need for a system with multiple, overlap-
ping layers because terrorists could simply move a weapon
into the United States without crossing through an offi-
cial point of entry. The nation’s key cities, such as New
York, Washington DC, Los Angeles, Chicago, San Fran-
cisco, and Dallas, are likely to be high priorities for early
deployments of radiation detection systems to prevent
nuclear terrorism. Linking any cities to both local and
national command centers will require a tremendous plan-
ning effort.

A project to build high-fidelity computer models of
urban environments—including transportation nodes
and patterns—could pay off in terms of conceptualizing
a nationwide detection system. These models could pro-
vide a better picture of the scope of the problem and allow
some automated assessment of potential sensor coverage,
and perhaps costs. Also, they could be useful in identify-
ing transportation bottlenecks that might lie on approaches
to potential urban targets, providing natural opportuni-
ties for detector installation. Consistent with this need,
the U.S. national laboratories for DHS are creating the
National Infrastructure Simulation and Analysis Center
(NISAC) to provide modeling and analytic support for a
national nuclear detection system architecture as well as
other programs.

Another approach that should be investigated is the
possibility of leveraging existing transportation and in-
formation infrastructure in order to construct a flexible,
rapidly deployable nuclear detection system. For example,
it might be possible to install radiation detectors in all
government, postal, and local law enforcement vehicles
cost-effectively. These might serve as random moving el-
ements of a nationwide detection system.?? Integrated
cellular phone communication links in new vehicles are
becoming more common, again possibly providing an ef-
ficient communication link for sensor output.

More sensors might even be deployed with individu-
als. Many government employees already use inexpensive,
reliable, and accurate dosimeters to determine occupa-
tional radiation doses. A community, city, or state might
issue dosimeters to a sample of employees on a rotating ba-
sis, possibly providing an efficient way to detect nuclear
materials in public buildings or at large gatherings. In ad-
dition, it might be possible with such a distributed system
to create radiation maps of areas of interest and begin to
define normal variations in radiation patterns over time.
This capability could be critical to detecting and then
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localizing off-normal readings, which might signal a threat
or attack. For example, within a few hours after the 9/11
attacks on the World Trade Center (WTC), radiation lev-
els were measured to determine if the attacks also included
radiological dispersal. However, because there were no
baseline measurements of the background radiation level
at the WTC site, a low level RDD attack would likely
have gone undetected.

Aerial platforms might also provide an opportunity
for sensor deployment to sample wide areas. While com-
mercial jet aircraft fly too high to do a good job of detect-
ing radiation sources on the surface, many of the world’s
urban environments are over flown daily by aircraft and
helicopters operating at lower elevations. Deploying spe-
cialized, low-cost, slow-flying unmanned aerial vehicles
for radiation detection might be another option.

While some significant improvements in technology
can be anticipated, distributed and wide-area detection
system concepts currently suffer from a fundamental weak-
ness. It is very difficult to efficiently identify the type of
radioactivity detected and sort out threats from legitimate
radioactive materials used for health or industry. Current
detectors need their targets to be stationary for efficient
isotope identification, and plans for deploying “forests”
of networked detectors to provide coverage of wide areas
quickly raise the issue of cost.

In addition, radiation detection technology is only
one part of a national defense against nuclear terrorism.
Challenges equal to or greater than developing effec-
tive detection systems include processing the data from
the detector networks, determining the least disruptive
procedures for scanning large flows of people and cargo,
training equipment operators, developing policy, mak-
ing rules, and coordinating national, state, and local organi-
zations. Ensuring that properly trained and equipped
response forces are continuously available across the
nation will also require a great deal of resources and plan-
ning. A decision to build a national system poses chal-
lenges that will require dedication and time to overcome.

CONCLUSIONS

Should the United States attempt to build a homeland
defense system against nuclear terrorism? There is a strong
consensus within the national security community that
nuclear terrorism presents the most serious threat to the
U.S. homeland. International efforts are under way to
improve the security of nuclear materials so that terror-
ists cannot acquire them and to prevent nuclear smug-
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gling. However, the limited success of these efforts is well
known. It is likely that terrorist organizations already have
access to nuclear materials suitable for a “dirty bomb,” and
it is not inconceivable that they could steal fissile mate-
rial or an actual nuclear weapon. Their motivation to
attack America is not in doubt, and may be increasing.

A nuclear detonation or a severe dispersal of radioac-
tivity in an American city would cause strategic damage
to our nation. Current and improved generations of radia-
tion detection technology integrated into a nationwide sys-
tem offer solid prospects for improving the capabilities
that currently exist for locating and stopping a nuclear ter-
rorist attack against the U.S. homeland. The impact that
such a system would have on commerce is unknown, but
most concepts for radiation detection systems appear
capable of keeping this impact at acceptable levels.

With these facts in mind, the current level of national
investment for homeland defense against nuclear terror-
ism is puzzling. For 2004, less than $300 million has been
requested for the combined activities of the DHS, DoD,
and NNSA that relate to preventing the terminal phase of
a terrorist nuclear attack against the U.S. homeland. Even
with the $300 million to $400 million for improving the
security of foreign nuclear materials added in, the invest-
ment does not seem adequate to the threat. Compare this
figure to the $7.5 billion that America is expected to spend
annually on national defense against ballistic missiles for
the period 2002-2005.% In addition, unlike the U.S. Mis-
sile Defense Agency, which conducts development and
deployment of national missile defenses, there is no cen-
tralized agency for defense against nuclear terrorism. The
chance that the United States will be attacked with a
nuclear-armed ballistic missile is considered to be extremely
low. The nations that have the most missiles capable of
hitting America, like Russia and China, are not currently
considered adversaries. Even hostile states with improv-
ing missile capabilities like North Korea or Iran would be
foolish to launch one because its origin would be known
and America would immediately launch a devastating
nuclear retaliation. Yet the huge level of spending toward
ballistic missile defense is being maintained, even while
the technical feasibility of effective missile defense remains
in question.

[t is clear that continued research and development
will be required to learn more about the feasibility of
homeland defense against nuclear terrorism based on in-
creased use of radiation detection systems. However, the
current level of technology should allow the deployment
of pilot operational systems in several U.S. metropolitan
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areas if the proper levels of funding are provided. At this
stage the costs for such a pilot system are unknown, but
for a city such as New York, Los Angeles, or Washington,
DG, it would certainly be more that $300 million annu-
ally. A national command center for homeland defense
against nuclear terrorism should also be created.

Unfortunately, America is vulnerable to nuclear ter-
rorism. Its consequences are potentially devastating.
Radiation detection technology offers the prospects of
improved capabilities for prevention and defense now
and in the future. Even if these capabilities are limited
during initial deployments, America should rapidly expand
its effort to use this technology in defense of the home-
land. It should also make the appropriate investments in
research and development to improve the future effec-
tiveness of a national defense against nuclear and radio-
logical terrorism.
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