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of major conventional arms systems and materi-

als associated with weapons of mass destruction
(WMD) has long been a central component of nonpro-
liferation efforts. But how well are US and multilateral
efforts to control the export of advanced weaponry and
sensitive dual-use technologies working? Irag’s ability
to purchase key componentsfor itsWMD, Iran’ salleged
procurement of sensitive weapons technologies from
Russian companies, and reports of China enhancing its
nuclear weapons and missile capabilities through acqui-
sition of UStechnology suggest that international export
controls are weak.! Moreover, the multilateral export
control regimes (i.e., formal or informal institutions) es-
tablished to stem the proliferation of nuclear, chemical,
biological, and advanced conventional arms appear ill-
prepared to deal with the challenges of globalization and
increased technology trade in this century.? These non-
proliferation export control regimes, which include (see
Table 1) the Missile Technology Control Regime
(MTCR), the Australia Group (AG), the Wassenaar Ar-
rangement (WA), and the Nuclear Suppliers Group
(NSG), are in desperate need of reform and enhance-
ments. If the United States and other countriesfail to act
quickly to address existing shortcomings of the interna-

The use of export controls to regulate the supply
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tional technology control regimes, important nonprolif-
eration tools will be lost.?

In this viewpoint, | first address the inherent chal-
lenges of coordinating technology and weapons export
policies multilaterally. Pointing to several fundamental
weaknesses with the current export control regimes, |
argue, in particular, that the regimes suffer from a lack
of member consensus on the actorsthat present aprolif-
eration threat, from informal and ambiguous provisions,
and from problems of legitimacy. In addition, the re-
gimes are in need of increased transparency and provi-
sions for greater information sharing. Finaly, | offer
suggestionsfor reforming these regimes. Although there
arelimitsto what the United States can do in coordinat-
ing international export controls, | argue that leadership
and innovative thinking can yield export policies that
better respond to the security challenges posed by glo-
balization and an uncertain international environment.

THE CHALLENGE OF CONTROL EFFORTS

Establishing international regimesto slow and to pre-
vent the transfer of sensitive technology and weapons
systemsinvolvesdealing with several inherent obstacles.
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First, much of the sensitive technology trade to be
controlled is dual-use (having both acivilian and amili-
tary application). Therefore, export-licensing officials
must make a risk assessment and determine the likeli-
hood that the end user in the importing country is going
to use the purchased technology for civilian use, or in-
stead divert it to a WMD program or to an undeclared
military end use. Irag, for example, was able to acquire
much of the technology for its weapons program by es-
tablishing front companies and brokers who purchased
the desired equipment for allegedly “commercial uses.”

Second, the number of international exporters of sen-
sitive dual-use technol ogiesis growing, making the task
of coordinating multilateral controls more challenging.*
China, Israel, Turkey, and Ukraine are examples of rela-
tive newcomers to the ranks of technology and arms
suppliers. Compounding this problem, trends of global-
ization may mean that companies in one country are fi-
nancing sensitive dual-use technologies designed in
another country, and assembled in yet athird country.

Third, the ubiquity of such technologies in a global
economy makesthem difficult to track and control. Con-
sequently, it is difficult to maintain sovereignty over
technology.

Fourth, competition among international technology
suppliers also makes policy coordination difficult. Ex-
porters in the United States and other countries fre-
guently lobby for relaxed export controls, insisting that
foreign competitorswill fill ordersif they are denied the
sale. In other words, the current shortcomings of the
export regimes are used as an argument for further loos-
ening or abandoning multilateral technology controlson
all but the most sophisticated technologies. From an in-
dustry perspective, such opposition is understandable.
Although export controls only apply to a small percent-
age of total exports, they can have a significant impact
on the earnings of some technology sectors and high
technology companies. Moreover, controlling technol o-
gies that are widely available on international markets
becomes counterproductive because a state seeking the
technologies will eventually find a supplier.

Finally, unlike during the Cold War, economic con-
cerns are no longer secondary to national security con-
cerns. Instead, economic prosperity has become
increasingly synonymous with national security both in
the United States and other countries. For example, US
Under Secretary of Commerce William Reinsch stated
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that US export control policy is now “...based on the
reality of economic globalization and the realization that,
as aresult, our national security is a direct function of
our economic health and security.”® This growing im-
portance of technology exportsto the health of Western
economies represents an additional challenge to efforts
at coordinating technology controls; states and, most
importantly, corporateinterestswant to ensure unfettered
access to international markets. The fact that national
security has become tied to and inseparable from eco-
nomic well-being also means that the notion of balanc-
ing military versus economic interests in the area of
export controls is less relevant.®

CURRENT PROBLEMSOF THE EXPORT
CONTROL REGIMES

The international export control regimes suffer from
several different shortcomingsrelated to the institutions
themselves, the environment in which they operate, and
the national policies of member countries. Although the
regimes vary in their ability to meet nonproliferation
goals, with the Wassenaar Arrangement clearly being
the weakest, most suffer from a combination of prob-
lems and face common challenges. Until these weak-
nesses and issues are addressed through reform or the
creation of new institutions, the export control regimes
will be unsettled institutions.

Whom to Target? The Lack of Consensuson
Proliferation Threats

The greatest problem with international export con-
trols is the lack of consensus among regime member
states concerning the proliferation threat. Creating acon-
sensus about threats is not currently the task of the re-
gimes; however, without such a consensus, the regimes
will be much less effective. Most members of the vari-
ous export control regimes agree that North Korea, Irag,
and Libya—and any state subject to UN sanctions—are
states that should not be supplied high technology and
advanced weaponry, but beyond this, consensus breaks
down.” For example, many European states and Russia
do not share the US view of Iran as a“pariah” country
that should be the target of technology controls. Regime
members also do not agree on how to respond to India
and Pakistan and their willingness to challenge the
nuclear Non-Proliferation Treaty (NPT).

The export control regimes have also had difficulty
in responding to what some experts believe is a grow-
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ing threat from terrorists and other sub-state actors. Aside
from Osama Bin Laden’s network and Aum Shinrikyo,
there are very few terrorist groups that have struck suf-
ficient fear to bring about changesin multilateral policy.
Moreover, if terrorist groups operate using front com-
panies in non-threatening states, they are likely to en-
counter few barriers to obtai ning important components
for achemical or biologica weapons program.

In some ways the lack of multilateral consensus on
the proliferation threat should not be a surprise given an
uncertain international environment. Even within the
United States, there is now a debate on how to respond
to aleged Chinese efforts to gain access to US nuclear
and missile technologies through civilian cooperation.
Some analysts and policymakers believe that Chinais
increasingly emerging as a military threat and that any
technology trade with Chinais dangerous. However, at
the same time, industry representatives note the impor-
tance of Chinaas atrading partner, while less pessimis-
tic analysts argue that engaging Chinathrough trade will
encourage changes that make Chinalesslikely to pose a
threat. This domestic uncertainty about the future of re-
lationswith China, Russia, and other states makesit dif-
ficult for the United States to lead efforts at reforming
export controls.®

While US dlies do not always agree on how to con-
trol WMD proliferation, the problem pales in compari-
son to their inability to find consensus on how to avoid
destabilizing conventional transfers. Multilateral efforts
within the Wassenaar Arrangement to prevent conven-
tional weapons transfersto regions of concern have had
minimal success. The Middle East, one of the most un-
stable regions, continues to purchase the largest share
of international arms (39.5 percent), mostly from
Wassenaar member countries.® The difficulty of coor-
dinating policy in this area stemsin part from lucrative
and intense international competition among arms sup-
pliers and the fact that conventional weapons, as Ken-
neth Dursht asserts, “are viewed as a necessary means
of enabling states to meet legitimate defense needs.”1°
Even if an arms sale appears destabilizing to nearly all
members of the Wassenaar Arrangement, some govern-
ments simply contend that the sales are to legitimate
governments that are exercising their right to self-de-
fense under Article 51 of the United Nations Charter. In
addition, coordination of policiesis complicated by the
fact that several Wassenaar members, most notably Rus-
sia, Ukraine, and Bulgaria, inherited considerable arse-
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nals of surplusweaponsthat they will sell to almost any-
one. Despite US concerns, these states have sold small
arms and even tanks and MiG-29s to fragile and war-
torn African states such as Ethiopiaand Eritrea. Finally,
many Wassenaar members havefailed to restructure their
defense industries, resulting in overcapacity and pres-
sures on governments to support even dubious sales in
order to keep companies afloat.™*

The current plight of the Wassenaar Arrangement dif-
fersmarkedly from its Cold War predecessor, the Coor-
dinating Committee for Multilateral Export Controls
(COCOM), which was amanageabl e-sized institution of
alies seeking to limit the Soviet Union and its allies
access to strategic goods and technologies. Although
COCOM regime members debated the extent of contrals,
with the United States advocating amore extensive con-
trol list, there was agreement on the need for control-
ling exports to the Soviet bloc.*?

States Joining for the Wrong Reasons

Achieving consensus among “traditional allies’” on
how to coordinate export controls has been complicated
further by the expansion of export control regimes to
include states that may not rank the goal of preventing
weapons proliferation to specified rogue states as highly
intheir policy priorities. Although the Soviet Unionwas
an original member of the NSG and announced in 1990
that it would observe MTCR guiddlines, it was not clear
whether export restraint by former Soviet-bloc states
could be expected after the Soviet break-up. Asaresult,
the NSG and MTCR decided to extend membership to
include Russia, Ukraine, and other states of Eastern Eu-
rope. While the motives for extending membership are
understandable, these expansions further erode the co-
hesiveness of the regimes and call into question the as-
sumptions made by officials that these regimes are
comprised of “like-minded” nations concerned about
proliferation.™

Richard Cupitt and Igor Khripunov, for example, warn
that the decision to include new memberswith differing
security interestsin the NSG threatens to undermine the
effectiveness of the ingtitution.** While in theory are-
gime that includes all the major technology and weap-
ons suppliers is better than one that excludes them,
Russia and many of the other states of Eastern Europe
joined the nonproliferation technology control regimes
for the trade benefits that stem from membership, rather
than because of a shared concern in controlling weap-

The Nonproliferation Review/Summer 2000



MicHAEL BEck

onsproliferation.’> Russiaand Ukraine are the most vis-
ible cases of countriesjoining aregimefor side-payments
rather than a shared desire to meet core security objec-
tives.® For example, both sought MTCR membership
as a way to ensure access to the space launch market
and Western technol ogies. However, they are not alone.
Brazil and Argentina also sought to join the MTCR be-
cause of the incentives that stem from membership in
the export control cartel. According to a spokesperson
for Brazil’'s Foreign Ministry, “By joining the MTCR,
we have obtained a passport that will give us access,
without reservations, to technol ogies mastered by other
countries.”*” Harald Miller notes that Hungary and Po-
land were motivated to develop nuclear export controls
by the“...attraction of the European Union and the need
to gain full accessto Western markets and technology.”

The problem with alowing states that do not share
common security goalsto join the export control regimes
stems from these states’ ability to exploit ambiguities
arising from theinformal nature of the regimes. Regime
membership enablesthem to rationalize almost any dual-
use export to all but the most sensitive of states. For ex-
ample, Russia signed a nuclear agreement with Iran,
insisting that thiswas legitimate because Iranisin good
standing with the International Atomic Energy Agency
(IAEA); and it attempted to “grandfather” anuclear co-
operation agreement with India!® Russia's inability to
control and sanction companiesinvolved in missiletrade
represents another problem.? In addition, China has
failed to meet commitments to the United States to ad-
here to the MTCR, instead transferring sensitive mis-
sile technologies to Iran, Pakistan, and North Korea.?
Again, these problems might not arise if the regimes
were actually comprised of “like-minded” nations shar-
ing common security concerns and a common under-
standing of the need to deny particular states sensitive
technologies and weaponry; even informal institutions
could be sufficient to enable states to coordinate their
export control policiesif those states shared similar per-
spectives. Alternatively, a situation in which statesjoin
because of side-payments or incentives offered by the
United States would not be problematic if the regime
ruleswere strengthened such that proposed exports could
be vetoed and violations identified.

TheInformal Character of the Regimes

Given the lack of consensus among supplier states as
to the nature of the proliferation threat and how to deal
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with it, however, the existing informal structure of the
multilateral export control regimes becomes problem-
atic. Because the regimes are agreements whereby mem-
ber states implement regulations and license sensitive
items on the basis of “hational discretion,” licensing
decisionsare not always consi stent across member states.
In asystem based on national discretion, one might find
that a US supplier is denied an export license for a con-
trolled item or technology to an Indian end user, while a
French company is granted such alicense.

The result of such “undercutting” is, of course, un-
derstandabl e resentment from the business community.
Therefore, industry representatives generally argue that
controls beimplemented multilaterally and uniformly or
not at al. Even the mere prospect of unilateral sanctions
or multiple standards being used in making decisionson
whether to grant or deny an export licenseincitesindus-
try resentment and rai ses concern over competitiveness.
Inlate 1999, the US aerospace industry became alarmed
when Germany’ s DaimlerChryder Aerospace ordered its
engineers to avoid US parts “at all costs’ because of
uncertainties and delaysin the US export licensing pro-
cess.Z This ability of member states to decide on how
to implement and enforce export controls within the
framework of the Wassenaar Arrangement differs mark-
edly from the Cold War COCOM regime, which alowed
member statesto veto proposed exports of other states.

Another prablem rests with the often ambiguous na-
ture of regime provisions.* A regimeis effectiveto the
extent that its members comply or abide by regime pro-
visions. However, in the case of the export control re-
gimes, the regime guidelines are often so vague that
disputes can arise over what exports are contrary to re-
gime provisions. For example, the Nuclear Suppliers
Group guidelines set forth a“ nonproliferation principle’
whereby supplier states are called upon to only autho-
rize exports of sensitive nuclear items when they are
“satisfied that the transfers would not contribute to the
proliferation of nuclear weapons.”% While the NSG does
have a“trigger list” of sensitive items, thereisno list of
countries that are blacklisted. Moreover, the provision
calls upon member states themselves to make risk as-
sessments about the likelihood that an export will be
diverted to unauthorized military uses.

While ambiguity allows for consensus, it can al'so be
asource of conflict. Although Russia does not deem its
nuclear exportsto Iran to be problematic or a prolifera-
tion risk, the United States does. Moreover, the NSG's
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nonproliferation principle may run counter to Article IV
of the NPT, which states, “All the Parties to the Treaty
undertake to facilitate, and have the right to participate
in, the fullest possible exchange of equipment, materi-
als and scientific and technological information for the
peaceful uses of nuclear energy.”? Regime language,
aswell, can be a source of confusion for export control
officials seeking to introduce national legislation asthey
must interpret rather vague concepts such as “specially
designed” technology.

Even if such ambiguities were somehow eliminated
(which would be extremely difficult given political and
technical constraints) and it was possibleto identify vio-
lations, the regime provisions do not include punish-
ments for non-compliance by member states. Thus, if
member states were to export weapons-related itemsto
the most sensitive end users, there are no formal provi-
sions for expelling or sanctioning these members. In
other words, countries agree to enforce their multilat-
eral export control commitments at the national level,
but there are no procedures for penalizing acountry that
fails to enforce its export control laws and regulations
or a country that does not enforce them in a manner
deemed adequate by other members. The informal and
consensus-based nature of the regime also means that
correcting this problem will not be easy.

Despitethelack of amultilateral enforcement mecha-
nism, the United States, the traditional |eader of the non-
proliferation control regimes, frequently turns to
unilateral incentives and sanctions to ensure that Rus-
sia, Ukraine, and other states join in blocking sensitive
transfersand comply with regime provisions and broader
nonproliferation norms.?” For example, in 1993 the
United States induced Russia to forgo the transfer of
cryogenic technologies to India in exchange for coop-
eration in space. The United States argued that the deal
contradicted Russian obligationsto adheretothe MTCR.
In other cases, the United States simply argues that ex-
ports violate vague “international horms’ or are impru-
dent. In 1997, the United States successfully persuaded
Ukrainian officials to pull out of a commitment to sup-
ply a gas turbine for Iran’s Bushehr nuclear reactor by
promising them compensation.?

These cases of unilateral measures, in part, reflect the
lack of enforcement provisions within the regimes. Al-
though US efforts aimed at coercing compliance some-
times succeed, as in the two examples cited, often they
fail. One of the more publicized failures surrounds the

96

unwillingness of Russiato abandon its nuclear coopera-
tion with Iran. And even when the US does succeed, its
unilateral measures prove costly both politically and
economically.

L egitimacy Problems

In addition to the costs associated with “carrot and
stick” approaches, US effortsto induce compliance with
vague regime provisions and US-interpreted norms gov-
erning technology trade contribute to alegitimacy prob-
lem. In particular, unilateral sanctionsfoster perceptions
that the regimes and export controls, in general, arelittle
more than US tools designed to achieve political and
economic objectives. If other regime membersjoined the
United States in sanctioning, such accusations could be
more readily dismissed. However, absent a multilateral
response, accusations will continue to flourish that the
United States is dictating its will rather than upholding
international norms. These charges that the regimes are
US economic and political “instruments’ are occasion-
aly heard from US alies, but more forcefully in Rus-
sia, especialy with regard to the MTCR. Victor Mizin,
of Russia’ s Foreign Ministry, has given one expression
of these concerns:

The MTCR in the future will most likely be
influenced to the greatest degree, on the one
hand, by the desire of companies to put their
rocket production into world markets, and on
the other hand, by the political orientation of
the American administration. In each specific
case the decisions will be made depending on
the status of relations between the United
States and one country or another, as a result
of which the MTCR is becoming a powerful
political-economic tool of American foreign
policy.?®

The legitimacy of the export control regimes is also
challenged by developing countries, which charge that
the regimes are being used by the United States and its
alies to maintain a monopoly on technology, inhibit
development in poor nations, and prevent the emergence
of commercial rivals.*® For example, some countries
have alleged that MTCR members are attempting not
only to prevent missile proliferation but also to deny
othersthe opportunity to devel op legitimate space-launch
capabilities.® The Non-Aligned Movement has argued
that the Australia Group is part of a Western scheme to
retain industrial supremacy and control global markets.*
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Thisview that the regimes are “ colonial holdovers’ and
US economic and political tools means that emerging
supplier states are sometimes hesitant to embrace export
controls.

Nonetheless, suspicionsin the developing world that
export controls are designed to limit economic devel-
opment appear to be unfounded. On the contrary, only a
small fraction of exports are subject to licenses and of
those items that are subject to licensing, only a small
percentage are denied. For example, the US Department
of Commerce denied only 329 of the nearly 11,000 li-
cense applications that they received in 1998.% More-
over, the loudest criticism of the technology control
regimes often comes from countries that are seeking
technologies for WMD programs or advanced military
equipment.3

Secondary Challenges. I nadequate Transparency
and Information Sharing

In addition to the problems posed by informal provi-
sions, new members, and alack of consensus regarding
the focus of multilateral export controls, the regimes
must also address the need for greater transparency and
enhanced information sharing among regime members.
This need for increased transparency stems from sev-
eral factors. First, more transparency isrequired to meet
the aforementioned criticisms of developing states re-
garding theintent of the regimes. If information is scarce
concerning the goals of the regimes, non-members are
more apt to assume they are threatening. Second, the
public and the policy community are often in the dark
about the objectives of the regimes and have heretofore
overlooked the importance of coordinating technology
control efforts. Third, industry must have a better un-
derstanding of the aims of multilateral controls and be
given clear guidelinesto follow. To ensure compliance,
governments must be prepared to ensure that industry is
aware of export control regulations and the costs of vio-
lating them. The challenge of informing industry about
export controls is especially daunting in the United
States, where regulations are complex and the number
of exporters large. For the governments of Eastern Eu-
rope and the former Soviet Union, ensuring industry
compliance with export controls is equally problematic
given economic hardship that has spawned widespread
corruption in both industry and government. Without
greater international industry awareness, compliance
with export controls will remain problematic.
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The need for greater information sharing among
member states must also be addressed. If export controls
are to be implemented consistently, licensing officials
in al member states should possess similar information
on sensitive end usersand previouslicensedenials.® De-
spitethis need for good intelligence, none of the regimes
has an independent information-gathering and dissemi-
nation body, and information sharing among member
states occurs infrequently thereby lengthening the time
needed to identify the weapons acquisition efforts of
suspect actors. Instead, it is up to regime membersindi-
vidualy to gather information on their exports and to
use national technical means to monitor other states
activities. Except for the Nuclear Suppliers Group, which
has a computerized information-sharing network, infor-
mation sharing only occurs at regular meetings and via
diplomatic channelson alimited basis. Information shar-
ing by Australia Group members, for example, occurs
through diplomatic channels, which are viewed as more
secure. Information sharing within the Wassenaar Ar-
rangement consists of post-facto data on dual-use and
arms shipments shared at annual meetings.

Moreover, Wassenaar members do not even have a
list of proscribed countriesthat are considered problem-
atic. The only countries that members can agree to tar-
get are those countries that they have already been
sanctioned in the United Nations! If regime members
can only agreeto restate what has already been donein
the United Nations, then some contend that this wastes
time and money. Those countries that do have the na-
tional technical means to gather comprehensive intelli-
gence, namely the United States, are often reluctant to
shareit, fearing that sources and methods will be leaked.
Although these concerns are justified, they must be
weighed carefully against the risks of failing to share
information. Some smaller regime-member states com-
plain that they smply do not have the resourcesto gather
al the necessary information. Thus, in many cases, li-
censing decisions may amount to a very ill-informed
gamble. Thelack of “real-time”’ information sharing on
licensing denials also increases the probability of “un-
dercutting” and the likelihood that proliferators will not
be caught.

NEW APPROACHESTO MULTILATERAL
EXPORT CONTROLS

The numerous problems facing export controls inter-
nationally might lead one to conclude that export con-
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trols as a nonproliferation tool should be entirely aban-
doned. Such aconclusion, however, would be amistake.
Instead, new approaches to managing sensitive technol -
ogy tradein aglobalizing economy and an uncertain in-
ternational environment are needed. Although export
controls cannot stop a determined and well-funded
proliferator, if properly implemented, multilateral export
control regimes can help deter proliferation by raising
the cost of proliferation, providing signalsthat countries
are attempting to acquire WMD, and slowing effortsto
acquire WMD. These regimes can also bol ster the norms
against WMD acquisition.

Admittedly, some of the problems surrounding export
control regimes cannot be quickly and easily addressed.
There are steps, however, the United States and other
countries can take to address the need for more formal
and transparent institutions that recognize current inter-
national realities. They can begin by addressing the need
for a dialogue and sustained attention to this complex
issue, considering amove away from denial of technol-
ogy to verification of technology use, and possibly
strengthening such efforts through more formal and ra-
tionalized ingtitutions.

Formalizing Regime Regulations

Ingtitutions are effective to the extent that they lead
states to behave differently than they would otherwise.
The export policies of some states suggest that the
informal export control institutions have not been that
effective. Therefore, rather than expanding the member-
ship of these weak institutions to include states that are
not all that concerned with problems of weapons prolif-
eration, members should instead first focus on enhanc-
ing and deepening the regimes. Increased numbers can
handicap regimes because mistrust becomes more likely
and collective action to punish defectors becomes more
difficult.®® The problem of increased numbers is espe-
cialy challenging for the export control regimes because
they make decisions by consensus and their guidelines
are implemented on the basis of national discretion.
Theoreticaly, the problem of increased numbers could
be addressed by devel oping aternativeinstitutiona rules,
such as voting rules, representation, and delegation.*”
This, of course, means moving away from a consensus-
based system and changing the very nature of the re-
gimes.

In order to deal with the problem of statesjoining only
for the “side-payments,” it would also be advisable to
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encourage adherence with regime provisionsrather than
advocate membership for countries seeking to join the
export control regimes. Regime members should be cer-
tain that states have both the capability, and ideally, the
willingness, to control technology to specified regions
and states of concern before they are alowed to join.
For example, Ukraine as an adherent is less harmful to
regime cohesion and the nonproliferation cause than a
Ukraine that becomes a member capable of blocking
decisions.® Another option would be to have tiers of
membership, with levels of access to technology corre-
sponding to a state’s willingness to accept greater re-
sponsibilities and to agree to meet higher standards of
export control.

It is also time to consider developing more tightly
binding agreements or including more rigid control ar-
rangements within the framework of treaties. Even the
existence of supporting treaties—the NPT and the
Chemical and Biological Weapons Conventions—may
explain why the NSG and the Australia Group are more
effective than the MTCR and the Wassenaar Arrange-
ment.* Another way to strengthen the regimesisto en-
sure that licensing decisions will be made using similar
information and consistent criteria. Moreover, regime
members should discuss ways to determine what con-
stitutes a violation of regime provisions and how they
will respond collectively to a member state’s or
company’ s failure to uphold export control regulations.
Efforts at strengthening the regimes should also entail
greater information sharing on end usersin an effort to
create consensus on what end users are problematic, and
expanded communication between enforcement agen-
cies. If one or two member states continually block such
efforts (e.g., France and Russia in the Wassenaar Ar-
rangement), the United States and other states that see
aneed for enhanced controls might consider launching
new institutions without their participation.

The idea of merging al of the proliferation control
regimes into one institution should also be revisited.®
There are severa reasons why combining the regimes
merits renewed consideration. First, the existing inter-
national control lists are not harmonized and there are
overlapping controls.t Second, for newcomers to ex-
port control, devel oping knowledge of four regimes, each
with their idiosyncratic operating procedures and lan-
guage, is far more difficult than coming to grips with
one regime governing al weapons and dual-use trade.
Third, the cost to smaller countries of participating in
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and staying abreast of four regimesis significant; auni-
fied regime would simply be more efficient and cost-
effective.®? Travel time and diplomatic efforts would
also bereduced if al export control officials gathered at
one site annually to address important issues of multi-
lateral export control and to review existing control lists.

One merger option would be to turn the existing re-
gimes into working groups that would be charged with
list management, while the combined regimewould have
a secretariat that would promote unified licensing pro-
cedures and addressissues of information sharing on end
users, proliferation acquisition patterns, and denia no-
tifications.*® The secretariat could also have a staff for
monitoring trends in technology trade, thereby allow-
ing member states to better understand the demands of
industry and the emergence of new technologies. The
key would be to blend the existing institutions into one
without weakening existing international controls or
ending up with aregime on par with the Wassenaar Ar-
rangement, the weakest of the institutions. The mem-
bership in the existing export control regimesisvirtually
identical, as well, which reduces problems that existed
during the COCOM era.

Combining the export control regimes presents numer-
ous diplomatic hurdles that could take years to imple-
ment. In theimmediate future, continued attention should
be given to enhancing transparency and information shar-
ing among regime members and increasing informal
channels of interaction. Each of the regimes should work
to ensurethat all members have adequate accesstotimely
information and intelligence for making responsible li-
censing decisions. The potential gain from thisinforma-
tion sharing most often outweighs the risks of revealing
sources. There must be assurances however that mem-
ber stateswill adequately protect shared information on
end users, front companies, and middiemen. To aid in
information sharing on end users and licenses, more re-
sources should be targeted at developing secure com-
puter networks. The NSG international nuclear
information-sharing system could serve as a model for
the other regimes.*

Regime members must also better inform others of
license applications and license “denials” in order to re-
duce the risk of “undercutting.” Without greater confi-
dence that other member states and their companies are
playing by similar rules, industry advocates will argue
that export controls are simply resulting in lost sales.
Fortunately, pending US export legislation calls on the
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administration to address the problem of undercutting.®
“No undercut provisions,” which prevent suppliersinone
state from exporting technology that was not licensed
for export in another state, should be centra to al the
regimes in order to avoid industry accusations that ex-
port controls are not multilaterally implemented. Mem-
ber states should be formally obliged to deny export
licenses when other regime members have denied license
applicationsfor analogousitems. Exceptionsto thisrule
should only be allowed under limited and well-defined
circumstances.

From Denial to Verification

The redlities of the global economy and the lack of
international consensus on the nature of the prolifera-
tion threat suggest that the United States and other re-
gime member states should consider moving away from
a strategy of technology denial towards a strategy of
monitoring technology transfer and technology end
use.“® Currently, the regimes and their member states
lack the necessary intelligence about activities within
states to make this transition rapidly. However, as na-
tional technical means become more sophisticated, the
probability of WMD proliferation activity being de-
tected increases.

Verification of technology use would also benefit
from more on-site post-shipment inspections. At
present, only the United Statesregularly carries out post-
shipment verifications to ensure that exported items are
being used for licensed civilian purposes.*” However, it
might be possible to incorporate inspection teams into
the frameworks of the existing regimes. Despitethe high
cost and sensitivities associated with on-siteinspections,
they offer a way to protect against unauthorized diver-
sions. Measures to verify or to require information on
end use, as opposed to denying transfers, would also help
to address charges that the regimes are designed to im-
pedethird-world devel opment. M oreover, post-shipment
verifications would be no more intrusive than those to
be conducted under the Chemical Weapons Convention
(CWC).® Asverification measures become more sophis-
ticated and treaties, such as the CWC, become univer-
sal, there will be much less need for technology denial
strategies.

Regime members should also devote more resources
to the development of remote monitoring technologies
as away to limit the likelihood of technology being di-
verted to weapons uses. The miniaturization of Global
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Positioning Satellite (GPS) systems offers one possibil-
ity for monitoring the location and movement of some
controlled items, such as machine tools. And the emer-
gence of new software and Internet security devices al-
low for companies and possibly enforcement officials
to monitor and restrict the transfer of controlled techni-
cal data viathe Internet, and to deal with other “intan-
gibletechnology transfers.” Regime members could also
condition technology trade on a willingness to provide
access to sites where technology is to be used.®

The Need for Leader ship

Export controlsin general, and the regimesin particu-
lar, suffer from a lack of sustained, high-level policy
attention both at the domestic and international levels.
To rectify the problem, the United States and other in-
terested countries should initiate a dialogue on reform-
ing multilateral export controls. One possibility is to
augment the ideas initiated at an international confer-
ence on export controls organized by the US Department
of Commerce in the fall of 1999 in Oxford, England.
This event brought together export control representa-
tives from 22 nations, three multilateral export control
systems, and four non-governmental and academic in-
stitutions to discussimproving national and multilateral
systems. Among the recommendations, were calls for
greater list harmonization, enhanced inter-regime com-
munication, and consi stent guidelinesfor controlling the
transfer of intangible technologies. This conference
could become part of alarger dialogue or initiative on
reforming export controlsfor the 21st century and serve
asafocal point for international experts.®

While international dialogue at a high level can help
generate politica momentum for strengthening the re-
gimes, thereisaneed to establish an international work-
ing group of technical and political experts to develop
detailed options for strengthening and reforming multi-
lateral controls. This group could offer more specific
proposals for addressing current multilateral problems,
such as the lack of timely information sharing among
regime member states and the need for greater transpar-
ency. This working group might also help present op-
tions for meeting emerging export control challenges,
such as the transfer of sensitive information via the
Internet, and provide suggestions on efficiently merg-
ing regimes and rationalizing control lists. Finaly, this
group could help to give export control policy issuesthe
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sustained attention they require to serve nonprolifera-
tion objectives without impeding legitimate commerce.

If the United Statesisto lead efforts at reforming ex-
port controls internationally, it must first work on get-
ting its own house in order and determine how it wants
to address technology and export policy in the current
world order. Thiswould involve passing new legislation
to replace the current export control system, which is
based on Cold War principles and often crippled by in-
teragency feuding. New legislation could rectify prob-
lems with the US system of export controls and allow
the United States to take a lead in addressing many of
the problems with the regimes addressed in this view-
point. In particular, the draft Export Administration Act
calls upon the administration “to continue its active par-
ticipation in and to strengthen existing multilateral ex-
port control regimes.”>* Moreover, the bill sets forth
standards for the multilateral regimes. The most impor-
tant standards pertain to effective enforcement and com-
pliance, effective implementation procedures, treatment
of certain countries, harmonization of license approval
procedures, and “undercutting.”

Just as multilateral controls have been weakened by
alack of attention, similarly US controls demand greater
care. Although there has been a small group of experts
in Congress and in the Clinton administration who un-
derstand the importance of reforming export controls
both domestically and internationally, they remain too
few and have been largely ignored. Part of the problem
stemsfrom the fact that i ssues of export control are com-
plex and involve multiple interests, bureaucratic agen-
cies, lists, and regimes that are not easily grasped by
policymakers and their assistants who have limited time.
Currently, export controlsin the United States move on
and off the agendas of high-level National Security
Council and State Department personnel with the arrival
and passing of technology transfer scandal's, sometimes
resulting in fragmented initiatives. Furthermore, thelack
of understanding of export control issues in Congress
means that its members are more susceptible to lobby-
ing and to media headlines, with the result being knee-
jerk legislation. One idea for correcting this neglect of
export controls domestically would be to establish an
informal export control policy consortium made up of
government, industry, and non-governmental experts
willing to give theissuesthe necessary attention that they
reguire to remain responsive to emerging proliferation
threats and economic globalization.

The Nonproliferation Review/Summer 2000



MicHAEL BEck

CONCLUSION: THE CHALLENGESAHEAD

At the outset, | raised several challengesto the effec-
tiveness of nonproliferation control efforts. Some of the
challenges include economic globalization, lack of con-
sensus on the nature of the proliferation threat, informal-
ity of regime provisions, and new member states with a
greater interest in receiving side-payments than in re-
ducing threatsto global security. Although the problems
impeding multilateral cooperation on export controlswill
not be easily addressed, | have argued that there are steps
that can be taken. First, the United States must develop
greater domestic consensus on realistic objectives for
export policies by engaging industry, government, and
academic leaders in a dialogue. This must be accompa-
nied by more intensified international negotiation and
study aimed at devel oping new multilateral approaches
for managing sensitive technology and defense trade.
Initial attention should probably aim at boosting the ef-
fectiveness of the Wassenaar Arrangement and the
MTCR, as these are less well-supported and have
weaker provisions than the other regimes.

Second, efforts in the short term should concentrate
on “deepening” the regimes by formalizing and strength-
ening regime provisions before moving to expand regime
membership to accommodate new members. In particu-
lar, for the most sensitive missile and nuclear items, the
preferable option is not to expand aready weak control
regimes with ambiguous provisions. Instead, attention
should be directed at formalizing and tightening regime
regulations such that “violations’ by a member state or
one of its exporters are more objectively recognizable
and subject to penaties. Countries outside of the regimes
should be encouraged to introduce multilateral control
lists into national legidlation while efforts are made to
restructure the regimes. Theideaof merging the regimes
into one, more coherent institution also merits revisit-
ing as away of reducing costs and focusing policy at-
tention.

Next, governments must invest more in using tech-
nology to monitor technology transfers and use by re-
cipients. The sooner member states recogni ze technol ogy
and arms acquisition patterns, the more quickly they can
respond diplomatically and the better chance that con-
sensus can be reached on threats. This also means that
regime-member states capable of gathering and sharing
information, especialy the United States, must also be
willing to shareit.
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Finally, member states should begin thinking about
the possibility of moving away from denial-based re-
gimes to verification regimes for some dual-use tech-
nologies. The political difficulties of building consensus
concerning proliferation threats and trends towards
growing numbers of international suppliersare unlikely
to fade quickly; therefore, the best long-term option
would be to create an ingpection regime similar to that
embodied in the CWC or some other more formalized
monitoring arrangement.

Historically, international cooperation on export con-
trolshasfaced major political and technical challenges.>
The challenges of controlling and monitoring strategic
technology and advanced weapons exports in the 21st
century will be even greater than in the past. The key
guestions are whether or not the United States and its
partners are able and willing to do what it takes to over-
come the political challenges noted above, and whether
governments can keep pace with economic globaliza-
tion and the diffusion of technology that it entails. Cer-
tainly, US ability to coordinate international export
controls hinges upon wider international developments
and domestic political considerations. Currently, US
leadership is called into question by perceptions of dis-
criminatory application of controls and sanctions, and
the perception of US willingness to bend nonprolifera-
tion norms, treaties, and commitments to serve national
interests. The next administration facesthe task of over-
coming these international perceptions and building do-
mestic political support for export control reform.

US efforts alone will not suffice. Effectively manag-
ing sensitive technology trade in aglobal economy will
also require commitments from foreign partners that
have been absent to date. No matter how much foresight
goesinto drafting US export legidation, the United States
cannot coerce effective multilateral trade policies. Un-
fortunately, history tells us that complacency on these
issues is often replaced with reactive measures only af -
ter weapons of mass destruction have found their way
to dangerous actors.
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