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ver three years ago, the series of nuclear explo-
Osi ons in South Asia removed any hope that

nuclear weapons (NW) would remain “in the
closet.” Sincethen Indiaand Pakistan have gradually de-
veloped their respective nuclear systems and plans,t and
little real progress has been made to reduce the dangers.
Thevery real fearsthat the two newest declared nuclear
weapon states could unleash their arsenal s over the Kash-
mir issue were recently joined by deep concernsthat Pa-
kistani NW could either be sei zed by rogue fundamentdists
initsown military dissatisfied with President Musharraf's
support of the U.S. bombing campaign in Afghanistan, or
even have been provided outright to the Taliban or the al-
Qa idaterrorist network. More plausibleis the potential
transfer of NW know-how and/or radioactive materials
for aradiological “dirty” bomb by individual Pakistanis®
to remnantsof d-Qaida® or others, possibly other states.*
These dangers have suddenly transformed the U.S. na-
tional interest from preventing nuclear war in SouthAsia
to halting an attack on its own shores. Given these major
shiftsin the strategic environment, the United States must
explore new proliferation policiesthat make the most of a
bad situation.
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In order to reduce the chances of an inadvertent nuclear
exchange occurring in South Asia, or of elements of the
South Asian arsenals being used against others, U.S.
policymakers should adopt anove solution to help “ man-
age’ proliferationinthiscase. Giventhe dangersinvolved,
the U.S. government should transfer selected U.S. nuclear
weapon command and control (C2) systemsto Indiaand
Pakistan. The objective would beto transform inherently
destabilizing nuclear arsenalsinto forceslesslikely to be
fired in anger or error, or transferred to third parties. Ad-
equate, reliable, and time-proven nuclear C2isrequired,
whether the weapons remain largely unmated with deliv-
ery systems or whether they have at times been mated
and operationally deployed. Theworld haslived precari-
ously with theformer situation for several yearsand just
recently appears to have been faced with the latter. In
short, the nuclear rubicon has been crossed.

Thisviewpoint attemptsto address questions concern-
ing why these countries developed NW, and why it will
be hard to force them to abandon them. Paying special
attention to unique challenges in South Asia, it asks
whether NW inherently improve stability or not. Theover-
riding questionsto tackleare: can nuclear C2 mitigate prob-
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lems associated with NW? Where do the shortfalls exist
in the nuclear C2 arrangements of India and Pakistan?
Thisstudy will look at these issueswith aview to recom-
mending where the United States should lend assistance.
Despite constraints on such support, thelong-term neces-
sity of preventing unauthorized weapons/material trans-
fer or a nuclear exchange via “managed” proliferation
outweighs the barriers to protecting a principled “ zero-
proliferation” stand. The United Statesmust, in thewords
of one commentary, “ delink issues of nuclear safety from
nuclear proliferation...[and] redefinethe nonproliferation
regimeinamorerealistic manner.”®

THE RATIONALE FOR DEVELOPING NUCLEAR
ARSENALS

Asmuch asthere have been controversy and specula-
tion regarding the nuclear test resultsin 1998,% so too are
there disputes about whether the NW of South Asiaare
normally deployed or disassembled.” Thereis disagree-
ment asto the precise numbers and types of current/pro-
jected warheads and delivery vehicles, and what the costs
would be for a projected nuclear arsenal .8 It isnot sur-
prising to find that there is also disagreement as to why
the two countries developed NW to begin with. Yet, de-
spitethisdispute, in many respectsindiaand Pakistan share
many of the same deep-seated insecurity concerns that
gave birth to their nuclear weapon programs.

While short-term domestic factorsin India, such asthe
weak coalition government and a desire to appease the
nuclear scientific-technical cabal,® may have forced New
Delhi’shand in performing the 1998 tests, these explana-
tionsdoneareinsufficient to explain why Indiadevel oped
NW inthefirst place. While some argue that the country’s
nuclear program served “as the vehicle of national self
expression...[and] the goals of national identity construc-
tion,” 1% several long-term geopolitical factors were also
at play. Indiahaslong held agenuinefear of the Chinese
military threat, and Beijing's support of Islamabad’s
nuclear and missile programs intensified this concern.
Doubts concerning the extent of its superpower patron’s
security guarantee during the Soviet era, and thelater col-
lapse of the Soviet Union, exacerbated India’'s unease.
Finally, the leaders in New Delhi were mativated by a
desire for prestige and respect in the international com-
munity.t

If India srationale for developing anuclear arsenal is
complex, Pakistan’simpetus appearsto be smple: acost-
effectivereaction to India’ s overwhelming military capa-
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bilities. Still, the same long-term real politik factors that
drove Indiato nuclearization are also relevant in the case
of Pakistan. Pakistan feared itslarger neighbor (India) and
believed its superpower patron (the United States) to be
notorioudly unreliable.2 Unlike India, however, Pakistan
aso tied and has continued to press—however heavy-
handedly—the linkage between its nuclear program and
the seemingly ineluctable Kashmir issue.®* For Pakistan,
itsNW programisalso ostensibly abargaining chip to be
used to resolve the Kashmir issue, atactic that isfraught
with danger and miscalculation.

In other words, the roots of the Indian and Pakistani
nuclear programs run very deep. Inthewords of one ana-
lyst, “India and Pakistan...are as unlikely to give them
[nuclear weapons] up as were Washington and M oscow
at the height of the Cold War.”** Furthermore the same
factorsthat motivated Indiaand Pakistan to develop NW
are pressuring them to expand and deploy them. Asare-
sult, it will be difficult, if not impossible, to force either
country to disable or destroy its nuclear arsenal. Even if
the root causes for developing their NW disappear, the
weapon program itself continues to generate powerful
bureaucratic and public advocacy for its continued exist-
ence.”® The world is thus faced with NW in both India
and Pakistan for the foreseeable future, a situation that
led former U.S. President Bill Clinton to call SouthAsia
“the most dangerous place on earth.” 16

NUCLEARWEAPONS, GREATER STABILITY:
EXTRAPOLATINGTHE COLDWARONTO
SOUTHASIA

Of course, many analysts counter that such aprovoca
tive claimis more hypethan reality. They argue that now
that both countries have come* out of the nuclear closet,”
there isimproved stability between India and Pakistan.
After al, did not the nuclear stalemate between the United
States and the Soviet Union produce greater stability in
their relations? Does not the “long peace” of the Cold
War prove that NW engender sufficient caution in what
would otherwise have been ahot and deadly conflict be-
tween the superpowers? From this point of view, if nuclear
deterrence worked for the much more massive arsenals
of the United States and Soviet Union, it might also work
for the much smaller arsenals of Indiaand Pakistan.

Kenneth Waltz, the leading proponent of such think-
ing, hasargued that “the gradua spread of NW ismoreto
be welcomed than feared.”*” Many observers of South
Asia have taken up Waltz's position, arguing that the
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nuclear programsforce Indiaand Pakistan to adopt amore
cautious, less bellicose approach toward each other. In
their view, the possibility of large-scale, deliberate con-
ventional conflict between the two states has lessened
considerably, and “nuclear deterrence ultimately com-
pelled restraint, de-escalation, and disengagement on both
sides.”*® Some analysts even suggest that an inadvertent
or accidental war arising over Kashmir isnow highly im-
probable.’®

However, such an optimistic faith in nuclear deterrence
does not bear strong scrutiny. True, there was never any
nuclear exchange between the United States and the So-
viet Union, but several timesthetwo countries cameclose
to the precipice by design (e.g., the 1973 Yom Kippur War)
or by inadvertence (e.g., the 1962 Cuban missile crisis).
Maintaining nuclear stability isnot an easy task; stability
takes great conscious effort as does the safety, security
and accountability of nuclear warheads and materialsfrom
unauthorized transfer and theft. There is a strong con-
ceptua argument which positsthat thelonger astate has
NW or the greater the number of states with NW, the
greater the chance of a nuclear exchange. Lewis Dunn
best summed up the “nuclear pessimists’ opinion that
nuclear deterrencewill eventually fail when hewrote, “as
more countries acquire the bomb, the number of situa-
tionsin which apolitical miscalculation, leadership fail-
ure, geographical propinquity, or technical mishap could
lead to anuclear clash will increase.”® The pessimists
bottom line is that luck has so far kept a nuclear holo-
caust at bay. Unless other compensatory measures are
taken, they argue, it will only be amatter of time beforea
nuclear exchange takes place or terrorists gain accessto
nuclear weapons.

NUCLEARWEAPONS, DECREASED STABILITY,
AND RISKY BEHAVIOR: REALITIESOF SOUTH
ASIA

Still, one may contend that there is no reason the luck
enjoyed by the Soviet Union and the United States should
not also apply to Indiaand Pakistan. However, the nature
of theU.S.-Soviet rivalry wasfar different and lessvola-
tilethan that in South Asia.® Unlike Indiaand Pakistan,
the United States and the Soviet Union did not have com-
mon and disputed borders. Neither state suffered from
military coups or faced widespread separatist movements,
and they were not surrounded by those seeking to steal
NW and radioactive materials.?? Most importantly, they
both had the luxury of time and distance to reduce the
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pressures of aninadvertent launch or an overly provoca
tivelaunch on warning posture.® In contrast to the some-
what controlled superpower stand-off, the Indo-Pakistani
situation ismore akin to aprolonged Cuban missilecrisis.
In South Asia, the crisis atmosphere and risks of miscal-
culation “would be permanent rather than temporary,
would occur without adequate command, control, com-
munications, and intelligence (C3l) in place, and with po-
litical leaderships located less than five minutes from
mutua Armageddon.” For Indiaand Pakistan, NW might
have bought strategic stability, but at the cost of crisissta-
bility. It would be hard to upset the balance as it is, but
once that balance were upset—and the NW were as-
sembled and deployed—it would be hard to restore. Cer-
tainly the current situation is not an encouraging start.

Nuclear weapons may actually encourage risk-taking
with regard to peripheral, non-vital issues. During the Cold
War, the United States and the Soviet Union engaged in
numerous proxy wars, taking care not to directly impinge
upon the other’s vital interests. In the same vein, India
and Pakistan may believethat nuclear arsenals now give
them greater leeway to foment internal dissent or launch
terrorist attacks in the other’s territory.?> No doubt
Pakistan's increased support of the Kashmiri separatist
movement has been encouraged by its sensethat itsnuclear
deterrent would force Indiainto demurring from launch-
ing amajor conventional counter-attack acrosstheline of
control.?® The same rationale probably held true in the
minds of various Pakistani leaders during the country’s
abortive incursion into Kargil in spring 1999 aswell as
the suicide attack on the Indian Parliament in December
2001. At the end of the day, due to the historical distrust
between the two states, what one mistakenly views as
peripheral, therecipient might view asvital. The stageis
set for potential escalation into nuclear exchange, poten-
tialy arising from aconventiona conflict or even an acci-
dental nuclear detonation.?’

Furthermore, there is evidence that Pakistan already
threatened Indiawith nuclear reprisal during several re-
cent crises. Journalist Seymour Hersh argued that in the
crisesof 1986 and 1990, Pakistan openly flexed itsnuclear
muscle to convince Indiato back down by launching a
publicinformation campaign (1986) and by deploying NW
tofront line units (1990).2 Although Hersh’sfindings are
certainly open to question, there is one lesson that Paki-
stan, if not also India, learned. By making it appear that
it had dramatically raised the ante in the crisis, Pakistan
ensured U.S. involvement to defuseit.?® The temptation
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now existsto play the nuclear card to ensure third-party
assistance in future conflicts, to otherwise play an odd
game of “mediated chicken.” As Professor Stephen Cohen
recently noted with regard to the recent |ndo-Pakistani
crisis, “[count] on the United States to jerk the steering
wheel so the Pakistanis do swerve out of the path of an
on-rushing Indian vehicle.”* Eventually, however, this
bluff may be called. For a bluffing country to keep the
threat credible and not be faced with an opponent su-
premely confident initsconventional superiority alone,
pressures will mount to do more than just make empty
rhetorical flourishes. Thisdynamic could trigger the de-
ployment of NW during such acrisis.

Already strainsare evident in Indian and Paki stani self-
control at avoiding nuclear saber-rattling. Reports surfaced
on the possible nuclearization of the 1999 Kargil crisis,
most notably in the journal Foreign Policy, where an
unnamed diplomat stated that India and Pakistan “ came
very closeto anuclear exchange.”*? Additionaly, the In-
dian Army Chief of Staff claimed that Pakistan threat-
ened to use NW in Kargil if the conflict escalated out of
control.* Although a nuclear-armed India clearly exer-
cised agreat deal of self-restraint during the Kargil cri-
sis,* senior Indian military officials who met with a
delegation from the U.S. Air War College two years|ater
opined that Kargil would bethelast timethey would “let
Pakistan get away with provocation.”* In short, NW do
not automatically deter provocations by or counter-attacks
against anuclear foe.

In the face of an openly declared nuclear adversary,
and once having admitted that it too would resort to NW
if forced, any country would be hard-pressed not to even-
tualy fielditsnuclear arsena—however much it may see
it as a tool of deterrence rather than an instrument of
warfighting. An exception to such ablanket pronounce-
ment might be made in the cases of South Africa (which
never deployed NW operationally) and Israel (which may
have deployed NW during crises but never declared that
it had done so). Yet, once a country comes “out of the
nuclear closet,” and once it feels sufficiently threatened
to actualy contemplatetheir use, thenext logical stepwould
be to take the weapons “out of the basement” by opera-
tionally deploying mated weapons during peacetime, or
at least during crises. The most recent Indo-Pakistani cri-
sisin December 2001 may have proved thisdire predic-
tiontrue: reportsindicate that not only were conventional
forcesdeployed al along the border, but that ballistic mis-
siles and NW were also readied by both countries.® In
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the words of an anonymous U.S. intelligence official
speaking about the crisis, both countries had “their nukes
inplaceand ready toroll.”¥ If anything, even after acri-
sis, there might be pressure by the military (using worst-
case scenario planning) to keep warheads mated to delivery
systems. In doing so, national leaders could precludethis
factor as awarning indicator during an actual crisis, in
order to retain the elements of secrecy and surprise. In
this case, theissuewill center on whether the arsena can
be deployed safely, whether safety brakes can be added
to the nuclear juggernauts that India and Pakistan have
built, and the establishment of proceduresto indicate when
such safety brakes should be applied.

NUCLEAR COMMAND AND CONTROL (C2):
INCREASING STABILITY

Nuclear C2 can provideincreased security in the South
Asian context by:

« increasing the physical security and stability of the

Indian and Pakistani nuclear arsends;

« providing mutual assurance between Indiaand Paki-

stan; and

« improving the credibility of mutual deterrence.

Several factors increase the stability of a deployed
nuclear arsenal and help to ensure safety from theft or
accidental or inadvertent use: (1) preferred political and
military behaviors; (2) consistent level of day-to-day op-
erational readiness; and (3) the full scope of nuclear arse-
nal safeguards.® Over thelifetime of anuclear arsenal, a
control system is used more often to ensure that the NW
arenot stolen or fired accidental ly or inadvertently than it
isfor the authorized launch of the weapons. For thisrea-
son, C2 playsavitally important factor in the prevention
of aninadvertent or accidental nuclear conflict; it lso helps
preclude the theft of nuclear materials, warheads, and
associated ddlivery systemsby rogueor third parties. Hear-
kening back to the U.S.-USSR stand-off, the devel opment
of strict C2 safeguards bought the superpowers time—
both short-term (to prevent theft, accidents, and inadvert-
ent launches) and long-term (to establish strategic arms
control agreements, confidence-building measures
(CBMs), etc., to back away from the nuclear precipice)—
to enhance the element of blind luck.

A secondary if overlooked purpose of nuclear C2, par-
ticularly pertinent in the South Asian case, isto provide
mutual reassurance during the endemic crises between and
within Indiaand Pakistan. Several factors can play major
rolesin successful crisis management and de-escalation
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control. Theseinclude: knowing that there are no rogues
in the nuclear C2 chain of the other country; believing
that the chances for dangerous misunderstandings and
mi sperceptions have been sharply reduced; and accept-
ing that one's own control isunchallenged (from internal
or external threats).® Such assuranceisvita not only to
the two South Asian antagonists, but it is equally impor-
tant to their domestic population, neighboring states, and
extra-regiona powers, likethe United States, that may be
indirectly or directly thetarget of anuclear attack.

Finally, C2 asoimprovesthe credibility of nuclear de-
terrence. An effective C2 system deters an adversary and
provides reassurance that oneisin control and not liable
to strikein error or lose control of warheads and radioac-
tive materialsto terrorists or rogue elements. According
to one observer,

the deterree must see how well run the
deterror’scommand systemiis, thereby gaining
confidence in mutual deterrence...both sides
[must] fully understand that command and con-
trol systems are not the apparatus to launch
nuclear war, but the government agency that
creates deterrence by communicating through
the deterree’s command system.®

Even if some would continue to argue that the Indian
and Pakistani nuclear arsenals are asinherently self-sta-
bilizing aswerethe U.S. and Soviet arsena's, none could
argue against the need for a system to secure and control
those forces. After al, the Cold War competitors em-
ployed comprehensive C2 safeguards. Clearly C2isavi-
tal if under-recognized element in astable and safe nuclear
deterrent.

Obvioudy thereisalso acountervailing pressureto en-
surethearsenal isresponsiveto the needs of the country’s
leadership, in case the unthinkable comes to pass. An
overly elaborate set of C2 safeguards, whileideal for theft
prevention, would make any arsenal useless, negate any
intended deterrent effect, and might even tempt an ad-
versary to launch apreemptive strike. Aswith all things,
C2 hasits darker flip-side: the warfighting function of a
nuclear arsenal (i.e., the dissemination of launch orders
by authorized personnel to nuclear equipped forcesinthe
event that deterrence breaks down). The nuclear irony is
that to deter (and thus hopefully never to fire or befired
uponin anger), an adversary must perceive that NW can
belaunched quickly in the event deterrencefails.

This balance between the desire to keep tight control
of NW (stability/safety) and to ensure their use should
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the need arise (credibility) iswhat Peter Feaver callsthe
“negative/assertive”’ versus*“ positive/del egative’ C2 co-
nundrum. Negative control refersto the prevention of NW
release, while positive control means the permissive re-
lease of the weapons. Conversely, assertive control indi-
cates that authority to launch NW is highly centralized
and tightly circumscribed, while del egative control implies
the decentralization of authority to launch the weapons,
presumably once certain criteriaare met.* Although the
conundrum cannot be compl etely solved, the key to cri-
sis stability isto what degree anuclear C2 system tends
to one or the other extreme. As Feaver writes, “the asser-
tive/delegative distinction...indicates the likely failure
modes of the command system....A delegative
system...would tend to‘fail deadly’ [whil€] assertive com-
mand systems would tend to ‘fail safely’.”* In short, a
predominantly “fail-safe” negative/assertive command
system (one in which the prevention of NW release or
unintentional use is centrally controlled),” while not a
panaces, isat least agood start to help Indiaand Pakistan
back away from potential nuclear catastrophe.*

SHORTFALLSIN INDIANAND PAKISTANI
NUCLEAR COMMANDAND CONTROL (C2)

Before examining shortfallsin South Asian C2, it is
important to devel op aworking definition, since many that
recommend sharing C2 fail to adequately define it. For
the purposes of this paper, nuclear C2 consists of:

(1) weapons safety and security safeguards to ensure

NW are not transferred or launched by unauthorized

personnel;

(2) intelligence and early warning networks to deter-

minewhether an adversary isexecuting anuclear strike;

and,

(3) nuclear-critical information flow to keep senior lead-

ership informed of the status (e.g., readiness,

accounability, security) of nuclear forces, enable quick
and reliable communi cati ons to weapon operators, and
permit revision or reversal of decisions.

Nuclear C2 is supported by: (1) a stable (and prefer-
ably congtitutionally established) decisionmaking process;
and (2) exercises that reassure oneself and one's adver-
sary that the weaponswill neither be easy targets of theft
nor launched inadvertently. To alimited degree, some of
theseelementsexist in South Asia. Unfortunately for both
Indiaand Pakistan, “inadequate warning systems are in
placeintheregion, time-linesfor decisionmaking are highly
compressed, command and control arrangements are not
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clear, and communications links are not robust.”* Asa
result, agreat deal moreisrequiredto give Indiaand Pa-
kistan “time”’ and “ distance” to eventually establish stra-
tegic arms control agreementsand CBMs.

Various South Asian officials have stressed their under-
standing of the requirement for a secure and reliable C2
system for their arsenals. India has been particularly ac-
tivein establishing its C2 requirementsinitsdraft nuclear
doctrine.*® Several members of the Indian academic and
defense intellectual communities have outlined in great
detail what it takesto control nuclear forces, including a
mixture of hardened and mobile command posts.#” How-
ever, one suspectsthat New Delhi isnowhere near meet-
ing these expectations anytime soon.

In comparison, Pakistan has generally been more re-
luctant than Indiato openly delineate itslong-term nuclear
C2requirements. Until very recently, Pakistan relied upon
smpledeclarationsthat it maintainsa*flawless command
and control system,”* and that a national Nuclear Com-
mand Authority was established in the persons of the Prime
Minister (now President Musharraf operating under mar-
tial law), several cabinet ministers, and the Chairman of
the Joint Chiefs of Staff Committee. Further detailshave
since surfaced regarding the composition and functioning
of several committees and aplanning division within the
Joint Strategic Headquartersto oversee NW devel opment,
deployment, and employment.® Still, what I1slamabad
foresees asitsideal C2 requirementsis amatter of con-
jecture. Clearly, even if it wished to emulate the exten-
sive control system publicly envisioned by somein New
Delhi, itislikely that it could not afford the expense.

Thelimited evidence suggeststhat for now both coun-
tries haveinadequate nuclear C2 structuresin place, and
that this condition will persist for the foreseeable future.®
Despite Western warnings that “ action on warheads and
delivery systemsnot get ahead of less glamorous but es-
sential (and often costly) stepsfor the secure management
of nuclear forces...[e.g.,] control, safety, communications,
intelligence,”*! thereisahistorica preference for bureau-
craciesto prefer warheads and delivery vehiclesover the
lessglamorous C2.%2

QuestionableNuclear Safety and Security
Safeguards

Currently, security in India and Pakistan against an
unauthorized or inadvertent launch appearsto be assured
only by keeping thewarheads and their delivery systems
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separate.>® Thisisat best a stop-gap measure that would
be—and has already beer—undonethe minute either coun-
try operationally deploys its NW. Security against theft
can only be assumed to be acombination of armed guards,
rudimentary physical controls, and maintaining high se-
crecy regarding the locations of the warheads. Addition-
aly, itiscertainly prudent to at | east rel ocate unassembl ed/
unmated nuclear warheads and other components, aswell
asto beef up defensive military forces around weapons
sites during a crisis (as Pakistan did following U.S. air
strikesin Afghanistan®). However, these are temporary
measures that can be undone by adisaffected insider and
may even inadvertently send an opponent thewrong sig-
nal that weapons are being readied for use, not deployed
for their safety. Furthermore, the very act of transporting
warheads from place to place increases the risk of theft
or accidental detonation.

A necessary component to comprehensive NW secu-
rity iselectronic locks, but specul ation suggeststhat these
arenot being employed on Indian and Paki stani warheads.
Such locks would guard against an unauthorized launch
and render a stolen device useless. There appearsto be
some future promise of Indiadevel oping and implement-
ing protective measures, such as. the two-man rule (re-
quiring two vetted individuals to inspect/repair/move/
launch/detonate anuclear device); permissive action links
(PALSs) (preventing anuclear detonation unlessproper elec-
tronic codes have been entered); and environmental sensing
devices (permitting adetonation only when certain deliv-
ery parameters, such as speed or altitude, have been
reached). When and whether one or both countries will
implement these measuresisunknown.

Most worrisomeisthe nature of Pakistan's NW safety
design. If Pakistan’'s weapons design is based upon the
Chinese system, as widely alleged, it is very likely that
the Pakistani arsenal—like the Chinese—lacks sufficient
technological barriersto inadvertent, accidental, or unau-
thorized use. Even if Pakistan wereto adopt the Chinese
organizational alternativeto technological safety features
(i.e., establishing anuclear warhead control organization
independent of the strategic delivery forces, in additionto
keeping warheads removed from their delivery vehicles),
two problemsremain. First, when successive governments
cannot guarantee regime stability, there are questionswith
regard to ensuring the organization’'s constant loyalty to
the authorized decisionmakers. Given Pakistan’s history
of military coupsand an officer corpsincreasingly divided
between asomewhat liberal Westernized minority of se-
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nior leaders and a more radicalized, immoderate cohort
of mid-level officers, thereisreason to worry.® Second,
since Pakistan islikely to eventually deploy armed NW
as part of anormal peacetime posture, the protection af-
forded by separated components will evaporate. Fortu-
nately, Pakistan has expressed interest in both indigenous
and foreign-developed fusing, safety, and arming sys-
tems.®

Troubling I ntelligenceand Early War ning Networks

Thechallengefor nuclear safety and control systemsis
to determine not only what the adversary is doing, but
alsowhat heisnot doing.%” Intelligence and early warn-
ing networks can have agreat impact on confidence-build-
ing and crisisde-escalation. If acountry’swarning systems
reliably indicate there are no impending preparationsfor
a nuclear strike by the adversary, the chance of worst-
case miscalculation drops. However, in aclimate of in-
creased tensions and historic mistrust, the absence of
reliablethreat information can easily lead to aworst-case
assessment of the other’sintentions and potentially even
pre-emptive strikes.5®® Imperfect intelligence only serves
to exaggerate, not resolve, inherent propensitiesto assume
theworst about the adversary.® Additionaly, intelligence
against possible theft and diversion of nuclear warheads
isconstrained by overlapping and competing intelligence
bureaucracies, some of which might pursue agendas con-
trary to the government’s desires.®® In the end, poor in-
telligenceis often worsethan noneat dl and, unfortunately,
guite common in South Asia. Neither Indianor Pakistan
has an objective and effectiveintelligence service, dueto:
inadequate and inappropriate collection capabilities;® or-
ganizational disconnects; an undue focus on covert op-
erationsand domegtic rather than foreign intelligence; and
typically politicized analysis.®?

As with many of their colleagues around the world,
South Asian decisionmakers often ignore analysesthat do
not fit their preferred policies and preconceptions. Their
track record, particularly Indid's, in correctly interpreting
and acting on intelligence reports hasbeen dismal. There
has been a series of intelligence fiascoes surrounding:
China'sattack on Indiain 1962; India'sfailureto predict
Pakistan’sreactionsto the 1986 Brasstacks exercise; wide-
spread problems during the 1999 Kargil crisis;® and the
capture and murder of Indian border guards by
Bangladesh’sborder forcesin April 2001. AsKanti Bajpai
observed, “the organizational competence of both Indian
and Pakistani intelligence leaves something to be
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desired...[Adding the NW dement now] raisestotally new
problems of intelligence gathering and assessment for both
sides.” ¢

Also doubtful iswhether either country hasthe means
to adequately detect animpending attack (whether by air-
craft or missile) and then post an effective defense. While
Indiaand Pakistan haveradar systemsto track incoming
enemy aircraft (currently the most likely means of weap-
ons delivery),® it is questionable how effectively each
country would defend against alow-level attack.®® Ques-
tionsremain with regard to what degreetheir air defense
command and control networks could make accurate as-
sessmentsin timeto aert senior leaders, and air defense
forces. Even worse, neither country hasthe ability to de-
tect or track missile launches (the preferable—and high
development priority—means of weapons delivery).5
The first indication that a nuclear attack was underway
would bethe explosionstaking place overhead. Until New
Delhi and Islamabad obtain adequate strategic warning
capabilities and support, they might be tempted to launch
preemptively or at least upon questionable warning.%®

OpaqueNuclear-Critical Information Flow Systems

An area shrouded in deep mystery is both countries
systems of nuclear-critical information flow, which ide-
aly should be designed to feed intelligence and operational
reportsto the senior leadership, who then pass decisions
down to the NW operators. Obviously, concern over ex-
posing aweak link or critical nodein the process sharply
limitsany public discussion by either country.%® Discus-
sions about what Indiaactually possesses have been lim-
ited to academics and retired military men; limited
discussions of Pakistan’s systems were only recently
forced, because of fearsthat Pakistan had or would soon
lose control over itswarheads and radioactive materials.
However, based upon the assumption that new nuclear
stateslike India and Pakistan face greater fiscal, techno-
logical, and institutional barriersto creating arobust C2
system, many experts are pessimistic. Scott Sagan con-
cluded that such arsenalswill be“considerably less safe
than those of current nuclear powers...Some emergent
nuclear powers...may not be ableto afford even amodi-
cum of mechanica safety devices and modern warning
sensors and will therefore be more proneto accidentsand
false warnings.” ™ Here the United States must also in-
clude mechanismsto inform decisionmakers asto the se-
curity and accountability of nuclear materials and
warheads.
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However, at least according to many Indian commen-
tators, the preference is to establish a small, limited C2
system, based |ess on objectivefixed requirementslinked
with nuclear deterrence and warfighting and more on cost
concerns. It is of deep concern that much of the Indian
counter-debate in support of afar simpler C2 system fo-
cuses on the cost aspect instead of what would actually
be required to ensure effectiveness.™ Arguments, such
as that of Prime Minister Vajpayee, that “since India's
nuclear doctrineisdifferent from that of the (other) nuclear
powers, India does not heed to replicate their command
and control structures’”? are common. While an elabo-
rate information network might not be necessary to help
preclude unauthorized weaponstransfers, asimplistic C2
system will be unable to handle the extreme demands
potentially placed on India's proclaimed “ no first use/ride
out attack” strategy. In such a strategy, the C2-related
stresses of assembling authorized palitical leadership, de-
termining which forces have survived the attack, assess-
ing whether an adversary hasany remaining nuclear forces,
deciding upon the appropriate targets, and communicat-
ing the decision to strike—all amidst thewreck of anuclear
catastrophe—are quite significant. Furthermore, itisnec-
essary to stressthat smaller nuclear arsenals do not auto-
matically trandateinto arespectively smaller C2 apparatus;
in addition to severa inherent “sunk” costs (e.g., under-
ground bunkers for senior political leaders and nuclear
control nodes), the very vulnerability of alimited nuclear
forceto acrippling strike may well require aproportion-
ally higher degree of C2 connectivity.”

Asmentioned earlier, what nuclear C2 Pakistan actu-
aly has or desires to acquire has until recently been a
matter of pure speculation, sincethere wasvery littlein-
formation availablein the open literature. Perhaps Paki-
stan was a prime example of what Peter Feaver had in
mind when he admitted that

[r]eliable dataon existing or developing systems
of command and control in emerging nuclear
nations are scarce...Command and control has
one unavoidable drawback asalevel of analy-
ss thereisvirtualy noreiableinformation avail-
able about command and control in proliferating
countries... Credibleinformation on the current
situation in proliferating countries, many of
which seek to hide the very existence of their
nuclear programs, is[extremely] scarce.”

Only concernsover the safety of the Pakistani nuclear
arsenal, raised in light of possible domestic extremist sup-
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port for the al-Qa ida terrorist organization, prompted
|slamabad to make more detail ed explanations of itscom-
mand and control apparatus. According to the description
given, Pakistani nuclear C2 includes. a Strategic Force
Command for each of the three armed services; the en-
forcement of clear chains of responsibility; and the enact-
ment of “stringent measures to minimize risks of
accidental, unintentional or unauthorized launch.” ™ This
general description leaves many questions about the ad-
equacy of Islamabad’s C2 structure unanswered.

However, if Feaver’stheoretical analysisof therole of
civil-military relationsin determining the type of nuclear
C2 (assertive or delegative) holds true, there is at least
some hope that the Pakistani military government has
enforced strict assertive (fail-safe) control over the
country’snuclear arsenal.” Otherslike Gregory Gilesare
not sanguine, though, pointing to the country’slack of stra-
tegic depth lending to amore delegative (fail-deadly) form
of nuclear C2.” In either case, while conventionally
outmatched Pakistan could promote the image that it is
more nuclear “trigger happy” vis-a-visIndia, it isdoubt-
ful that it would really play nuclear Russian roul ette, given
the severity of the potential consegquences. Its optimal
strategy would be to ensure centralized C2 of its nuclear
arsenal, while bluffing India that a Pakistani juggernaut
could be easily unleashed. The key hereisthat the Paki-
stani nuclear C2 system—Dby deliberate design or deliber-
ate disinformation—may well leave alot to be desired.
Certainly, one can assumethat if relatively well-off India
hesitates beforeinvesting in an extensive C2 system, cash-
strapped Pakistan would be even more constrained.

The debate surrounding the necessary information flow
requirementsfor small nuclear arsenal's needs much more
objectiveanaysis.” For the moment, however, one sus-
pects that India and Pakistan will aim for low-cost C2
systemsand/or consider it alow priority among many more
pressing items. However, building a C2 system “on the
cheap” is short-sighted and may have disastrous conse-
quences. Again, whileit may be sufficient to preclude theft,
trying to solve an inherently complex problem cheaply
lendsitself tofailure. Inthiscase, it will likely resultina
C2 system that deploys mated weapons to the field and
dangeroudly pre-delegates launch authority to lower lev-
el sthan conditions might warrant. In short, opting for the
positive/del egative control option instead of the preferred
negative/assertive aternative might make budgetary sense,
but at the cost of strategic bankruptcy. The dangersof an
unauthorized nucl ear exchangewould then grow exponen-
tidly.
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Uncertain Satus of Decisionmaking Processes and
Nuclear Control System Exer cises

In both Indiaand Pekistan, thereisamixed record with
regard to the elements that support and in turn are sup-
ported by nuclear C2: the decisionmaking process and
exercises of the nuclear control system. Indiahas moved
far ahead of Pakistan. Despite some murmuring by the
military that it should play alarger rolein nuclear issues,
Indiaenjoyssolid and professional civil-military relations.
Indiaclearly placesnational NW command authority un-
der the prime minister and minister of defense; delivery
systems are controlled by the military, while control of
the warheads is under civilian laboratories.” Still, New
Delhi iswrestling with delineating succession of nuclear
decision authority in the event that the prime minister is
incapacitated. Additionally, reformsinthe Indian defense
establishment, such as placing administrative control of
the strategic nuclear forces under the chief of the defense
staff and the creation of a strategic command, continue
to befiercely resisted by the Indian Air Force.®

Conversely, Pakistan—givenits“jihad culture’® and
thevery red potentid for internal collgpse® —suffersfrom
historically poor civil-military relations. Thisreality has
not only dangerously weakened various domestic institu-
tions,® but also poses problems for the leadership in
charge of thenuclear arsend. While Pakistani officidshave
stated that there is now a national command authority,
one senses that the senior military leadership—perhaps
well-respected and effective, but still hawkish, unelected,
and unaccountabl e to the people—will retain the major
rolein deciding when to pressthe nuclear button, even if
martial law iseventually lifted.®* The key isthat no one
in the West, in India, or perhaps even in Pakistan itself
knowswho the ultimate decisionmaker isin |slamabad’s
nucleer affairs. Theworst timeto resolvethisissueiswhen
internal or external tensionsincrease, and the potentia for
conflictincreases dramatically. President Musharraf may
have won a short-term victory in defusing popular sup-
port of the Taliban, restraining fundamentalist clerics, cor-
raling the rogue Inter-Services Intelligence Agency,
arresting and banning radical 1lamic militantsinside Pa-
kistan and Kashmir, and retiring or reshuffling senior mili-
tary critics.® He has only just begun the laudable but,
neverthel ess, lengthy process of reshaping Pakistan into
a“progressive and dynamic Islamic welfare state.” % Yet
the potentia for future serious challengesto his control of
the country and, by default, its nuclear arsenal has not
been eliminated. The next coup leader—and one suspects
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there are several serious contenders currently waiting in
the wings—might not be as favorably disposed to the
United States or as capable or willing to deny support to
terrorist groups.

Turning to the issue of nuclear C2 exercises, an un-
classified paper would not be the venue to analyze any
foreign exercises, if indeed any havetaken place. To date,
thereisno open source reporting on thetopic. Still, there
isasolid argument for the periodic and publicly pre-an-
nounced systemic testing of one's nuclear C2. Nuclear
command exercises can work out problem areas before
any NW are operationally deployed. Command post ex-
ercises performed when tensions are relatively low can
provide reassurance—both at home and abroad—that
thereisstrict control and accountability of nuclear forces.

Using either press releases or controlled leaks (e.g.,
through double agents, anonymous officias, etc.), results
of such exercises can convince an adversary of one'sability
to steer the nuclear juggernaut, thusreinforcing deterrence.
For example, if Pakistan can no longer assuage India by
keeping itsweapons unassembled, thenthereissomevaue
in demonstrating to leadersin New Delhi (and Washing-
ton) that Pakistani negative/assertive nuclear C2 mecha-
nisms are functioning. The knowledge of an effective
nuclear C2 system would indicate to Indiathat the possi-
bility of accidentd and inadvertent weaponsreleaseislow.
In addition, such information could reassure Indian lead-
ership that there is a steady hand at the nuclear helmin
Pakistan. Internationally, it would provide confidenceto
the United States and other statesthat rogue el ementswere
unlikely to seize control of the state’'s NW and passthem
to athird party. The same arguments hold true for India,
giventhat it also facesinternal separatist movementsand
unresolved borders® Indiaalso suffered from martial law
and the suspension of its constitutional processes during
IndiraGandhi’ stenure.

U.S.ASSISTANCE TO SOUTH ASIAN
NUCLEAR C2

To what degree should the United States provide India
and Pakistan with assistance to develop negative/asser-
tive (centralized control) C27? Ultimately, the decisions
concerning what C2 elementsto share hingesontwois-
sues: (1) will the system guard against the possibility of
an accidental, inadvertent, or unauthorized detonation or
transfer of anuclear weapon; and (2) will the system also
significantly enhancethe capability to engagein anuclear
warfighting rather than s mply adeterrence-only posture?
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In some cases, the situation may be easy to assess, but in
many othersthereisagreat deal of uncertainty.

ADVANCING NUCLEAR SAFETY AND
SECURITY

Asargued earlier in thisviewpoint, it appearsthat nei-
ther Indianor Pakistan currently has adequate safeguards
inplace. The provision of various safety and security safe-
guard technologies would greatly reduce the risk of a
nuclear weapon being stolen, launched by an unautho-
rized person, or detonated accidentally on one’'sown ter-
ritory. Such improvements do nothing to improve the
effectiveness (e.g., probability of launch, probability of
arrival, probability and size of detonation) of the weapon
and should be acceptable under current arms control agree-
ments.

In aseriesof candid, off-the-record bilateral talks, the
United States could brief Indiaand Pakistanin full onthe
detailsof American procedurd (e.g., proper handling, stor-
age, transport, training, education, two man rules, etc.)
and personnel (e.g., the Personnel Reliability Program)
nuclear safety measures. The next step would beto dis-
cussand demonstrate at facilitiesin the United Statesthe
various types of physical safety measures for NW stor-
age sites. If needed, the U.S. government could also es-
tablish a Nunn-Lugar type arrangement for improving
South Asian NW storage and transport, such as providing
sensors, alarms, tamper-indicating seal's, armored rail cars,
and polygraph testing of NW security personnel. Thislast
step would be especialy pertinent to the personnel prob-
lems currently faced by Pakistan.t Apparently, the Bush
administration, inamarked departure from previous U.S.
policy, has offered Pakistan assistance in improving the
security of its nuclear arsenal—while trying not to inad-
vertently improve thethereliability or accuracy of Paki-
stani nuclear weapons.®

A morecontroversid step would havethe United States
provide both countries with NW design information to
enhance weapons safety and security (e.g., component
separation, one-point safety, environmental sensing de-
vices, permissive action links, fireresistant pits, insensi-
tive high explosive, enhanced nuclear detonation saf ety
system, etc.).*® Thistype of assistance, of course, would
be conditional on not improving weaponsyield or deliv-
ery accuracy. When South Asian and nuclear expertswrite
about or discuss sharing nuclear C2 systems, they sug-
gest thisoption most often, if at timesreluctantly and usu-
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aly with only avague definition (when oneis given) of
what C2 actually encompasses.®:

Some NW design material might already be declassi-
fied; however, there are several reasonswhy the bulk of
the information shared with India and Pakistan should
remain highly classified even if released to them. First,
maintaining ahigh standard of classification servesasa
caution to the South Asian states not to rel ease the infor-
mation or technology any further, with the aim of keep-
ing it out of the hands of other nuclear proliferators.
Second, both countrieswill be aware that they arereceiv-
ing the same information and not getting aleg up on the
competition asaresult of U.S. assistance. Third, it shows
thetrust and high level of concern with which the United
States holds its counterparts in the Indian and Pakistani
nuclear and military organizations. Security classifications
“can bevery easily adjusted downward if the U.S. wishes
to sharethat information with ancther...[and in fact] the
upper limit of what is released to another nation repre-
sents the amount of trust.”# Aswill be discussed later,
the trust issue is the most vital element in the equation.
The option of passing only unclassified data, assome have
suggested,® is not only bureaucratically narrow-minded
but quickly impliesthereisalow level of trust between
the United States and the country in question. Opting to
declassify dataprior to releasing it, as others have recom-
mended,* hasthe undesired effect of a consequencefree
and unwanted rel ease to other potential nuclear weapon
states. Rather, agreements such astherecently signed U.S.-
IndiaBilateral General Security of Military Information
Agreement may well serve asideal vehicles for the se-
curetransfer of classified NW technology.®

If thereis still some unease about releasing too much
dataand technology too soon, the United States could at
least passaong earlier versionsof itsPAL and other weap-
ons security designs. Officials could first broach the sub-
ject and associated details very discretely or through
semi-official channels. There seemsto be some interest
by Pakistan in obtaining such safeguard technol ogy from
the United States, judging by thefact that they mentioned
thetopictoan U.S. Air War College delegationin March
2001.% Perhaps India sinterest has now been piqued as
well, sinceit iscommon knowledge that the United States
has been formally engaging Pakistan on this matter.
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Improving I ntelligenceand Early War ning
Networks

Within this category of intelligence and early warning
networks, the United States must be selective in what
should and should not be shared with Indiaand Pakistan.
It would appear prudent to provide both countrieswith a
regular flow of selected data about each other asameans
of confidence-building. Of course, the United Stateswould
have to work to maintain thetrust of both countriesat the
sametime. Thisgoal could be partly accomplished through
the provision of early warning networks—technical means
that areinherently impartial.

Deeply discounted U.S. sales of early warning radar
systems and associated air defense C2 networks would
provide leadersin New Delhi and |slamabad with more
accurate assessments of the nature and likely target of any
ingressing aircraft.*” Another method would be the con-
tinuous provision of missile launch data to buttress the
Indo-Pakistani bilateral agreement on missiletest notifi-
cations. The early warning data sharing agreement signed
between the United States and Russia serves as a good
example® Ironicaly, the dataflowing to both countries
around the clock would largely show that no launch ac-
tivity was underway; in other words, no news is good
news, and thustensions and distrust would |essen consid-
erably.

A more pedestrian level of support could include the
provision of warning dataand/or surveillance systemsto
track potential ground border incursions in the volatile
Kashmir region.® Asafurther step towards strategic sta-
bility, both countries should enter into agreementsto ab-
stain from attacking each other’ swarning and surveillance
networks, since each has an interest in protecting, if not
outright assisting “[the other’s] warning system’s ability
to demonstrate that an attack isnot in progress...explicit
arrangements should be made for mutual protection of
these assets.”'®

U.S. provision of intelligence can also prove beneficial.
For example, it appears reasonable to provide Indiaand
Pakistan regular satellite and on-site surveillance of key
air and military bases of the other where missiles or
nuclear-armed aircraft might be deployed.’ Certainly
such information would lessen the tendency to misinter-
pret data or act on incomplete data and worst-case as-
sumptions. This measure would be an important and far
more dynamic addition to the annual exchange of lists of
nuclear installations between Indiaand Pekistan.’® More-
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over, intelligence sharing is an areain which both India
and Pakistan have expressed interest, and probably as-
sume U.S. support in times of crisis.® If anything, it
would restore the intelligence bal ance between the two
states, given the one-meter resolution satellite imagery
Indiacan now providefor itself,2** which Pakistanisill-
equippedto afford onitsown. Barring the unlikely agree-
ment by either country to permit neutral observers (or an
Open Skies-style arrangement) on or near itsnuclear-ca
pable bases, the only option is satellite surveillance—
wherethe United States has a clear advantage. A question,
of course, is not only whether the United States should
pass aong that information, but also whether it even
knows where Indian and Pakistani NW storage sites are
located.*®

To be sure, this proposal is not without its problems.
Some measures meant to improve intelligence shortfalls
will alsoimprovethe capability of each stateto engagein
adeliberate nuclear exchange. For example, the United
States should take great care with regard to the imagery
of what bases and areas are given to either country, the
quality of that imagery, and itstimeliness. The U.S. gov-
ernment should not be ablithe and impartial provider of
intelligence to India and Pakistan. At timesit would be
necessary to selectively release information, in an effort
to keep tensionsfrom boiling over. Not all imagery intelli-
gence support will automatically enhance stability. For
example, if either country chooses mobility or conceal-
ment and deception measuresto provide adegree of sur-
vivability to itsnuclear force, the United States must not
reveal that force’s whereabouts to the other country. In
doing so, though, the United States may inadvertently re-
linquish itsimpartiality and become part of the problem,
rather than part of a solution to enhance security.

Additionally, care would have to be taken to not reveal
too much about the methods and capabilities of U.S. col-
lection systems, since thisinformation can and has been
turned against the United States.!® Moreover, it may be
politically difficult for Indiaand Pakistan to shareinfor-
mation about possibleterrorist or criminal attemptsto steal
anuclear warhead.

Perhaps greater mileage would be obtained by engag-
ing theIndian and Pakistani military intelligence services
inatraining programto improvethe quality of their analy-
sis. Thegoal herewould beto foster amore professional,
lessadversarid, politicized, or biased relationship with their
own policymakers. Resuming an equal participation by
both countriesin the U.S. International Military Educa-
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tion and Training program might prove useful in thisre-
gard.

Cultivating Nuclear-Critical Information Flow

The dilemma over what information to share without
unduly strengthening Indian and Pakistani capability to
commence a nuclear exchange becomes almost unsolv-
able. As noted earlier, neither country appearsto have a
reliable system to disseminate readiness data and com-
municate operational decisionsto and from their nuclear
arsenals. Nonethel ess, simple improvementsto their C2
structuresto at least ensure compl ete accountability and
improve nuclear warhead safety would reassure South
Asian and other state leaders. However, before the United
States becomes too ambitious in this regard, it must be
stressed that any significant C2 system serves both deter-
rent and warfighting functions. Short of abandoning the
Treaty on the Non-Proliferation of Nuclear Weapons
(NPT) entirely, the United States cannot provide support
for one function without supporting the other. At mogt, it
can engage both countries in candid discussions of C2
theory (e.g., concepts, doctrine, procedures, and organi-
zations). The United States can also emphasize its con-
cernsabout therisks of deploying weaponsbeforearobust
C2 systemisin place and make acasefor amore stabiliz-
ing negative/assertive information flow network. The pro-
vision of any advanced nuclear-critica information systems
or technologiesistoo problematic and politically explo-
sive.

Establishing Command Authority and Control
Exercises

Finally, thereistheissue of national command author-
ity and nuclear command and control exercises. Rather
than deny Indiaand Pakistan de facto nuclear status, the
United States should openly engage them on thesecritical
issues, onefellow nuclear state to another. Such apolicy
would not imply that the U.S. government necessarily
welcomestheir nuclearization, but showsthat itisnot ig-
noring reality and hoping it will go away. Indiaand Paki-
stan should be engaged as soon as possible in bilateral,
candid, and non-judgmental diadloguewith the United States
to addresstheimportant role of congtitutionally legitimized
authorities to maintain vigilant watch over their nuclear
arsenal. The purposeis not to cast aspersion on their do-
mestic politica situations, but rather to stressthe need for
aclear, consistent, and preferably civilian-led nuclear chain
of command. The U.S. government should outlineitsown
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rationale and methodol ogy of exercisesto test the system
and involvethose political authorities. In addition to offi-
cia and unofficial discussions, therewould be great ben-
efitininviting Indiaand Pakistan to witnessU.S. exercises
of the safety and security systems at itswarhead storage
areas, deployed weapons sites, and its magjor strategic
command posts. Unlike all the other C2-related issues
above, here there may be some benefit in a multilateral
exchange, involving Indiaand Pakistan simultaneoudly.

OBSTACLESTO SHARINGNUCLEARC2

The full provision of nuclear C2 would not solve al
thetensionsin South Asia, but smply actsasasignificant
brake for crisismanagement now that Indiaand Pakistan
have become nuclear powers. Sharing C2 would most
certainly not be an easy effort. Evenif one acceptsthat a
negativelassertive C2 system provided by the United States
would help Indiaand Pakistan achieve nuclear crisissta-
bility, there are significant obstaclesin taking such aradi-
cal move.

Inthefirst place, despite ongoing efforts by the United
Statesto improve relationswith both countries, Indiaand/
or Pakistan might not accept U.S. assistance. Pakistan has
been an on-again, off-again ally of the United States, a
country that is seen by Pakistanisthemselves as suffering
from a* pattern of shifting alliances, short memoriesand
apronounced tendency to forget itsfriendswhen it tires
of them.” 1% While Indiawel comes a closer relationship
with the sole remaining superpower, it is adverse to any
restrictions on its NW program. Both countries display
littletrust of the United Stateswith regard to nuclear mat-
ters, given the history of U.S. opposition to their nuclear
programs. Allegedly, they already once rebuffed U.S. of-
fers of nuclear C2 assistance, arguing that there were too
many preconditions attached (e.g., pledges not to deploy
NW).1% They may show a deep resistance to any form
of negative safeguardstechnology (particularly weapons
safety), for fear it might give the United States someform
of veto control over their weapons.® They may also fear
U.S. assistance as being aconvenient cover for espionage
or even sabotage against their nuclear arsenals.*'° Offers
of technical assistanceto Pakistan’sNW program,™* such
asthe recent one made by U.S. Secretary of State Colin
Powell, may not always be accepted at face value and
may even be perceived as Western condescension.*? Ad-
ditionally, the United States may be faced with countries
that are ssimply not interested in adopting mini-U.S. style
nuclear saf eguards arrangements but instead feel, asdid
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Indian Prime Minister Vajpayee, that they do “not need
to replicate [U.S.] command and control structures.”t3

Developing trust and convincing Indiaand Pakistan that
thereare significant C2 shortfallsin their nuclear arsenas
arevery important preliminary steps. To start, the United
States should initiate candid and off the record bilateral
talks with South Asian counterparts in the military and
government weapons labs.*** U.S. academics known to
havethe ear of senior policymakersand who specializein
nuclear C2 issues could be useful if official/semi-official
contacts are hard to start. Certainly the candor of senior
South Asian officialsregarding their own deficienciesin
intelligence and missile warning, aswell astheir subtle
suggestionsfor U.S. support in the former arena, offer an
initia opportunity to begin nuclear C2 dialogue. From that
point, U.S. nuclear experts can discuss frankly theratio-
nalefor our nuclear safeguard/C2 technologies and pro-
cedures, explain the various tests of these systems,
demonstrate, and eventually share specific weapons safe-
guard systems and/or designs. In this manner, Indiaand
Pakistan would be morelikely to gradually trust U.S. in-
tentions and begin measuresto field comprehensive nuclear
c2.

Assuming the United States can convince India and
Pakistan of its sincerity, dependability, and even-handed-
ness!s in providing nuclear C2, there are many national
and international constraints—legal or otherwise—on such
assistance. Various U.S. domestic laws (e.g., the 1954
Atomic Energy Act) and international treaties (e.g., Ar-
ticle 1 of the NPT) impose serious restraints against any
NW assistance. However, thelegal hurdlesto such assis-
tance might not be as high as they would appear.*® In
some cases, while the NPT must be interpreted in good
faith in accordance with the ordinary meaning giventoits
terms,’*” a presidential decision to determine the inter-
pretation of thetreaty’s strictures may not violateitsleg-
idativeintent (i.e., the spirit versustheletter of the law).
According to one study, “aslong as proposed nuclear as-
sistance does not contribute to the building of a new
weapon or an increase in the destructive ability of exist-
ing weapons, and [will] make existing weapons more safe
and secure, assi stance does not appear to violate the leg-
isativeintent of the Arms Control and Non-Proliferation
Act of 1994”118

Additionally, the provision of negative/asseartive nuclear
C2 supportsthe broader goalsstated in the NPT preamble:
“to make every effort to avert the danger of [nuclear] war
and to take measures to safeguard the security of
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peoples.”® Of note, international law defines a treaty
agreement to include, in addition to the main text, pre-
ambles and annexes. Thus, a case could be made that
selected assistance is within NPT strictures (aslong as
the general wording of the preamble does not viol ate spe-
cific prohibitionsin the treaty articlesthemselves). This
potentially guarded approval of amore restrictive provi-
sion of nuclear C2 affects what types of assistance the
United States could permissibly share, but it may not nec-
essarily prevent some form of C2 assistance. U.S. laws
and international treaties may act as speed bumps and not
road blocksto such support.?° If need be, the NPT might
be“restructured to allow for international cooperationin
nuclear safety technology.” 2 Notably, during the Clinton
adminigtration thelegd reading wasthat this recommended
assistance, however well-intentioned, was barred by the
NPT. Aslate as October 2001, Bush administration offi-
cialshad yet to make afinal determination regarding the
legality of strengthening Pakistan’s nuclear C2 structure
within the NPT restrictions.’?2 However, apparently by
late November 2001, the Bush administration appeared
to haveresolved thelegal hurdlesin assisting anon-NPT
signatory’snuclear C2.12

Still, given Indian and Pakistani predilection for risky
behavior (whether or not it has been made worse by their
nuclear arsenals), some have argued that the provision of
nuclear C2 only encourages them to assemble and deploy
their weapons. According to this reasoning, the current
lack of safety and security safeguards acts as a self-deter-
rent to deployment. The leaders of India and Pakistan,
no matter the tension between their states, are rational
decisionmakers and are not likely to make deliberate at-
temptsto initiate nuclear conflict. By thisargument, the
U.S. provision of safeguards could be self-defeating and
potentially lead to asituation more dangerousthan if noth-
ing had been donein the first place.’®* Thisis a serious
challenge and caution against any assistance whatsoever;
inthe short-term, it certainly raisesthe possibility that the
weaponswould be operationally deployed at al timesver-
sus being relatively safe unmated and non-deployed. The
nonproliferationist creed of “do no harm” would be vio-
lated.

Nevertheless, as has been discussed earlier, even
unassembl ed warheads require some degree of C2to en-
sure their accountability, safety, and security. Addition-
aly, the lack of adequate C2 has not deterred India and
Pakistan from already deploying these weapons during
times of great crisis (e.g., Pakistan in 1990, India and
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Pakistan in 2001 and 2002). Neither country can turn
back time and return to arelatively safe default position
like South Africa (weapons undecl ared/unassembl ed) or
Israel (weapons undeclared but suspected/usually
unassembled). A strong and objectiveintelligence appara
tus and a smoothly functioning decisionmaking process
will aways be needed. Once astate devel ops NW, nuclear
C2 must soon follow.—but it appears that neither India
nor Pakistan is adequately prepared for what they have
created.

It is not without some reluctance that this policy rec-
ommendation is made, but without it as a solid option,
one ends up “doing no good.” A balance between costs
and benefits must be struck between the lesser of two
unpleasant alternatives. The oft-used metaphor in thiscase
isthat of teenagers and condoms: “one prefersthat it not
happen, but if it goes on anyway, there are strong incen-
tives for assuring that it happen safely.”'? On a more
pessimistic note, one could also compare providing nuclear
C2 safeguards to handing out clean needles to drug ad-
dictsin order to prevent AIDS: accepting alesser social
evil to avoid one more disastrous.'?.1n short, “ other things
being equal, no proliferation is preferable to safe prolif-
eration, but in any event, safeis better than unsafe prolif-
eration.” *#

Thefinal obstacleliesin whether “managed prolifera-
tion” will weaken theinternational taboo against nuclear
proliferation, raising fearsthat such “ neo-non-prolifera-
tion negativism” will in the end “erode one of the most
important pillars of American foreign policy.”!® Others
echo the fears of Leonard Spector that any assistance
whatsoever to anew nuclear state would only encourage
others to take the same path.**® Certainly the NPT has
taken agreat deal of damage recently, from non-compli-
ance by Iraq and North Korea, the continued relevance
of NW in U.S. and Russian defense planning, and the
lifiting of U.S. sanctions against South Asia. However,
given the deep-seated reasons behind Indian and Paki-
stani decision to develop NW, why would U.S. reluctant
acceptance of the nuclear fait accompli in SouthAsiain-
cite another state to begin the onerous decades-long pro-
cess of developing NW? It too would have to weigh the
costs versus benefits of nuclear proliferation. Itisnot axi-
omatic that U.S. recognition of the obviousin SouthAsia
“will inevitably shred the carefully woven fabric of the
global nonproliferation regime.”* The nuclear taboo
should remain if the United States portrays Indiaand Pa-
kistan asthe exceptionsto be begrudgingly accepted—if
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uninvited—into the nuclear club, neither emulated nor
madeto suffer the criticisms of a“ nagging nanny.”*3* For
example, Indiashould not moveto the front running for a
potential sixth permanent UN Security Council seat solely
by virtue of its nuclear prowess (and certainly not by its
intransigence on the Kashmir issue). Such a “reward”
should go to those who eschew (Japan) or abandoned
(Brazil, South Africa, Ukraine) NW.

On amore pragmatic level, consider the alternatives:
what arms control options vis-avis South Asiawould a
pure nonproliferationist give apolicymaker faced with the
current conditions? Some options (e.g., mediation, per-
suasion, unilatera security guarantees, multilateral secu-
rity guarantees, economic assistance, ending aid, political
and economic sanctions, and preemptive military strikes)
may have been considered. The different optionsthat have
been tried might have slowed down the process, but they
havefailed to hdt much lessrollback proliferationin South
Asia. Current circumstances have gained the United States
successin convincing Pakistan to make bold stepsvis-a
visits Kashmir policy—for Islamabad acoreissueasim-
portant if not moreimportant than NW. But time will tell
whether this policy change and our current pressureswill
continue successfully for the long haul. The current cir-
cumstances, in fact, raise the suspicion that a sustained
effort to successfully convince or pressure Indiaand Pa-
Kistan to at least de-weaponize, if not de-nuclearize, is
not in the offing. Theinternational opprobrium and sanc-
tions heaped on India and Pakistan following their 1998
nuclear testswasrelatively short-lived. It ishighly ques-
tionablewhether the United Stateswould challengeits new-
founddlies.

Absent firm international support to restore sanctions
and other punitive measures (even if they were to actu-
aly proveeffective), would aprincipled opposition to any
assistance do anything to reduce the potential inadvertent
or accidental nuclear exchangein South Asia?\What other
options are there to reduce the very real risk of stolen
radioactive materialsand nucl ear warheads? At mogt, stay-
ing the course would give United Statesthe cold comfort
tosay “I told you so” following anuclear exchange. Even
criticsof U.S. recognition of South Asian de facto nuclear
weapon state status have admitted there islittle that can
be done to change the course of Indiaand Pakistan’s de-
cisions.*

In short, there seem to be few good optionswhen faced
with states that have already developed, declared, and
deployed NW. The United States cannot proceed ostrich-
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like, hoping that Indiaand Pakistan will wean themselves
away from an addiction to NW—especialy when the
United Statesitself is*hooked.” Instead, thereis aneed
to make the most of a bad situation and come up with
another approach, one more nuanced and differentiated
to unique circumstances. In essence, the United States
must decide whether to condemn, strike, or assist. The
first option wastried but failed; the second may have been
considered but is far too risky; so the third remains. As
Gregory Giles writes, “for al the risks raised by assis-
tance on nuclear weapons safety and security, the dan-
gersof inaction by the international community are even
greater...Where rollback is a less realistic expectation,
safety and security assistance should take amore active
role.” 1

Sharing selected aspects of nuclear C2 to achieve a
negative/assertive system is aviable and promising op-
tion, if onereluctantly taken. Thisreality isreflectedina
comment by Secretary of Defense Donald Rumsfeldina
CNN interview: that the United States should “ be hel pful
to both India and Pakistan, to see that they develop the
kind of capabilities, management, controlsand confidence-
building measures and warning systems and understand-
ings’ so that the chance of anuclear exchange“islowered
to apoint that it's near zero.”

CONCLUSION

The United States should transfer—free of charge—
selected systems, procedures, and technologies to both
India and Pakistan in order to create a“fail-safe” nega-
tive/assertive nuclear C2 apparatus in both states. The
purpose of thistransfer would be to ensure strict control
of their arsenals and reduce the chance of theft or diver-
sion of a huclear weapon as well as the risk of an inad-
vertent or accidental launch, or a launch on warning
posture. The ultimate goal would be to give both coun-
triesastrategic pauseto establish arms control agreements
and CBMs. Indiaand Pekistan need “time” and “ distance”
to back away from the nuclear precipice. South Asiaaside,
the United States must obtain the reassurance that Paki-
stani and Indian NW will not be used against the United
States by third parties. There are very few aternative
optionsavailable.

Thispolicy isonly one step towards avoiding anuclear
exchange on the sub-continent. The preferred approach
should still be to dissuade India and Pakistan from
operationalizing and deploying their NW. “Roll-back to
zero” will remain a distant, laudable, but perhaps unat-
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tainable goal. But when the inevitable permanent deploy-
ment of NW occurs, Pakistan and India—as well asthe
United States—will have some protection viacomprehen-
sive nuclear C2. Since Indiaand Pakistan cannot put the
nuclear genie back in the bottle, they must master what
they unleashed. The United States must do what it canto
help this process. To only hector South Asiaon the dan-
gersof NW isfruitlessand effectively turnsablind eyeto
friendly nationsin need, whether or not they would like
to admit it. To accomplish nothing more substantial than
criticism and ineffectual sanctionsincreasesthe risk for
U.S. security aswell.

There are no panaceas recommended here, just practi-
cable solutionsto begin to untangle thorny problems. As
the countries concerned implement these measures, they
and the United States must realize that these C2 solutions
are only stop-gap measures. They can be bypassed,**
can fail,** are only as robust as the societies in which
they areimbedded,*” and could lead national leadership
to be over-confident inits (and its adversary’s) ability to
control the nuclear juggernaut.®*® Given these dangers,
India and Pakistan should make serious overturesto re-
ducing tensions, building trust, and resolving core disputes.
They must implement realistic and verifiable CBMsand
agreeto aban on further nuclear and missiletests. Cease-
firesand military withdrawals should beimplemented in
good faith along the Line of Control,*** with sincere mul-
tilateral negotiationsto cut the self-created/sel f-tightening
nooses around their necks.

Most importantly, India and Pakistan must move for-
ward to: abandon their all-or-nothing positionsvis-avis
Kashmir; no longer identify Kashmir with their core and
mutually exclusive identities;® recognize the crushing
coststhat the maintenance of large militarieshave had on
their socia infrastructures; stop supporting foreign jihad
guerrillas (Pakistan); stop human rights abuses by their
security forcesagainst Kashmiris (India); and accept that
the Kashmir issueisneither aninternal nor abilatera is-
sue but aninternational problem (India). New Delhi and
|damabad must move beyond the collapse of the July 2001
summitin Agra, not misuse such opportunities asthe South
Asian Association for Regiona Cooperation summit in
Nepal in January 2002, and succeed in engaging in genu-
ine conciliatory gestures, asit appears Indiais currently
doing with Pakistan vis-avis Kashmir.4

For its part, the five permanent members of the UN
Security Council must aggressively lead an impartial ef-
fort to break the impasse over the Kashmir issue, “the
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root cause of insecurity and instability in South Asia.” 142
This effort should not be made in a quixotic attempt to
denuclearize Indiaand Pekistan. Rather, it ismeant to undo
and reversetheintense hogtility that iswarping their bilat-
eral relations and threatening a substantial portion of hu-
manity. UN involvement—and U.S. mediation (rejected
for now by Secretary of State Powell)¥**—can provide
top cover vis-a-visthe domestic political outcry resulting
from acompromise solution,*** whether internationa pro-
tectorate, independence, partition, or union. Any lasting
solution in Kashmir must factor in the desires of those
most liable to be caught under the wheels of a nuclear
juggernaut: the Kashmiris themselves. In the end, all—
the United States, India, and Pakistan—must have the
wisdom to discover the truth, the courage to choose it,
and the strength to prevail.
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