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Biomedical sciences and the pharmaceutical indus-
try are in the midst of a revolution in the science
and technology of drug discovery that will signifi-

cantly complicate the control of chemical and biological
weapons (CBW). The 1993 Chemical Weapons Conven-
tion (CWC)2  and the 1972 Biological and Toxin Weap-
ons Convention (BWC) 3  prohibit the development and
possession of these weapons, and the 1925 Geneva Pro-
tocol prohibits their use.4  All three treaties are thus threat-
ened by these technological developments. Scientists in
fields that are contributing to this revolution must under-
stand these implications of their work. Likewise, arms
control experts must recognize that there is a profound
revolution underway in biology and that the technical land-
scape of chemical and biological arms control is rapidly
changing.5  This article seeks to bridge the gap between
science and arms control, in order to raise awareness in
both fields of the potential ramifications that this scien-
tific and technological revolution may have on CBW pro-
liferation.

New drugs have traditionally been discovered by screen-
ing naturally occurring compounds for biological activity
in bacterial or viral cultures, tissue cultures, or live ani-

mals. Once a compound with biological activity was dis-
covered, it would be chemically modified in various ways
in the hopes that one of the variants would have increased
activity. Sometimes the spectrum of effectiveness seen
with the variants would suggest the critically important
chemical features of the molecule (e.g., the ß–lactam ring
of the penicillins and cephalosporins), allowing a semi-
rational approach to further modification.

For scientists seeking to develop new drugs, the princi-
pal bottleneck used to be discovering the initial compounds
for screening; however, significant technological advances
have now alleviated this problem, and further significant
advances are on the horizon. Currently, new compounds
are generated in large numbers by combinatorial methods
and assayed for potential activity by ultra-high-through-
put screening techniques. In the future, genomic and
proteomic methods (described in more detail below) will
encourage increasing use of computer modeling techniques
to identify new drugs. These same scientific developments
will also rapidly deepen our understanding of physiologi-
cal processes in both healthy and diseased states. This
understanding will provide the necessary knowledge base
for identifying new drug targets and for predicting the
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consequences of interfering with their normal
functioning.

While the drivers of this revolution are to a large extent
methodological, the result is a shift in the underlying strat-
egy of drug discovery. Rather than first identifying com-
pounds with biological activity and then determining their
mode of action, the new approaches generally rely on iden-
tifying likely targets first, then finding compounds that can
bind to them and affect their functioning. Drug targets are
usually proteins (which are responsible for most of the
activities of living organisms) that have binding sites on
their surfaces that normally bind specifically to particular
compounds (called ligands). Drugs (and many toxins) gen-
erally bind in place of the natural ligands and alter the ability
of proteins to perform their normal function. Increasingly,
the strategy is to identify particular proteins that, because
of their function in the body, are likely drug targets, and
then to use the techniques described here to find artificial
ligands that bind to them. Thus the process is becoming
less empirical and more rational, a trend that will acceler-
ate as our physiological understanding deepens. These
trends have significant implications for chemical and bio-
logical weapons control, because they are driving a rapid
increase in the identification and development of new
potential CBW agents. The pace of this technological
revolution threatens to outstrip current biological and
chemical arms control treaties, and it opens up new pos-
sibilities for states and terrorist groups seeking to develop
biological and chemical weapons.

This article will review the principal technologies in-
volved in this revolution in the drug discovery process,
and point out their relevance to the discovery of new
chemical/biological weapons agents.These technologies
include: combinatorial chemistry, genomics, microarrays,
proteomics, toxicogenomics, and database mining. The
relevance of these developments to CBW control under
the CWC and the BWC are then discussed, with particu-
lar attention to the destabilizing effect of non-lethal weap-
ons development. It concludes with an evaluation of what
is needed to prevent a renewed biochemical weapons
threat.

THE CBW IMPLICTIONS OF THE
PHARMACOLOGICAL REVOLUTION

Combinatorial Chemistry and Ligand Identification

The increasingly widespread use of combinatorial chem-
istry is one technology driving the pharmacological revo-

lution. Combinatorial chemistry refers to techniques that
produce complex sets (“libraries”) of related compounds.6

Typically it involves multiple rounds of reaction between
a base compound and other compounds that can react
with it, which may in turn provide additional reactive sites.
If the process is sequential, batteries of computer con-
trolled microreactors perform each synthesis by adding
appropriate reactants and catalysts, and the products then
provide starting material for the next round of synthesis.
The result of a number of rounds of robotic synthesis and
separation is a library of hundreds to thousands of sepa-
rate, related compounds. Each can then be tested for bio-
logical activity against a target—purified protein molecules,
tissue cultures, microbial cells, etc. The screening tech-
niques are conducted robotically, allowing extremely high
throughput rates.7

If the reactions are simultaneous, the result is a mix-
ture of all products, typically thousands to tens of thou-
sands of different compounds. Ligand binding to a target
protein can be detected by affinity selection methods: the
library is incubated with the target protein, which is then
separated from unbound small molecules by micro-scale
molecular sieving.8  Bound ligands are then separated from
the protein and identified.

Currently, a single industrial research facility can screen
several hundred thousand new compounds per day against
several dozen different proteins. In aggregate, the phar-
maceutical industry is screening several million new po-
tential ligands per year, and the results are stored in
proprietary databases. In the course of toxicity testing of
ligands identified in this way, about 50,000 compounds
are identified each year that are highly toxic.9 For the phar-
maceutical company, such toxic compounds have little
potential as drugs and further development is halted. How-
ever, any one of these is a potential lethal chemical weapon
(CW) agent.

Genomics and Target Identification

With the complete sequence of the human genome
nearly in hand, and with many hundreds of different single-
nucleotide polymorphisms (individual sequence variations)
identified, a new set of drug development techniques is
becoming available to scientists.10  Genomic sequences al-
low the identification of many new possible targets for
drugs. For instance, many currently effective drugs target
either ion channels or membrane receptor proteins. Many
new proteins of these types are being identified in genomic
sequences, since they have homology to already identi-
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fied proteins. Others possess features that are easily rec-
ognized in deoxyribonucleic acid (DNA) sequences (e.g.,
transmembrane domains, ATP- or GTP-binding domains,
etc). Once a new target has been identified, the gene can
be cloned and the protein produced in quantity for study
and for use in screening combinatorial libraries. Thus, as
genomic sequences are annotated (assigned a function),
the number of potential targets for pharmaceutical devel-
opment will skyrocket. So too will the potential targets
for novel CW agents.

Microarrays and the Measurement of Gene
Expression

How genes are expressed into ribonucleic acid (RNA)
sequences, and then (usually) proteins, can be important
information. The conditions under which genes are ex-
pressed at high levels can give hints to their function (im-
portant because many genes identified in genomic
sequences have unknown functions). Furthermore, com-
parison of the levels of expression can give an indication
of possible therapeutic targets. For instance, genes ex-
pressed at high levels in cancer cells but not in normal
tissue would be potential targets for anticancer drugs; and
microbial genes that are turned on during infection of a
host would be potential targets for antimicrobial drugs.

Such differential gene expression is now readily mea-
sured using DNA microarrays—glass slides or silicon chips
on which thousands of DNA sequences are imprinted.
Each spot on the microarray contains millions of identical
single-stranded DNA molecules, whose sequence matches
that of one of the genes of the organism being tested. A
single slide can have tens of thousands of spots, repre-
senting each gene of the organism.

These microarrays are exposed to fluorescently-labeled
RNA (or a DNA copy of the RNA) from an organism,
and then the amount that hybridizes with each gene is
measured by determining the amount of fluorescence from
each spot. With this method, the cellular levels of expres-
sion under a range of conditions can be readily measured,
aiding an understanding of the cellular function and im-
portance of each gene, and pointing to the most likely tar-
gets of new drug (or weapons agent) design.

Proteomics and Rational Agent Design

Proteomics is the study of the full complement of pro-
teins of the cell.11  Unlike the genome, the proteome is
intrinsically dynamic: the cellular complement of proteins
changes throughout the cell cycle in every cell, is differ-

ent in different tissues, and can alter in response to envi-
ronmental changes. Some of these changes can be mea-
sured by DNA microarrays, but some of them are the
consequence of modification of proteins after synthesis
and can only be studied at the protein level.

Much of proteomics is currently concerned with iden-
tifying cellular proteins using two-dimensional gels and
mass spectrometry, matching them to their genes in ge-
nomic sequences, and determining their interactions with
other proteins.12  These efforts will complement genomics
in helping to understand pathological states and to iden-
tify promising targets for new drug design.

Protein microarrays are under rapid development; a
nearly complete microarray of the yeast proteome was
recently produced.13  Comparable human proteome chips
are on the horizon, as well as ones for a variety of other
organisms of interest. Protein microarrays, combined with
combinatorial chemistry, will dramatically broaden the
search for new ligand-target combinations with therapeu-
tic (or weapons) applications. They also allow the identi-
fication of protein-protein interactions, a critical part of
cellular communication systems, and another possible set
of drug/weapon targets.

Furthermore, rapid progress is being made in predict-
ing protein three-dimensional structure from genomic se-
quences.14  It is now possible to predict the structure of
simple proteins with fairly high accuracy, as well as that
of more complex proteins when they are homologous to
proteins whose structure has been determined experimen-
tally. In the near future it should be possible for most pro-
tein structures to be predicted with a high degree of
accuracy from their genomic sequences alone. Knowing
the structure of the active site allows rational design of
ligands with a shape and charge distribution that is pre-
cisely complementary to it. This computer modeling ap-
proach to drug design promises to complement, and
probably eventually supplant, traditional wet chemistry
methods of ligand identification (although of course any
design has to then be validated by traditional experimen-
tal approaches). The same techniques would allow ratio-
nal design of new weapon agents.

Toxicogenomics, Database Mining, and the
Prediction of Toxicity

Most drug candidates are eliminated in clinical trials due
to toxicity problems. Since this constitutes a significant
cost to the pharmaceutical companies, there is intense in-
terest in predictive algorithms for toxicity, so that toxic
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compounds can be eliminated before they enter clinical
trials. Of course, exactly the same approach would be
useful if the goal were to develop more toxic compounds.

Two approaches have shown significant promise. First,
toxicogenomics employs proteomic and microarray tech-
niques to analyze the response of cells to known toxins.15

If the changes in patterns of gene expression or in the
proteome induced by a novel compound are similar to the
response to known toxins, the likelihood is that the new
compound will prove to be toxic. This allows probable
toxins to be screened out at an earlier stage; however, it
also allows early identification of potential new biochemi-
cal warfare agents.

Second, the analysis (using sophisticated neural network
approaches) of databases of drugs and nondrugs allows
the selection of a range of descriptors that together can
predict whether a compound is likely to be drug-like (phar-
macologically active, with low toxicity), or non-drug-like
(not pharmacologically active or toxic).16  Similar algo-
rithms could possibly predict compounds with a variety
of other desirable traits for novel biochemical weapons
agents, in addition to high toxicity.

THE RATE OF PROGRESS IS VERY HIGH AND
ACCELERATING

An immense amount of time and money are being in-
vested into these biomedical fields, and the rate of dis-
covery is very rapid. Furthermore, this is a field in which
fundamentally new methodologies are one of the princi-
pal drivers. Since new methods open up entire new cat-
egories of questions, they act to stimulate the rate of
progress significantly.

The intellectual base of the methodologies is supported
by an immensely sophisticated and rapidly growing
micro-scale instrumentation and computational base. The
computer-controlled reaction vessels, ultrahigh through-
put screens, robotic microarray printers and readers, time-
of-flight mass spectrometers, high speed sequencers, and
other devices have been critical to the development of the
field. So, too, has the exponential growth of computer
speed and memory, as well as the sophistication of soft-
ware, since all of these laboratory technologies depend
on computers for the collection and analysis of data. In-
deed, bioinformatics is probably now the rate-limiting tech-
nology, as the flood of genomic and proteomic data is
overwhelming the capacity to integrate and understand it.

The intellectual momentum of this science is immense
and clearly unstoppable. Thus a very large number of new,
highly toxic compounds with precisely understood and
controllable physiological effects will soon be discovered.
Many of these will enter production as drugs or as re-
search reagents. The range of known potential CW agents
will thus broaden by a very large factor in a very short
period of time, and most of them will be synthesized from
precursors that are not currently regulated under the CWC.

THE PROBLEM OF NON-LETHAL AGENTS
UNDER THE CWC

The CWC allows states to possess chemical agents and
delivery systems designed for riot control and other law
enforcement purposes. Non-lethal chemical agents are oth-
erwise illegal: the Convention defines a CW agent as “any
chemical, which through its chemical action on life pro-
cesses can cause death, temporary incapacitation or per-
manent harm to humans or animals.”

Furthermore, the CWC explicitly prohibits the use of
riot control agents “as a method of warfare.” However,
at least one State Party (the United States) has interpreted
this wording as limiting the prohibition to interstate armed
conflict.17  This reading leaves open a wide variety of mili-
tary operations in which such agents could be legally used,
including counterterrorism, peacekeeping, monitoring, and
the like. Given the potential tactical utility of non-lethal
chemical agents in such “military operations other than
war,” their development, and the development of muni-
tions to deliver them, is being actively pursued. Unless
the States Parties to the CWC can reach consensus that
the prohibition of riot control agent use covers a much
wider range of hostile actions than merely international
military conflict, there is certain to be widespread devel-
opment of this capability.

New “riot control” agents are likely to be of a variety
of different kinds.18 Neuropharmacology is one of the
areas in which rapid expansion of knowledge can be con-
fidently predicted. The toll of mental illness, and the grow-
ing promise of chemical treatment, makes it certain that a
wide range of new psychoactive chemicals will be dis-
covered, as well as chemicals that affect transmission
across neuro-muscular and neuro-endocrine synapses. It
is likely that in the near future a range of agents will be
developed that affect perception, sensation, cognition,
emotion, mood, volition, bodily control, or alertness. Given
the great potential for such agents to be abused, it would
be prudent to delay arming the militaries of the world with
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them until their long-term implications have been care-
fully analyzed.

In fact, a categorical distinction between lethal and non-
lethal chemical agents is not strictly possible, since “non-
lethal” agents may be lethal at high concentration or for
specific individuals. More seriously, synergy between two
different non-lethal agents may make their combination
highly lethal. The molecular techniques I have discussed
will soon allow rational strategies to discover such syner-
gistic pairs. Thus the development of multiple non-lethal
agents may provide a lethal CW capability, in violation of
the intent of the Convention.

Furthermore, allowing states to develop stockpiles of
incapacitating chemical agents and munitions for their
delivery in combat situations would defeat one of the fun-
damental purposes of the Convention: to prevent states
from entering wars with a stockpile of CW whose use is
proscribed, but which might nevertheless be considered
under the doctrine of military necessity.

Finally, a legal development program of new riot con-
trol agents would provide a nearly impenetrable cover for
a covert development program for new lethal agents, thus
reducing the capacity of the international community and
the Organization of the Prohibition of Chemical Weapons
(OPCW) to detect violations of the CWC. For all of these
reasons, continued development of non-lethal CW threat-
ens the stability of the regime.

RELEVANCE OF THE BWC

A better case can be made that the BWC prohibits non-
lethal biochemical weapons, although it, too, possesses
weaknesses. It prohibits the development, production, and
stockpiling of biological weapons (BW) agents and deliv-
ery devices, as the CWC does for CW, but it lacks the
CWC’s verification provisions. Furthermore, the scope of
its terms “microbial or other biological agents, or toxins
whatever their origin or method of production” is ambigu-
ous. However, there appears to be a consensus that “other
biological agents” includes all of the biochemical products
of the living body that in abnormal doses can be used as
toxins, including bioregulators, neurotransmitters, and
hormones.19  Since the final document of the Second Re-
view Conference affirmed that the Convention applied to
analogues of toxins as well as to their native form, it would
seem that the BWC would apply to all of the biochemical
compounds whose discovery I discuss here.20  Since their
activity is a function of their ability to bind specifically to
an active site on a protein, they are by definition analogues

of the natural ligands and thus covered by the BWC. As
toxic chemicals, they are also covered by the CWC. The
BWC and the CWC thus overlap quite substantially, and
the term “biochemical” weapon agents can be used to
describe toxic chemicals in this overlap category.

The BWC prohibits the possession of devices designed
to employ biological agents “for hostile purposes or in
armed combat.” It thus contains a more expansive prohi-
bition than the CWC—hostile purpose is clearly a broader
category than armed conflict, which is, in turn, broader
than war. Furthermore, there are no exclusions in the BWC
for riot control or for other law enforcement purposes.
For these reasons, it would appear that the agents out-
lined here would be categorically prohibited by the BWC.

States Parties might argue that domestic riot control is
necessary to preserve the public peace and thus legal un-
der the BWC general purpose criteria of allowing “pro-
tective, prophylactic, or other peaceful purposes.”
However, an equally strong case could be made that even
domestic riot control should be considered a hostile use,
given the very general prohibition on hostile purposes be-
yond armed conflict, and that BW are not to be used even
here. The BWC would, like the CWC, benefit from con-
structive Review Conference consideration of the bound-
ary between permitted and prohibited activities.

CONCLUSION

The emerging biotechnology of drug discovery prom-
ises great advances in medicine, biology, psychology, and
a host of related sciences. However, the same tools that
are revolutionizing drug discovery can be used to discover
novel biochemical agents for the purpose of
weaponization. Related developments in chemistry and
chemical engineering have similar implications.21

Most of these novel agents will be synthesized from
unlisted precursors and will be nearly invisible to the verifi-
cation regime of the CWC, although their development,
production, and stockpiling will be unambiguously pro-
hibited. Containing proliferation will thus become signifi-
cantly more difficult, especially in states with mature
biotechnology and pharmaceutical industries. Given the
rapid dissemination of industrial biotechnology, this will
soon include a very large number of States Parties.

Effective responses from the Conference of States Par-
ties and the OPCW will be difficult. Certainly a willing-
ness to revise the “Schedules of Chemicals” regulated by
the CWC as the need arises will be essential. Vigilance
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will be necessary, especially during inspections of produc-
tion facilities that produce discrete organic chemicals.
States Parties with the capability may be able to use intel-
ligence and national technical means to detect covert CW
programs. This capability, coupled with a willingness to
employ challenge inspections, could serve to some extent
as a deterrent. In the end, however, the only effective long-
term solution is a universal norm against such weapons,
which can only be reached via sustained efforts for uni-
versality of both Conventions and transparency in chemi-
cal and biological defense programs.

Equally threatening is the interest of some States Par-
ties in the development of non-lethal CW in the guise of
riot control agents, and their assertion that such develop-
ment is not prohibited as long as the agents are not in-
tended for use in hostilities between states. This position
opens the door to the widespread development, produc-
tion, and stockpiling of non-lethal chemical agents and
munitions designed for their use in military combat. This
is clearly contrary to the intentions of the CWC.

If states want to avoid the widespread integration of
non-lethal biochemical agents into military arsenals, with
all the problems that this will bring, they will need to act
decisively to affirm that one or both of the Conventions
prohibits all military use of these agents (except perhaps
for narrowly specified purposes, such as domestic riot
control). Obviously, such an affirmation of the understand-
ing of the meaning of the BWC or the CWC would re-
quire consensus; the States Parties that are now engaged
in non-lethal weapons development would have to acqui-
esce in an affirmation that would force them to abandon
their efforts.

Even if a consensus were to be reached, it would still
be a challenging problem to distinguish the legal develop-
ment of new riot control agents (if this is allowed under
the BWC) from the prohibited development of new non-
lethal biochemical weapons. Probably the best curb on
the development of a military capability to wage chemical
warfare with riot control agents would be to circumscribe
legal munitions and delivery devices to those that are al-
ready in common use by police forces worldwide.
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