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s of 1996, 48 nuclear power The number of deaths directly attrib- portions?)
Argactors were operating in uted to the agciden_t was 31, far less Psychological and social conse-

five newly mdependent than in a typical airliner bombing. quences are also very serious. Many
sta'tes (NIS)'of the_ former _Sowet Chernoby!, however, has C‘?usedChernobyI victims suffer from post-
U_nllon: 29_un|ts _at nlne s!tes in Rus- mar_lyaddltlonal health, economic, andtraumatic stress syndrome and re-
sial 15 un|t§ at flve_S|te_S|n Ukralne, societal effepts. As of 19963 there lated diseases. The handling of the
a double_ unit plan.t in thhuar_na, and were _apprt_mmately 800 thyroid can- Chernobyl disaster by the Soviet gov-
one unit each in Armenia and cers in children; and the Iong-'term ernment greatly undermined its cred-
I(_g;akstan. These ngclear power fa—health_effects, sup_h as leukemia anqbility and, arguably, contributed to
C|I|t|¢s need _to be r(_ellab!y protected genetic deformities, are not yet the collapse of the Soviet system.
against possible radiological sabotageknown but may affect thousands of
or terrorism. The post-Soviet transi- people? The accident has caused Finally, the Chernobyl accident has
tion in the NIS has been marked by heavy economic losses associatedf@used a lasting depression in the de-
ethnic and political conflicts, crime, with mitigation and environmental velopment of nuclear power. In the
and societal instabilities. Nuclear clean-up, resettlement of hundredsformer Soviet Union, dozens of
power facilities are notimmune from of thousands of people, and globalNuclear power projects planned and
these maladies and face a broaddamage to agriculture. The economicunder construction have been brought
range of threats. Indeed, potentially toll of the accident continues to rise: {0 @ halt. No new reactors have been
catastrophic releases of radioactiv-the estimated cost of closure andordered in Western Europe or the
ity and resultant global societal dis- decommissioning of the Chernobyl United States, and several countries
locations make the NIS nuclear plant, site clean-up, erection of a neware leaning towards phasing out
industry a particularly attractive tar- sarcophagus around the damageduclear power.
get for industrial sabotage. reactor, and construction of replace- This article discusses the techni-

The 1986 Chernoby! accident, the MENt generation capacity is esti- cal aspects of reactor sabotage and
worst reactor accident in the history Mated at $4.5 billion. (Even if no analyzes the safety threats posed to
of nuclear power, is a useful bench- radloaCtIVIty were rele.as.ed as a re-N|S nuclear power industries. It then
mark for examining the potential SUlt Of some future incidence of suggests a range of possible reactor

consequences of nuclear sabotageS2P0tage, 10ss of a reactor could besecurity upgrades to meet these new
an economic disaster of national pro-threats in the NIS.
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REACTOR SABOTAGE: “core meltdown”—is a prerequisite standards and have redundancy of
TECHNICAL ASPECTS for a massive release of radioactiv- all important safety functions. This

Production of heat and its effec- ity.> As overheating progresses, thebuilt-in safety factor can be defeated
tive conversion to useful forms of following cha_lin _of events_can be ex- qnly by gareful,_plant-specific selec-
energy (electricity and hot steam) arepected. The initial surge in fuel tem- t!on of V|tal_ eql_lement, the_destruc-
the main functions of a commercial Perature would rupture the cladding tion of which is both feasible and
nuclear power reactor. Production of thereby allowing volatile fission prod- could result in core damage. A de-
heat via a nuclear chain reaction take<'cts (iodine, cesium, and noble gases}ailed knowledge of a plant’s layout
place inside a thick-walled reactor to escapé. As fuel began to melt, and equipment is required to locate
vessel in a reactor core, which is fission products would be ejected and identify the selected targets. Fi-
composed of zirconium-clad ura- from the core region by _rising gas nally, reactor machinery and equip-
nium-oxide fuel assemblies and Sup_flows. Subsequently, the interaction ment are mechanically robust and
port elements. Released heat isofthe molten core materials with th_e designed tc_) operate with a wide
removed by water pumped through concrete base of the reactor cavitysafety margin, even under the most
the core by the main circulation would produce steam a_nd_hot gasesunfavorable condltlo_ns. A working
pumps. In a boiling water reactor that Would_sparge the fission prod- k_r_lowledge pf explpswes and demo-
(BWR), water is allowed to boil in- uct melt. Flnally, a steam_o_r hydro- I|t|c_)n techniques is, therefore, re-
side the core, and the resulting steanP€n explqswn cquld oxidize and quired tq destroy nuclear power
is routed directly to a turbine gen- disperse fine particles and aerosolsplant equipment.

erator to produce electricity. In a of radioactive fue. Reactor sabotage, at the same
pressurized water reactor (PWR), An explosion would likely trigger time, is not impossible. There are
heated water in the primary coolant multiple fires, hot water floods, and several ways to cause a core melt-
circuit is prevented from boiling by other massive failures that would down. All of them flow from gen-

increased pressure; steam is pro-contribute to the dispersion of radio- eral reactor safety principles and
duced in a steam-generator in theactivity and would complicate miti- involve attempts to cause a failure
secondary coolant circuit. The chain gation activities. The 1986 core to cool reactor fuel. In particular,

reaction is regulated by control rods explosion at Chernobyl-4 provides severe core damage could result
and can be quickly brought to a halt a graphic example of such a break-from one of several situations: loss-

by a scram (shutdown) system. Re-down: of-coolant!® station black-out, inter-

liable and safe operation of the front- fneéslcr%fr;l?ﬁgvg;enfqg;ég %%Jpsé]s- ference with the reactor controls, or

line control and coola_nt systems in various directions and elimination of the capability to cool

depends on power, cooling, and wa- landing on electrical equip- the core of a shut-down reactor (loss

ter services provided by various sup- g]rem'h gt\greavr\]/gstﬁtgasmh a?rYo- of the heat sink}

port and auxiliary equipment. reports of shorting in the Let us consider, for example, an
The possibility of a catastrophic electrical circuits sounded attack directed against a plant’s

. - like gunfire. Near the No 7 .
release of radioactivity from apower  t,rhogenerator, oil that had power supply. Alternating current

reactor is due to two fundamental leaked out of some damaged (AC) power is required to operate
factors. First, the reactor core con-  Pipes was burning.2.. _ various coolant pumps and safety
tains a very large inventory of fis- EXtensive core damage would likely equipment. A sufficiently prolonged
sion products (approximately 15 create a pressure build-up substanygss of power (station black-out)
billion curies for a typically-sized tial €nough to breach the contain- ¢4|g lead to severe core damage.
1000-MWe reactor). Second, the ment of all but the most recent gjimination of a plant's power sup-
intensive generation of heat inside the9&nerations of reactors, potentially )y is one possible approach to caus-
core provides a mechanism for the réléasing fission products into the en-jnq 4 station black-out. Typically, a
violent release and dispersal of ra-Vironment: plant power supply consists of off-
dioactivity. Reactor sabotage, however, is notsite power lines, the main turbine-
Overheating and melting of the & Straightforward task. Modern generator, and back-up diesel
reactor fuel—a situation known as Plants are built to very high safety generators. The off-site power lines
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are located outside of the plant’'s pe-power plant functions and equip- plant to another. For example, So-
rimeter and are virtually impossible ment listed in Table 1. viet-designed reactors have unique
to protegt. At most_plants, When the On a practical level, it is often stre_ngths and _V\_/eaknesses that affect
connecpon to off-site power is lost, more useful to talk in terms of “tar- their vuIn_erab|I|ty to sal_aotage, and
_the turbln_e must be shu_t down. Th_us'get sets.” A target set is a combina-make the!r target sets different from
if a terrorist succeeds in sabotaglngtiOn of plant systems and those typical of Western plants.

the diesel g_enerators as well, a dan’components, such that destruction of Most of the installed nuclear ca-
gerous st_atlon black-out would oc- each element of the set would causepacity in the NIS is represented by
cur. A dlese! genera.tor can be core damage. For example, the off-RBMK-1000/1500, VVER-440, and
destroyed easily a_md quickly, for ex- site power lines and back-up dieselVVER-1000 reactors. Several de-
a_mple, by a relatively small explo- generators would make a completesign features make these reactors
sive charge. target set for most plants. An indi- resistant to sabotage. The VVER-
To prevent an adversary from vidual plant may have as many as 10440 design, in particular, has a num-
causing reactor core damage, theor more various target sets. A ber of unique, built-in safety features.
U.S. Nuclear Regulatory Commis- knowledgeable adversary would at- (The VVER-1000 design, by con-
sion (NRC) recommends: “to protect tempt to “hit” at least one complete trast, is in many respects closer to
as vital the reactor coolant pressureset of targets (as opposed to destroythat of Western PWRs and thus has
boundary and one train of equip- ing at random equipment listed on lost many advantages offered by the
ment—with the associated piping, Table 1). Accordingly, the reactor VVER-440 desigr?)
water sources, power supplies, con-security force must protect at least
trols, and instrumentation—that pro- one element in every target set of
vide for the capability to achieve and the plant.
maintain hot shutdown” For ex-
ample, for a typical PWR, this re-
guires protection of the nuclear

The coolant-to-power ratio for the
primary coolant circuit in a VVER-
440 reactor is twice that in a West-

Target sets are plant specific andern PWR. (The RBMK’s coolant
might differ substantially from one inventory is also twice that in a West-
ern BWR?) The large volume of
coolant is important because it could
delay core damage in case of a sta-
tion black-out or a loss of the heat-
sink!® Indeed, according to Finnish
experts, “VVER-440’s core condi-
reactivity control scram components and systems tions resemble a hot shutdown 3
hours after the loss of power; and
after 6 hours the situation could still

decay heat removal turbine-driven auxiliary feedwater pump, including be recovered with no damage to the
control and water source core.¢

Table 1: PWR Vital Functions and Equipment

Function Equipment

There are, however, safety defi-
process monitori temperature and pressure monitoring systems ciencies and vulnerabilities that
make NIS plants more difficult to
protect, and more susceptible to
reactor coolant makeup | charging pump, including water source and motor sabotage. For example, despite re-

and reactor coolant pump | control center cent efforts to improve fire safety,

seal cooli virtually all plants remain vulnerable

support - diesel generators, including switchgear, cooling, to fire. Combustible matena!s (e.g.,
startup, and controls floor covers and cable coating) are
- batteries widely used; separation between in-
- service water pump and motor control center, including dividual fire zones is insufficient;
cooling components and fire detection and fire-fighting
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equipment is often inadequate. Azerbaijan, Pridnestrovye, and Cen- A paramilitary attack could also
Metal-frame turbine halls containing tral Asia. Motives for a paramilitary be staged by a political group in a
reactor control rooms, auxiliary attack against a nuclear power planttime of governmental instability. The
feedwater components, electrical might vary from extortion schemes assault by extremists on the
switch-gear systems, and steam gento political demands to revenge or to Ostankino television center and other
erators are particularly vulnerable: intimidation of a population (espe- installations in Moscow in October
exposure of the interior of a steel- cially if perpetuated by ethnic- or re- 1993, during the showdown between
framed building to high temperatures ligious-based terrorist groups). the Yeltsin government and the Rus-
(greater than 53@.) for approxi- sian parliament, is an example of such
mately 10 minutes would cause a an attack. In contrast to ethnic or re-
failure of its structural steel mem- public of Chechnya pose the mostIigious groups, _p(_)litical extre_mis_ts
bers%7_ Ge_nera!ly, a sabotgge attaCkserious terrorist threat. The JuneWOUId have no difficulty operating in
resulting in a flre or flooding could 1995 raid by Shamil Basayev's guer- _nuc_lea_r power_plant areas or recrulit-
completely disable reactor safety ing insider assistance.

systems and result in severe cor
damage?

Currently in Russia, the conflict
and instability in the break-away re-

rillas against Budennovsk provided
e . . . . .
a glimpse of possible strategies and Professional criminals There
operational characteristics of a are an estimated 3,000 to 4,000 or-
Chechen terrorist group. Over 70 ganized criminal groups in the NIS.
NIS ADVERSARIES heavily armed gunmen infiltrated the Many of them are highly complex
Prior to discussing reactor secu- supposedly sealed Chechen-Russiamnd hierarchical organizations. Ac-
rity systems, it is useful to take a look border and drove in three “Kamaz” cording to a senior official in the
at potential adversaries who have thetrucks and a police car over 200 ki- Russian Ministry of Internal Affairs:
capability and, possibly, the motiva- lometers (km) to Budennovsk, a ~ The trend of growing
tion to attack | lant. small town in southern Russia. There professionalization of crimi-
ion to attack a nuclear power plant. - The hals has become apparent.
A comprehensive threat character-they assaulted several targets (in-  Criminals seek to commit
ization cannot be accomplished cluding the police headquarters), SOPE'St!Cated perf't‘O“.‘
without a thorough assessment oftook over 1,000 civilian hostages, ?nnéethgi'rmgﬁha}ﬂa’l'” aitain-
law-enforcement information. A ten- barricaded themselvesin alocalhos-  demonstrate partiClﬁar im-
tative, media-based analysis, how-pital, and made political demands, pudence, aggressiveness,

- oo : : : nd negligence regardin
ever, indicates that reactor securityincluding withdrawal of Russian ﬁogonﬁ/griggﬁts?%utee(‘?lgodthg

in the NIS countries could be chal- troops from Chechnya. After unsuc- lives of citizens and offi-
lenged by adversaries of the follow- cessful attempts to free the hostages ~ cials.... More ar_l[gl dmo_[[ﬁ
: i i i crimes are committed wi
ing four broad classég. by Russian anti-terrorist force_‘s,_the the use of firearms. The
Paramilitary terrorist groups crisis was resolved by negotiation, armed actions are often con-
. . . and the gunmen returned to nected with terrorism, thus
Hostage-taking, kidnappings, assaS_Chechnya becoming a tool of pressure
sinations, bombings, industrial sabo- ' on officials, a method of in-
tage, and guerrilla warfare have Arguably, an attack of this mag- ~ timidating business com-

become widespread in the NIS. In nitude is not feasible deep inside gg;q[tlmgs? Caonncj]tlﬁtrsrl?gntshé)f

many cases, attacks are executed bjRussia, where nuclear power plants  criminal underground

highly capable, experienced, andare located? However, a smaller- Blackmailing the authorities and
dedicated paramilitary organizations. scale attack by undercover agentsextortion are the likely motives for
Ethnic, religious, and political groups cannot be ruled out. The Metzamor organized crime threats against
capable of staging an attack againstplant in Armenia is relatively vul- nuclear targets. For example, in 1994
heavily protected targets have nerable: it is located approximately the Ignalina plant in Lithuania re-
emerged in several post-Soviet 200 km away from the Stepanokertceived two bomb threatd. A
states. In particular, many paramili- war zone in Azerbaijan (and only 14 Lithuanian national in Sweden made
tary organizations operate in conflict km from the Turkish border) and, the first threat and demanded that the
areas (“hot spots”) in the Russian thus, is within striking range by ad- Swedish authorities pay him $8 mil-
Caucasus, Georgia, Armenia, versaries. lion. This individual was subsequently
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detained, tried, and convicted. On aare experiencing great hardships, andponsible activities out of curiosity
second occasion, the Lithuanian au-many nuclear facilities are on the or adventurism, also represent a con-
thorities received information about verge of bankruptcy. Salary delays siderable danger. For example, in
an alleged bomb placed at the plantand unpaid leaves have become com4992, a worker at the Ignalina plant
on behalf of a local organized crime mon. The social prestige of the planted a virus in a computer sys-
boss whose son had been sentenceduclear profession, already under-tem controlling the plant’s auxiliary
to death. This threat was taken seri-mined by the Chernobyl disaster, hassystem$?®
ously and the plant was shut down plumme_ted. Di_s_tressed_social and Finally, a small-time criminal could
and S(_aarched. No bomb, however,economic conditions subject nuc_:lear be a security and safety threat if his
was discovered. workers to powerful psycho_log|cal or her criminal actions involved dam-
Professional criminals are likely to stresses and create an envwonmenage or theft of safety- or security-
conducive to malevolent acts by in- related equipment. Most security

rely on insider assistance and use”,

bomb or arson threats. However, Vi0_3|ders. arrangements at Soviet nuclear fa-
lent attacks against protected targets An insider, with unrestricted ac- cilities in the past were designed to
(for example, army depots) have cess to the plant and possibly inti- prevent property theft.

been reported and, therefore, similarmate knowledge of reactor targets

attacks against nuclear facilities can-and/or security vulnerabilities, could DESIGN-BASIS THREAT

not be ruled out in the futuré. represent a very serious threat. (In- A design-basis threat postulates

deed, one NIS reactor technician the capabilities of a potential adver-

observed in a conversation that no
sary and serves as a benchmark to
one would be able to save the reac-

. .. \design and implement a reactor se-
engaged in vandalism, picketing, or tor haql h? decided to sabotage It')curit?/ system.FI)n real life, a design
demonstrations. Massive anti-nuclearsom.e |nS|der_s also make go_od PO asis threat must be developed and
protests could be violent and could te_ntl_al recruits for profgsspnal maintained on the basis of compre-
involve site or building takeovers, criminal or terrorist organizations. - |law enforcement and intel-
bombings, or fights with security T_here are three major grogps of In'Iigence information regarding
forces? siders that are of concern: disgruntled

. ._nuclear-related crimes, terrorist at-
i employees, people with mental dis- tacks, significant criminal activities
In the NIS, the anti-nuclear and trpances, and minor criminals. ’

environmental movements (which _ against high-value or well-protected
were often separatist and nationalist Disgruntled employees could targets, and major events involving

in nature) reached their peak in the StA9€ & protestor demonstration on-heft or use of weapons and explo-
late 1980s and early 1990s. Most ofSite which, if it escalated to violence, sjves2t

the environmental protests were could endanger reactor safety.
peaceful in nature. However, direct (Peaceful protests have _e_ll_rea_dy
actions (pickets and demonstrations)taken. place at nuclear facilities n suggests that the NIS design basis
against the construction of new re- Russm_.) They also could engage "Nthreat for reactor sabotage would be
actors took place, for example, at thevandallsm or actual sabotage of "€ Similar in structure to that used by

Khmelnitsky plant in Ukraine in the actor equment_. In 1995, a_worker the NRC, and thus would include: a)

early 1990s. Environmentalists were Zt th_e Severogvinsk submanr_le Pro-4 paramilitary violent assault; b) a

largely behind the closure of the uction complex, who had his sal- sabotage by a single insider in any
Metzamor plant in Armenia as well. ary delayed by_ several months, position; and, possibly, ¢) a car-bomb

Generally, violent environmental ac- posted a note W_'th a threat to blow attack. Two points should be made
tivities appear unlikely, but they can- up a shop containing two reactors. regarding to the car-bomb and para-
not be ruled out (especially if linked A mentally disturbed employee military threats.

to broader political or nationalist ac- could be the most dangerous of all

) 7 First, no car-bomb attack against
tions). because he or she might seek to X

. . a protected fixed target has been re-
cause a full-scale accident. Idiosyn-

cratic individuals, engaged in irre- ported so far in the NIS. However,

Extremist protestersNuclear
safety could be endangered by anti-
nuclear or environmental movements

Public information about criminal
and terrorist activities in the NIS

Insiders. NIS nuclear industries
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car bombs have been widely usedfollowing general elements: a) a ve- seek to implement isolated technical

by professional criminals and terror- hicle barrier; b) a perimeter fence fixes and overlook the need for a

ists as an assassination devicEhe  with cleared areas on both sides ofsystematic, performance-based ap-

effectiveness with which car bombs it; ¢) a perimeter intrusion detection proach to security. With this in mind,

have been employed against build-system coupled with a closed-circuit we need to review the general re-

ings in foreign countries (especially, television (CCT) system or other quirements for reliable and cost-ef-

in the Middle East and the United assessment system; d) a central anfective reactor protection against

States) could inspire NIS adversar-a secondary alarm station; e€) armedparamilitary or insider threats and

ies as well. guards (which in certain contingen- discuss the need for security up-
Second, the paramilitary threat to cies could be supported by a Iog:_algrades at NIS plants.

nuclear power facilities in the NIS law enforcement agency or the mili-

countries is considerably greaterthantary_); f) perimeter access control PROTECTION AGAINST A

in the United States; it is also more equipment; and g) measures to Con-PARAMILITARY ATTACK

credible. Indeed, the NIS design ba_trol access to vif[al areas. Regulgtory

sis threat of a violent assault is driven oversight by an independent national

by the conflictin Chechnya. Accord- 396Ny is important to ensure t_hat
ingly, NIS plants are facing a threat ”“C'eaf power plants com_ply with
of a commando raid, carried out by regulations and have functional andtargets. A fence line could be blown
a fairly large group of trained, com- effective security. up by explosives or jumped in a mat-
bat-tested, and motivated gunmen, In the Soviet Union, reactor secu- ter of secondd. Breaching locked
armed with high-powered, hand-held rity was designed to defend nucleardoors to gain access to vital areas
weapons (including machine guns plants against a war-time attack by would require the same or less time.
and rocket-propelled grenades) andNATO commandos, as well as to |t may take an adversary only a little
explosives?® Terrorists would be provide for common, day-to-day in- longer to run to and blow up the in-
able to operate in more than onedustrial security. The idea that some-tended targets. All in all, only few
team?® A truck would be used for one would want to damage a reactorminutes may elapse between the
transportation of the men and equip-intentionally during peacetime prob- beginning of an assault and the de-
ment. Terrorists could coerce or ably did not emerge until after the struction of the reactor.

bribe a nuclear power plant worker Chernobyl disaster in the late 1980s.
to provide plant and security infor- Accordingly, nuclear power plants in
mation. (Insider assistance would the Soviet Union were not designed
likely be a critical element for a suc- to accommodate physical security
cessful attack because of nuclearrequirements and, generally, were
power plant complexity and becausenot prepared to confront post-Soviet
no detailed technical information re- sabotage threats. For example
lated to nuclear power facilities has guards at nuclear facilities were
ever been made public in the formervulnerable to small-arms fire; com-

The key factor in planning a de-
fense against paramilitary attacks is
the speed with which a trained ad-
versary could reach and destroy its

There are several fundamental
implications inherent in such a high-
speed attack. First, at least during the
initial stage of the assault, off-site
assistance is not realistic and the re-
actor security system must be self-
'sufficient. (For example, during the
major fires at Metzamor (1982) and
Beloyarsk (1978), the arrival of the

Soviet Union.) munication systems were inad- e )
. ) . off-site fire brigades was delayed by
equate; and physical protection :
: . one and two hours, respectivély.
NIS REACTOR SECURITY equipment was obsolete (especially

Second, fences, doors and other
A reactor security system must physical obstacles do not offer sig-
ensure reliable protection of a NIS operators and security per- nificant resistance nor slow down an
nuclear power plant against all sonnel are working to improve reac- adversary equipped with explosives.
threats postulated in the design ba-tor security. Many weaknesses, Third, timely interdiction and contain-
sis threat. The details of reactor se-however, remain. Upgrades havement of an adversary by the armed
curity designs may vary from one been stalled largely because of in-security force are the keys to coun-
plant to another. Security systems,sufficient funding. It also appears tering an external violent attack. As
however, are expected to have thethat NIS security managers often discussed below, a timely and effec-

alarm assessment systerifs).
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improved their perimeter intrusion
detection capabilitie¥. Some plants
even employ two systems based on
different physical principles. Assess-
ment systems, however, are lagging
behind. CCT systems are expensive
and usually must be imported. Bul-
let-resistant guard towers are viewed
by many NIS security managers as
outmoded or obsolete; they are also
fot inexpensive. Thus, the problem
persists, and upgrading intrusion de-

tive response is not possible without sitions, and interdiction routes.
a defensive stra_tegy, a tra|_ned re-  goviet (and now NIS) security
sponse force, reliable detection, and

; lglanners exercise a totally different
an accurate assessment of an attac pproach to reactor security; they

_ have no target set analysis. In its

Defensive strategy absence, the traditional Soviet defen-

According to the defensive strat- Sive strategy was to protect the site
egy adopted by nuclear power plantsperimetef® Little priority has been
in the United States, the principal given to protecting buildings and
objective of the response force is tofacilities inside the site protected
interdict and contain (or neutralize) area. This strategy has a number o
an adversary before it destroys anyserious shortfalls. First, considering > -
single set of targets. This strategythe speed with which barriers can pelection and assessment capability
means that, after the alarm soundspenetrated, the response force wouldEhou!d be a priority at least at some
a sufficient number of response of- likely be too late in interdicting an NS Plants.
ficers must move to prearranged de-adversary at the fence-line. Chasing _
fensive positions in a timely the threat inside the plant would in Security personnel
manneg? The response force must all probability be a recipe for disas-  Training and preparedness of se-
be properly armed and trained to ter. Second, a response to the perimeurity personnel are the cornerstones
engage and stop an adversary. If areter, as opposed to prearrangedf reactor security. Accordingly, per-
adversary destroys an element(s) ofdefensive positions, may expose thesonnel problems caused, for example,
a particular target set, the responsgesponse force to hostile fire. Third, by poor morale, boredom, lack of
force must regroup to defend the restthe response capability could be easthreat awareness, or a negative atti-
of the set. ily fragmented and overwhelmed if tude by the plant management to-
alarms (some of them diversions) wards security are the most serious

Identification of all target sets (tar-
get set analysis) is a cornerstone o
the defensive strategy because it pro-
vides the security force with a
knowledge of the location and na-
ture of the target¥’ (Target set
analysis participation also provides
useful training for operators in de-
veloping contingency mitigation
plans in the event management of
severe accident is required. Opera-
tors are typically not trained in miti-
gating accidents created by Reliable detection of a perimeter
sabotage.) Armed with target infor- intrusion is absolutely critical for a
mation, security force supervisors timely and effective response. The
must identify likely assault avenues detection system must also be
and determine the time intervals re- coupled with a CCT or watchmen:
quired for terrorists to reach target an accurate assessment of an
locations. The analysis then becomesadversary’s capabilities and inten-
a basis for determining response pa-ions could make the difference be-
rameters (for example, the number,tween success and failure of the
weapons, and location of responseresponse operation.
officers) and for selecting delaying
barriers, contingency defensive po-

many NIS plants.) Generally speak-
ing, the outer perimeter probably
cannot be protected without multiple,
heavily manned, armored guard posts
aand roving patrols.

Detection and assessment

Many NIS plants have recently

foccurred in several perimeter zonesand could have devastating conse-
nearly simultaneously. (This prob- quence$’ Steve Hartman, a former
lem is often compounded by inad- member of an elite counter-terror-
equate assessment capabilities atsm unitin the U.S. Navy observés:

The easiest thing to defeat
is the human factor. You can
have the best, high-tech
equipment that you want.
You can still defeat the hu-
man factor because some-
body has to monitor that
e%wpment, to watch that
CCT cameras, the screen.
Someone has to watch the
alarm board. You can wear
them down. | can give you
an example. Some places
have microwave alarm sys-
tems with a dual perimeter,
like the President’s helicop-
ter pad. Those systems can
be defeated and all you need
are a cat and a couple of rab-
bits. You start at one in the
morning and you wear them
out. They think it is
misalignment...and they
don’t show up. It is easy.
You have all the time in the
world. Time is on your side.
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You can sit out there in the ray radiography of packages, and Personnel reliability measures
bush and throw cats, dogs, y grapny P ges, y

or rabbits all night long. physical search) can take place. Ac-(such as drug and alcohol tests, back-
In the NIS, nuclear security forces, €SS 10 internal vital areas, whereground investigations, psychological
including armed guards and the re-critical eguipment is Iocgted, should gvaluations, an_d behavior_al observa-
sponse force, are provided by thebe restricted to authorized person-tions) are also important in counter-
national Ministries of Internal Affairs N€l by locked (key-carded) and ing the insider threat in the nuclear
(MVD) under a contract with the alarmed door§. power industry. In the former Soviet

plant. (As a result, the MVD troops  NIS plants are facing considerable Ynon. nuclear industry personnel
have their own chain of command.) difficulties in organizing effective WE'€ closely monitored by the KGB
The plant also has its own security access control procedures. There i2Nd by the Communist Party.
staff and may hire semi-private un- a lack of experience and equipment.Nuclear industry workers enjoyed
armed watchmen. Access control is further compli- S°cial prestige and high living stan-
MVD nuclear security forces are ¢atéd by very large numbers of SUp‘er(lsir? ?gaTj\?o:;trg%ttli\\l,?;fsn foen
regular military units and appear POt and maintenance personnel9%9 o '
well-trained and equipped (although W(_)_rklng on_—sﬂe“.2 Vital areas (gnd The situation has c_:hanged. NIS
the level of training has decreasedcritical equment) are not _deflned nuclearlndugtrles continue to emplo_y
recently). Their capability, however, and are easily accessible via a_Ia_lrgebackground investigations and me_zdl-
could be further improved by prac- number.of entrances. In the opinion _cal chgpks, but these have only lim-
tical, site-specific (target set-based) of security experts Worklng_wnh_the ited utility. Party controls are gone,
training, including table-top and VVER-440 Lovisia plant in Fin- and the role of internal security may
force-on-force exerciséd There is  land™: have decreased. More significantly,

also a need for better coordination .--access control 1o an area
between the MVD troops, the plant’s

security organization and reactor

operators. Finally, although most

security officers are disciplined and

motivated, low salaries and general
deterioration of the armed forces

have created serious morale prob-
lems, which must be addressed and
resolved?

is not meaningful if access
must be granted to a large
number of the plant staff.
For example, the turbine
hallis an imﬁortant but large
building with plenty of dif-
ferent equipment requiring
access by a large number of
eople. [....] In general, the
ayout of a VVER-plant
does not support meaning-
ful access control, and ex-

nuclear personnel have become im-
poverished and desperate.

Thus, NIS plants must improve
their personnel reliability programs
(for example, by practicing behav-
ioral observation). However, achiev-
ing an acceptable level of reactor
security against the insider threat
would likely require fundamental
improvements in professional disci-

pensive electrical access

control s?_/s_tems don’t, with-

PROTECTION AGAINST THE out backfitting some parts of
the layout, serve the pur-

INSIDER THREAT DoSe.

Reactor defense against an insider Eventually, NIS plants will have to SUPPORT PROGRAMS
threat relies on access control andintroduce modern, full-scope access- Regulatory oversight, coordina-
human reliability measures. The pe- control systems. In the near-term, tion with law enforcement agencies,
rimeter access control measures argeyeral relatively low-cost steps to and development and maintenance
intended to prevent unauthorized jmprove the situation appear feasible.of physical security equipment (and
personnel and contraband, such asp particular, plant managers should other support programs) are impor-
explosives and weapons from enter-reqyce the number of personnel withtant to ensure the effectiveness of
ing the plant protected area. To en-access inside the protected area byeactor security systems, both at in-
ter the protected area, personnelejocating non-essential support ser-dividual plants and across the indus-
should use a limited number of entry jiceg (such as, mechanical work- try. Only Russia, which after the
portals where identification and ghqps) off-site. It is also important break-up of the Soviet Union in 1991
search procedures (including the usgy begin work on managing accessinherited most of the Soviet physical
of metal and explosive detectors, X- 1 vital areas. security infrastructure, has a network

pline and resolution of broader eco-
nomic and social problems.
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of organizations and agencies spe-operations, reviews of plant design, cilities include a security survey, vul-
cializing in the security of nuclear and reviews of topical issues (e.g., nerability assessment, technology
installations®® The research and pro- fire safety). The U.S. Department transfer (including perimeter and in-
duction center “Eleron” of the Min- of Energy (DOE) also has been terior intrusion detection systems,
istry of Atomic Energy (Minatom) working with Russia, Ukraine, and CCTs, alarm stations, locks, doors,
performs site-specific system analy- the East European countries to im-etc.), and personnel training. Much
sis and provides physical security prove their national capabilities in of the required physical protection
equipment. Special research insti-the areas of reactor managementgquipmentis produced by Eleron. In
tutes of Eleron, the MVD, and the operational safety, engineering, tech-addition, the U.S. national laborato-
Federal Security Service assistnology, and plant safety evaluations. ries have cooperative projects with
n_uclear f_acilities in developing de- Nuclear material protection, con- Eler_on in the area of physical pro-
sign-basis threat§.Gosatomnadzor trol, and accounting (MPC&A) is tection equipment and technologies.

Is responsible for overseeing and ynqiner grea of cooperation between In contrast to the reactor safety

regulatmg_ cn_nhan ”‘%C'eaf activities, the NIS and the West. Particularly and MPC&A initiatives, however,
although its Inspection .a”‘?' e_nforce- intensive is the cooperation betweenlittle cooperation has occurred in the
ment capabilities remain limited. In 4o United States and Russia. Un-area of reactor security. Under the
contrast, the non-Russian NIS have jo e government-to-government Nunn-Lugar Cooperative Threat
yetto mtroduce the concept ofa de'agreement (now merged with the Reduction (CTR) program, the DOE
3'9”“)"?‘?'5 threat, and _the|r_ regulatoryIaboratory-to-Iaboratory program, dis- is helping to upgrade physical secu-
authorltles_ a_nd technical mfrastruc- cussed below), the partners are up+ity at the South Ukraine plant in
tre are still in a much earlier st""gegrading nuclear safeguards andUkraine, the BN-350 complex in
of development. security at Minatom’s civilian facili- Kazakstan, and the Ignalina plantin
ties that process and store weapondithuania. The U.S. NRC is work-
INTERNATIONAL usable, highly enriched uranium and ing with the national regulatory au-
COOPERATION plutonium. thorities in the NIS to develop
The possibility of a catastrophic  The MPC&A laboratory-to-labo- r_egule}tions ar_ld to es_tablish ngt_iqnal
reactor accident in the former Soviet ratory program involves cooperation Ilcen_SIng and inspection capabllltle_s.
Union or Eastern Europe remains apeqyeen the U.S. national laborato-ASSiStance to selected plants in
fundamental concern of the interna- (jes and Russian weapon design in-Ukraine, Kazakstan, and Lithuania
tional community. In the post- giitutes and focuses on both is_ also pr_ovide(_j by European coun-
Chernoby! years, the Soviet Union gafequards upgrades at individual €S (mainly Finland and Sweden)
and, later, the NIS countries have¢scifities (including those of ano_l Japafy. Very little reactor se-
undertaken a range of technical mea\jinatom’s defense complex) and curity work has been done in Rus-

sures to upgrade nuclear power plantesearch and development in theS'&

safety. The internal effort has beengreg of safeguards. The United The narrow scope of the reactor
complemented by multilateral and giates also is assisting Russia in im-security cooperation is unfortunate
bilateral international safety initia- 6ving transportation security, es- because, if expanded, it could en-
tives. The International Atomic En- tapjishing a safeguards training hance the effectiveness of both the

ErgybAgenCIy (IAEA), in par:icutlar,l center, and developing nuclear regu-reactor safety and MPC&A efforts.
as been playing an important rol€ |atjons. Safeguards cooperation,
. o : ' First, a successful act of sabotage
in coordinating the RBMK and  thoygh much smaller in scope, also J

dating their results. The IAEA pro- 544 other NIS. P

grams are designed to assist both the _ , _ accident. Therefore, nuclear power
regulatory and operating organiza- Physical security of nuclear instal- plant protection against sabotage

tions and to provide a basis for tech-lations and materials is an important should be viewed as an integral part
nical solutions. These programs 8SPect of the MPC&A cooperation. of the overall reactor safety mea-
include plant-specific safety reviews Security upgrades at individual fa- sures. Second, reactor security co-

to assess the adequacy of design and operation would strengthen the
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national nuclear safeguards systems
Indeed, physical security equipment,

procedures, response tactics, and
regulatory requirements necessary to

protect a power plant are, in many

respects, identical to those used toCONCLUSIONS

safeguard weapons-usable fissile
materials®® Thus, improving the NIS
capability of the NIS to secure
nuclear power facilities would
strengthen their MPC&A capabili-
ties as well.

A reactor security cooperative ini-
tiative could be built upon and inte-
grated with the existing nuclear

safety and safeguards programstive response is not possible without

Such an initiative should include a

number of efforts:
1. Cooperation among reactor op-
erators and plant designers re-
garding target set analysis.
2. Cooperation among the Minis-
tries of Internal Affairs regarding
tactical training and response
strategies of the nuclear security
force. (This effort could greatly
enhance the effectiveness of the
MPC&A cooperation, as existing
nuclear material safeguards pro-
grams are technology-oriented and
generally not designed to increase
the effectiveness of nuclear secu-
rity force response.)
3. Physical protection technology
transfer. (As in the MPC&A pro-
grams, this would include a site
survey, definition of security up-
grade requirements, procurement
of equipment and personnel train-

ing and inspection capabilities, leg- day; replacing a plant would require billions in

. . T investment. Nuclear power is an important
|slat|on, and SpeCIallzed programs component of the NIS energy sector. Nuclear-

to conduct performance evalua- generated electricity accounts for approxi-
tlon of reactor Securlty programsl mately 13 and 33 percent of total generation
in Russia and Ukraine, respectively (up to 40
percent in Russia’s north-west). Lithuania’s
Ignalina nuclear power plant (NPP) produces
over 85 percent of that nation’s electricity
NIS nuclear power industries face (over half of which is exported). The

: : Metzamor-2 reactor, restarted in October 1995
a wide range of securlty threats and(after the shutdown in 1989), is virtually the

must be reliably protected against ra-only source of electricity in Armenia. In
diological sabotage. In particular, NIS Kazakstan, the BN-350 reactor in Actau pro-

| faciliti dt vides fresh water and electricity to the
nuciear power racilities need to en- Mangyshlak peninsula, an industrialized region

hance their armed response capabilen the Caspian sea.
ity the key to Countering an external 4 Sources of tens of curies of radioactivity rep-

. resent a significant hazard to human health.
violent attack by an adversary armeds Destruction of a reactor and its containment from

with explosives_ Atimely and effec- outside (e.g., in an air raid) would also release
radioactivity. Such a threat, however, is outside
. . of the scope of the design- basis threat. Defense
a defensive strategy that is based ona plant against an external military threat is the

a target_set analysis, trained re-responsibility of the national government.

f d reliable detecti 5 In the Chernobyl accident, damage and heating
Sponse Torce, and refiable aetec Ior]of the reactor fuel (up to 200@.) resulted in

and assessment of an attack. De<omplete or partial evaporation of volatile
fenses against the insider threat nee@ucides: 100 percent inert gases, 50 to 60

. percent lodine-131 (45 MCi), 50 percent ce-
|mprovemem as well. Reactor SECU-sjum. (“Chernobyl and Its Consequences,

rity upgrades could be undertaken inProject Polyn database, RSC Kurchatov Insti-
cooperation with Western nations. ut¢: 1996

.. . 7 Hydrogen would be produced in zirconium-wa-
Such an initiative could be built upon ter (steam) reactions (zr + 281 —> zrQ, + 2H,

and integrated with the existing + 140 kCa/mole). Oxidation of zirconium (20 t

in a typical core) would release 10 kg/sec of hy-
nuclear safety and safeguards PrO-4rogen and large amounts of heat.
grams.

8 Anatoli Dyatlov, “26 April 1986,"Nuclear En-
gineering InternationalApril 1996), pp. 18-22.

9 Of all Soviet-designed power reactors, only
VVER-1000 reactors have Western-type contain-
ment; VVER-440/230 and RBMK reactors do not
have a structure designed to contain an accident;
and VVER-440/213 reactors have a pressure sup-
pression structure.

10 A |oss-of-coolant accident (LOCA), which
could potentially result in a complete de-water-
ing of the core, is the principal concern of reactor
safety experts. The possibility of a LOCA is mini-
mized by the use of redundant and highly-reli-
able front-line systems and equipment. Dedicated
safety systems, such as the emergency core cool-
ing system, are employed to mitigate a LOCA

ing. In order to encourage the de-
velopment of domestic equipment
manufacturing and maintenance
capabilities, equipment, and ser-
vices should be sought from local
sources. Interregional coopera-
tion, mainly with Russia’s Eleron,
should also be encouraged.)

4. Assistance to the national regu-
latory authorities to develop licens-

The Nonproliferation Review/Winter

* In addition, there are three dual-use plutonium should it occur. These defenses, however, would
production reactors still in operation in the closed fail if an adversary equipped with explosives had
cities of Tomsk-7 and Krasnoyarsk-26, and two access inside the reactor containment where both
tritium production reactors in Chelyabinsk-65. the primary and emergency cooling equipment
There are also tens of smaller-power research and{piping, pumps, tanks, etc.) could be easily de-
propulsion reactors. Sabotage of these reactorsstroyed.

however, would be less damaging because ofi Even if a reactor were shut down success-
their much smaller inventories of radioactiv- fully, core damage still could occur over time if
ity and lower power. a long-term heat removal capability were lost
2 Abel Gonzales “Chernobyl—Ten Years Af- (this situation is known as “loss of the heat-
ter,” IAEA Bulletin 3/1996, p. 9. sink”). Indeed, approximately 200 MWt heat
%In the West, a shutdown of a plant could cost the is produced in a 1,000-MWe reactor by the
operating utility up to one million dollars a decay of fission products immediately after
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the shutdown, and several hours may elapseviolent tactics used by the protesters were the domestically. In Russia, Eleron is a major pro-
until the heat production rate drops to a safe destruction and bombing of railways, setting fires, ducers of intrusion detection systems of various
level of a fraction of a percent of the full blocking roads, cutting power lines, and fight- types. In Ukraine, manufacturing of microwave

power rate. ing with police and firefighters.Nuclear Fue] detectors was started in Kharkiv.

12U.S. Nuclear Regulatory Commission (NRC), May 20, 1996, p. 10.) 37 G. Spiesgt al., “People-Related Problems Af-
“Vital Equipment/Area Guidelines Study: Vital 2° Radio Baltica (8:50 AM, Moscow time, 14 fecting Security in the Licensed Nuclear Indus-
Area Committee RepdiNUREG-1178 (Wash-  February 1992). try”, NUREG-0768 (Washington, D.C.: NRC,
ington, D.C.: NRC, February 1988), p. 6-1. 26 John Davidson and Roberta WarrebeVel- March 1981).

13 Jukka Laaksonen, “VVER-1000: Considering opment and Maintenance of a Design Basis * See “Red Cell.”

its strengths and weaknesseBlliclear Engi- Threat for Use in Designing Nuclear Safeguérds 3° A table-top exercise for a given attack sce-

neering International(May 1994), pp. 21-23.  (Washington, D.C.: NRC, November 1994). nario is an analytical game in which refereed
14 Allen Brown, “International RBMK Project: 27 An example at hand is the assassination at-“adversaries” and “responders” use floor plans
Engineering and Analysis Aspectfuclear En- tempt on the President of Georgia Eduard and actual time-lines to simulate maneuvers
gineering InternationalOctober 1994), pp. 41- Shevarnadze in which terrorists detonated aand engagements. A force-on-force exercise is
43. car-bomb near Shevarnadze’s motorcade ona realistic war-game at the actual plant site.
15For example, the core of the Metzamor-1 unit August 29, 1995. @atterns of Global Terror-  Typically, a force-on-force exercise is preceded
in Armenia survived a five-hour long blackout ism 1995; (Washington, D.C.: U.S. Depart- by a table-top exercise.

during the 1982 fire. ment of State, April 1996), p. 10.) 40 There is considerable corruption and crime
16 In a Babcock & Wilcox reactor, the core 28 The assumed number of adversaries is almostin the Russian armed forces, including MVD
temperature would become unacceptable afterarbitrary. Potential NIS adversaries appear to haveand other security forces. (Graham
less than one hour; in a Westinghouse reactor,no manpower constraints. However, the larger the H.Turbiville, Jr., Mafia in Uniform.., p. 5.)

there would be severe core damage in less thargroup size the more difficult it would be to main- 4! It should be noted that at some sites not all
three hours. (Jukka Laaksonen, “It ain’t nec- tain operational security. potential targets are inside vital areas.
essarily so: reassessing VVER-440 safety,” ?The capability of the group to operate in more “ For example, the three-PWR-unit Palo Verde
Nuclear Engineering InternationalSeptem-  than one team is very important. Ideally, the ad- plant in the United States is run by 2,400 person-
ber 1992), pp. 22-25.) versary would want to have an assault/demolition nel and uses 600 contractors. In the future, these
17 “Explosives and DemolitiorisField Manual unit(s) to get to and destroy the targets, and a se-numbers will be reduced to 1,800 and 100 respec-
5-25 (Washington, D.C.: Department of the curity team(s) to create diversions, delay re-en- tively. In contrast, at a similar NIS plant approxi-
Army, 1967). forcement, and neutralize the reactor security mately 6000 people have access to the protected
18Tero Varjoranta and Kristian Maunula, “Reas- force. area. (Janet Wood, “Palo Verd&uclear Engi-
sessing VVER-440 Physical Protection; Strengths *° Report on Activities of the Federal Regulator neering Internationa(May 1996), pp. 43-46.)

and Challenges,” paper presented at the con-of Russia on Nuclear and Radiation Safety in “® Tero Varjoranta and Kristian Maunula, “Reas-
ference “Nonproliferation and Control of 1993 RD-03-02-93 (Moscow: Gosatomnadzor, sessing VVER-440 Physical Protection; Strengths
Nuclear Materials in Russia,” Moscow, May 1993), pp. 60-61. and Challenges.” Finnish experts also observe
1996. 3t According to a U.S. counter-terrorism expert that access control is particularly difficult for
19 John Stewart, John Davidson, Cynthia Fulwiler, “You can go over the fences, both fences, in un- a plant with two reactors sharing much of their
Harvey Jones, and Sarah MulleGeneric Ad- der 30 seconds, set the alarm off and still not auxiliary equipment. During reloading, a large
versary Characteristics Summary Repbrt, get detected.” (“Red Cell,” documentary film, number of support personnel have access to
NUREG-0459 (Washington, D.C.: NRC, March S. C. Cranford and John Wieseman, eds., the shut-down unit. The other unit continues
1979). L.O.T.I. Group Production, 1993.) It should to operate and is more vulnerable to insider
20 Budennovsk is located approximately 200 km be noted that an assessment would be assuredabotage.

from Chechnya’s capital Grozny. The distance with a digital video-capture system that allows #‘In addition to managing background investiga-
between Grozny and the nearest nuclear poweran alarm station operator to freeze frames tions, the KGB had a network of informants. For
plants (the Zaporozhye and Novovoronezh NPP one second before the alarm, at the momentexample, as indicated in a KGB memo (February
in Ukraine and Russia) is approximately 1,000 of the alarm, and one second after; author’s 21, 1979, No. 346-a) to the CPSU Central Com-

km. communication with Michael Warren, U.S. mittee, the KGB was fully informed about con-
21 Gennady L. Lezhikov, head of the Main Infor- Nuclear Regulatory Commission, September struction flaws at the Chernobyl 4 unit. (As
mation Center of Russia’s Ministry of Internal 1996.) presented in “Chernobyl Bibliography. Construc-

Affairs, “Statistical Information on Crime and its 32 Heikki Aulamo, Jouko Marttila, Heikki  tion Flaws” (http://www.spu.edu/depts/library/
Use in Crime Control,” presented at 9th U.N. Reponen, “The full stories on Armenia and third/chernobyl-bib.html).)

Congress on the Prevention of Crime and the Beloyarsk,”Nuclear Engineering International  “°The plant's management and Rosatomenergo
Treatment of Officers, Cairo, April 29-May 8, (July 1995), pp. 32-33. (Minatom’s utility organization) are directly re-
1995. 33Whenever possible, engagement should occursponsible for reactor security. The Ministry of
22 Author’s correspondence with Lithuanian at choke or hard points located inside buildings Internal Affairs provides armed guards. Organi-
nuclear experts in September 1996 (namesbut outside of vital areas.(Author's communica- zation of reactor security also is coordinated with

withheld by request). tion with Bryan Dettman and Michael War- Minatom’s Second Main Directorate (Physical

2 Graham H. Turbiville, Jr.,Mafia in Uniform: ren, B. A. Dettman & Associates, January Protection) and the Federal Security Service.

The ‘Criminalization’ of the Russian Armed 1997.) 46 |t appears that individual facilities may have
Forces (Fort Leavenworth, KS: Foreign Mili- 3% Initial sets of targets could be determined by different design basis threats. Whether such a
tary Studies Office, July 1995). evaluating a range of sabotage scenarios and planpractice assures consistency of design basis threats

%1n a May 1996 example, a transport of vitrified responses. The analysis could be further refinedacross the nuclear industry and their timely up-
high-level waste to the Gorleben repository in on the basis of statistical models such as the probagrades is not known. The arrangement for devel-

Germany took place “under conditions analogous bilistic safety analysis. opment, maintenance and validation of the
to civil war.” The shipment required protection 3 Report on Activities of the Federal Regula- design basis threat appears very different from
by 20,000 riot police at a cost of $33 million. The tor..., pp. 60-61. that for the nuclear power industry in the

property damage totaled $66 million. Some of the *¢ A wide variety of sensors are manufactured United States, where these functions are imple-
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mented by the U.S. NRC.

47 Assistance activities are conducted according
to a “Coordinated Technical Support Plan” pre-
pared by the donor countries under the auspices
of the IAEA.

48 |n fact, the task of fissile materials protec-
tion might be in many respects easier. At a
nuclear power plant adversaries would achieve
their goals by reaching the intended targets.
At a fissile material facility, they would also
have to escape. Accordingly, the security forces
and law-enforcement agencies could be able to
prevent an adversary from escaping by mount-
ing a cordon operation or by conducting a hot
pursuit and recovery of stolen materials.
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