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rity in the post-Cold War period is posed by at exchanging information about nuclear security issues,
weapons-usable fissile materials in the newlycollaborating on demonstration projects to test means of
independent states (NIS) of the former Soviet Union thamproving nuclear security, and subsequently moving
could be vulnerable to theft or diversibriThese mate- successful demonstration projects into the large-scale

One of the gravest threats to international secucommission has a three-phase program in progress aimed
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f]f shtlolen v_ver?pé)ns-us_abl help promote a long-term
'ghly enriched uranium commitment to effective

(HEU) have been recovered in Russia and Europe, de'ﬂﬂclear material security in the NIS and foster the de-

onstrating the reality of this threa_t and highlighting the{/elopment of a modemn nuclear safeguards culture in
need for improved nuclear material secttity. these states. Steps to strengthen a nuclear safeguards
Most at risk in the NIS are several hundred metriculture in the NIS are similar to earlier and on-going
tons of weapons-usable nuclear material that exists international attempts to define, evaluate, and improve
forms other than assembled nuclear weaporihis the nucleasafetyculture at nuclear reactors following
material includes plutonium and HEU in forms such ashe Chernobyl disaster in 1986The concept of a nuclear
pure metals, alloys, oxides, and solutions. This materialafeguards culture, like that of a safety culture, relates
is in use or in storage at several dozen nuclear facilitigs all individuals and organizations involved in safeguard-
across the NIS. In light of the possible threat of divering nuclear materials. The quality of a safeguards cul-
sion or theft of this material, the United States and sewure also depends on the resources, organizations, and
eral of the NIS that possess these materials began in 19%@2hnologies that provide the physical means for nuclear
to discuss programs for improving nuclear material promaterial security. For the purposes of this assessment
tection, control, and accounting (MPC & A) systems athe term “safeguards culture” is defined as:
these facilities. In conjunction with the U.S. Nuclear a pervasive, shared belief among political lead-
Regulatory Commission (NRC), the U.S. Department of  ers, senior managers, and operating personnel
Energy (DOE) began cooperative assistance programs that effective MPC & A is critically impor-
with Russia, Ukraine, and the other NIS. In 1995, after  tant, as manifested in decisions and actions,
several years of increasing contacts between technical large and smaf.
experts and government officials, DOE began implement-

ing a multi-year effort to address the problem ofnucleabr James E. Doyle is a Senior Analyst at Science
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control systems.

One of the objectives of
the DOE MPC & A pro-
gram and other similar in-
ternational efforts is to
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Like a nuclear safety culture, a nuclear safeguardSAFEGUARDING NUCLEAR MATERIALS:
culture is not an add-on or a luxury to be pursued wheBOME BACKGROUND

convenient. It goes to the core of the operation of the There is no international convention or treaty, backed

nuc(;ear ckomplex. tMa(;]ag(tars(;m:st tct?wnv'ey the mef;a%g an enforcement mechanism, which obligates all states
(and workers must understand) that this is an area tha ssessing weapons-usable nuclear materials to main-

taken (;/ery seriously, W'hh no cutting of c_?_rners.h Th_e ain common standards for MPC &AAll nations have
must demonstrate a willingness to sacrifice other Img, o ational or domestic system for safeguarding

portant goals (such as meeting proc_luctlon _SChedUIeﬁhclear material, but these domestic systems vary sig-
when necessary to ensure MPC & A s effective. nificantly with regard to their legal mandate and the tech-
In order to encourage the development of a nuclearical standards they require. Recognizing that it is in
safeguards culture in the NIS, the DOE MPC & A pro+the interests of all states that nuclear materials be ad-
gram has emphasized the importance of modernizingguately protected, the IAEA established international
nuclear security systems. Given conditions in the NISjuidelines containing technical standards for the physi-
such modernization is critical to preventing the loss o€al protection of nuclear materials in 1975 and several
nuclear material that could lead to nuclear proliferatiomevisions of those standards have been publihed.

or ancJear terrorlim. | Procbeedlggl\;g)(r:ng )kz\ellef that cur- International standards for nuclear material control and
rent Western technology-base systems arﬁccounting are more formalized in non-nuclear-weapon

highly effective, the DOE MPC & A program seeks Ogtate (NNWS) parties to the Treaty on the Non-Prolif-

deepen an underst_andlng of We_stern approachgs &Pation of Nuclear Weapons (NPT) than they are in the
nuclear safeguards in the NIS. A final set of goals is tQ | .jcar weapon states. NNWS are obligated to sign
encourage countries of the NIS o adopt im(':‘m‘"‘tiOnalI}ﬁuclear safeguards agreements with the International
gccepted techniques_of nucle_ar sgfeguards., apply theqa ic Energy Agency (IAEAJ? These agreements
n the_context of their own historical experience, an%utline the legal requirements and technical standards
Comm't themselves to building and maintaining moderqxor nuclear material control and accounting systems in
national nuclear safeguards_systems. These MP(_:_& fhese states. Specifically, they include a system of pro-
systems should be appropriate for the new Cond't'onéedures for nuclear material control and accounting,
thege states fe_lce and compare faV(_)rany in terms of eﬂzfmtainment, and surveillan&e.These safeguards agree-
fectiveness W_|th U.S. qnd international standards f%ents apply to all nuclear materials within the NNWS
nuclea_r maten_als security. Efforts by the NRC and by, 5re designed to ensure that no diversion of nuclear
other international cooperative programs have beel’?\aterial from peaceful applications has taken place and
complementary to these goals. to provide “timely warning” if such a diversion has oc-
This essay contends that the rudiments of a nucleaurred. The IAEA verifies the presence of the nuclear
safeguards culture are beginning to take hold in the NI$naterial and the effectiveness of nuclear safeguards sys-
It proposes a set of four indicators for assessing the deems in the NNWS through periodic on-site inspections.

velopment of a safeguards culture in the NIS and USeStha |AEA guidelines on the physical protection of

th?m to e\\;\z;lrllglate the progresi toward eStab“Sh":jgsucmﬁclear materials and procedures for nuclear material
culture. lle progress in the areas measured Dy ﬂl%ntrol and accounting contained in safeguards agree-

four indicators is not uniform, the evidence indicates th ents between the agency and NNWS parties to the NPT

steps towards institutionalizing a sustainable safeguargﬁ one component of the international standards for

culture have been taken. The study then assesses the\@ls~ ¢ A The national regulatory guidelines for safe-

fectiveness of U.S. and other international efforts to he:%?
i

hen th . | ; e uarding nuclear material followed in other advanced
strengthen the commltment_to nuclear sateguards in i€y, sirialized countries are another. In the United States
NIS. It c_oncludes by assessing the obstacles that remat} example, the protection of nuclear materials is re-
to creating a safeguards_culture_ and by recommend| ired by domestic laws and regulations that establish
additional steps that the international community couldy - iiaq standards for MPC & A Each year DOE
take to foster its development. spends approximately $590 million on safeguards and
security in the its nuclear weapons compfexiogether,
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the IAEA guidelines and the standards set by domestic Evidence of actions and of resource commitmést

safeguards systems in the nuclear weapons states amdimportant indicator because it demonstrates that na-
other industrialized countries provide a benchmark fotional leaders and facility managers are not just stating
assessing the adequacy of fissile material controls in thikeir support for improved nuclear safeguards, but are

NIS.6 actually doing something towards that end. In addition,

the long-term sustainability of improved nuclear safe-
ASSESSING NUCLEAR SAFEGUARDS guards depends upon an indigenous ability to build,
CULTURES IN THE NIS maintain, and repair MPC & A systems. If resources are

The primary question addressed in this essay inot devoted to the upkeep of newly acquired systems,

whether nuclear safeguards cultures are emerging in tf[?éey will not remain effective.

NIS. We have developed a set of four measures or indi- Success in developing indigenous cadres of MPC

cators that can be used to answer this question: & A expertsrepresents an investment in the organiza-
1) the level of leadership awareness of the importandénal infrastructure needed to maintain new safeguards
of effective MPC & A systems for national security equipment and procedures over time. It therefore indi-
and nonproliferation; cates acknowledgment of a problem that requires a long-
2) evidence that facility-level advocates of effectiveterm, and largely internal solution. The development of
MPC & A systems and modern technology-based aghdigenous safeguards expertise is also critical to the de-
proaches to nuclear material security have emerged/elopment of a self-sustaining nuclear safeguards cul-
3) evidence that the NIS are taking actions and conture. As nuclear facility personnel in the NIS become
mitting resources to create and maintain modern, ebetter skilled with modern safeguards systems they will
fective MPC & A systems, both at the facility level be more likely to internalize the principles underlying

and nationally; them, adopt such systems permanently, and refine them
4) the level of success in developing indigenous cadccording to their particular needs.
res of MPC & A experts. A second, equally important question is whether U.S.

These indicators provide a framework for assessingnd other international efforts to help foster a nuclear
attitudes towards nuclear safeguards in the NIS. A brigfafeguards culture in the NIS are succeeding. In address-
explanation of why each indicator was chosen as a me#g this question we draw upon first-hand knowledge of
sure of the development of a safeguards culture follow#he status of U.S.-supported MPC & A cooperation ac-

. . - tivities in the NIS, the opinions of recipients participat-
Leadership awareness a good indicator because . """ . . :
attitudes highliahting the importance of nuclear safe"9 N this cooperation, and independent assessments of
highlighting P the U.S. MPC & A program by the U.S. General Ac-
guards within government-run nuclear facilities are un- : , . .
; . : . counting Office, National Research Council, and oth-
likely to be sustained or strengthened if national leaders
: .. @ers. In summary, our overall assessment of these two
do not share these attitudes. In such nuclear facilities : : :
. . . related questions is based on the following sources of
improvements in nuclear safeguards require top-down_ . ) . .
. . vidence: personal observation, relevant anecdotal evi-

management, leadership, and support for action. Suc

. . . . ence, discussions with U.S. government and national
support is unlikely to arise exclusively from a grass-rootf. boratory personnel implementing the DOE MPC & A
movement. If the leadership is not cognizant of the need

; - o Jprogram, international experts involved in cooperative
for change, or is unwilling to reward positive changes
. : programs, non-governmental experts from several coun-
lower levels, then change is unlikely.

tries, and government officials and nuclear facility per-
Facility-level advocateare needed because they haveonnel across the NIS.

the technical, managerial, and organizational skills to

implement changes in facility operations that result in eadership Awareness

improved nuclear materials security. In short, they have _ , .

the ability to translate the objectives of government of- | N€r€ IS some evidence that the top political leaders

ficials into necessary actions and will be responsible fdf? MOSt of the NIS recognize the importance of effective

seeing that those actions are sustained until national o¥iPC & A systems for national and global security.  In-

jectives are achieved creasingly, political leaders in these states exhibit con-
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cern for proliferation threats related to nuclear materiaMinistry for Atomic Energy (Minatom), GAN, the Rus-
security and assign high priority to improving nuclearsian Academy of Sciences, Ministry of the Economy,
MPC & A in their public comments. For example, nu-Ministry of Science, and others. Moreover, in July 1995,
merous summit statements, bilateral and multilaterdflinatom reorganized several departments to improve
ministerial agreements, and several dozen signed protsecurity and accounting for nuclear matefial.

cols betyveen nuclear _faC|I|t|es in the I\_“S and D_OE O Eurther evidence that Russia understands and is seek-
US nathnal laboratories a_II declare _aflrm (:ommltmenfrlg to apply modern, technology-based techniques of
to improving nuclt_aar m_atenals securityMoreover, all nuclear safeguards is found in the fact that a “Concept
of Fhe NIS republics W't.h Weapqn_s—usable nuclear mag e System of State Accounting and Monitoring of
terials except for Russia have joined the NPT as NONuclear Materials,” adopted October 14, 1996, specifi-
nuclear weapon states qnd concluded Cor_r(_aspondn&g”y takes into account “the recommendations of the
safeguards agreements with the IAEA, committing theml'nternational Atomic Energy Agency (IAEA) for national

selves to caea’:jln%nucliarhsafegGuards _sys:]ems fhat(;ng%tems of accounting and control of nuclear materials;
IAEA standardsOne of them, Georgia, has alreadyy,q existing international and national systems of ac-

signed_a Proto_col Ad_d_itior_lal to its_ Safeg‘ﬂards agr_eeme'llounting and control of nuclear materials; and the Rus-
accepting the intensified inspection regime provided fogian Federation’s international commitments in the

by the recent “93+2” reforms of IAEA monitoririg. sphere of nonproliferation of nuclear weapofis.n
Under these agreements, both the safeguards systeg%(' many of the guidelines contained in the Russian

themselves and the nuclear m_aterials_ they are designg ncept for implementing nuclear safeguards at the na-
to protect are subject to IAEA inspection and InVemor)ﬁonal, ministerial, and facility levels are based on simi-

verification. lar practices recommended in IAEA, EU, and DOE
Russia, a nuclear weapon state, has taken indepesafeguards documerits.

dent steps to address the nuclear materials security prob-ln general, NIS officials at the nuclear facilities level

lem. I_n Sep(;[ember 1994'“%5“?'9?“ Yeltsin iss?egre committed to modernizing their MPC & A systems,
Ehxecutlve Order Nfo.h1923, On ]E)I’IOI’I'[y I\/!easurgs ?rbut are hampered by lack of funding due to the continu-
the Improvement of the System of Accounting and Sa Qhg regional economic crisis. For example, in July 1995,

guarding OT Nuclear Material._" Prime Ministe_r Evgeny Mishin, Director-General of the Russian Physi-
Chernomyrdin followed this (_)rd_er in January 1995 W'thcal Protection Enterprise Eleron, noted the need in Rus-
Decree No. 34, “On 1995 Priority Measures to Develo

p | S s f | i C Rja for improved nuclear materials security and expressed
and Implement a State System of Nuclear Materia or};’lppreciation for the U.S. and international financial as-

trol and Accounting_." The federal law “On the Use oficio e that helps support MPC & A upgratieslow-
Nuclear Energy,” (S|_gned Nov_em_ber 21,1995) c_aIIs foE:ver, the traditional deference to authority at nuclear
_MPC & A by operating organgnons and oversight beaciIities in the NIS continues to hinder efforts at im-
independent regu_lat_ory agencies, suc_h_as the Rgssgfbving nuclear material security. Specifically, senior
Nuclear_ and Radiation Safety Supervision Committe acility and government officials and their guests are
(abbreviated as Gosato_mnadzor or GAan Decem- <5 metimes allowed to pass through newly installed ac-
ber 1, 1997, the Russm_n governm_ent issued a stat ss controls to areas containing nuclear matéfials.
(Government of the Russian Federation decree No. 1514)..« prevents confirmation of their identity and moni-
on the _deve_lopment and appr_oval of federal rules_a_ ring to guarantee that they are not carrying nuclear
regulations in the use of atomic energy. These omc'%aterial.

guidelines are helping Russia implement a comprehen-

sive federal program for improving MPC & A systems
at all nuclear facilities. A major step toward institution-
alizing a nuclear safeguards culture is the shift outlined The second indicator is whether or not advocates of
in this legislation from a system that depended upon theffective MPC & A systems and modern, technology-
authoritarian control of people to one that relies on obPased approaches to MPC & A have emerged in the NIS.
jective technical measures, personal responsibility, anidvocates could be facility and enterprise-level manag-
nationally instituted standar@.In this effort, the Rus- €rs, senior Minatom officials with responsibilities for
sian government is coordinating the participation of itdMPC & A, or corporate managers of institutes or firms

Indigenous Advocacy
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producing MPC & A equipment. The development of aated by U.S. national laboratory technicians and found
constituency of MPC & A advocates in government ando meet or exceed the American Society for Testing and
industry who deal with nuclear safety issues on a dailiaterials sensitivity standards. These prototype nuclear
basis is a key element of a nuclear safeguards culturematerial monitors demonstrate the efforts of the Rus-

There is evidence that senior managers are assumi ?n tecfhnical gom_munitydto develop indigeno_us capa-
responsibility for improving MPC & A in Russia. For ities for producing modern MPC & A equipment

example, a single official at Minatom headquarters, thélmllar to that used widely in the West. There are also

deputy director of the Department for Protection of In_several other companies which have engaged in the pro-

formation, Nuclear Materials, and Installations, nOWduction and installation of physical protection equipment.

oversees MPC & A improvements throughout the\mong these are the enterprises Escort Center, Soling,

Minatom complex. Also, at one of Russia’s largest cjand some former subsidiaries of the Minatom enterprise

vilian nuclear facilities, The Institute for Physics andEleron such as Dedal and NIKIRET.

Power Engineering (IPPE) in Obninsk, an independent However, one expert has questioned the strength of
administrative department has been created that is dedidigenous advocacy. He has observed that most of the
cated to implementing and maintaining MPC & A im-advocates of new safeguards initiatives in Russia are
provements across the institute. This is a significarthose individuals with IAEA experienc®. His concern
change, because previously responsibility was spreasthat individuals without such experience may be well-
among a number of different facilities within the insti-trained in the use of new technologies for modern safe-
tute. The director of this department is developing a conguards, but lack an appreciation for the broader
prehensive strategic plan for MPC & A at IPPE. Thissignificance of nonproliferation objectives. While it is
plan has been described by senior IPPE personnel agrige that those with IAEA experience seem to be the prin-
“living document,” which acknowledges the need for acipal advocates for improved MPC & A, these individu-
long-term commitment to nuclear material secufity. als also appear to be well represented in positions of
This designation of a management official responsiblnfluence in the safeguards and security fields in their
for the control and accountability of nuclear materialscountries. Dissemination of information by those advo-
who is organizationally independent from other activi-cates about the political significance of nonproliferation,
ties, mirrors one of the basic requirements for U.Sin addition to improved technical education, could fur-
nuclear facilities contained in DOE Order 563323B.  ther magnify their influence.

In another sign of indigenous advocacy of effective _
MPC & A, over 300 Russian officials, both from federal!nternal Commitment
agencies and from various nuclear facilities, participated A third indicator would be evidence that NIS coun-
in a U.S.-supported international MPC & A conferenceries are taking actions and committing resources to cre-
at IPPE in March 1997. Because U.S. financial suppotte and maintain modern, effective MPC & A systems.
was limited, several nuclear facilities used their owrHowever, budget information about MPC & A activities
funds to send personnel to this conference. The proceég-the NIS is difficult to find and decipher. According to
ings of the conference have been published and inclugrussian Minatom chief Viktor Mikhailov, 75 percent of
many reports by Russian and other NIS personnel adval money spent on MPC & A upgrades in Russia is from
cating improved MPC & A systems, and describing som®ussian funding In fiscal year 1996, the United States
of the independent efforts towards improving nucleagpent about $12 million for MPC & A equipment in-
material security in their institutés. stalled in Russia and on contracts for MPC & A upgrades.

Investment into modern MPC & A technologies is!f Mikhailov's estimate is accurate, this would mean a

slowly growing in Russia and the NIS. For example,RUSSian expenditure of upwards of $36 million on MPC

several institutes and companies have begun manufa&A in fiscal year 1996. Other observers, however, claim
turing portal monitors (based on Western technolog at while Russia budgeted approximately $17 million

that can detect the presence of nuclear materials. R@ MPC & Ain 1997, only $5 million was actually allo-
cently, portal monitors built by the All-Russian Scien_cated for these activitiés. Whatever the actual budget

tific Research Institute of Experimental Physicsﬁguresv most nuclear facilities in the NIS are not receiv-
(Arzamas-16) and the Kurchatov Institute were evalul"d adequate funds for building and maintaining effec-
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tive MPC & A systems, and national programs to im-the required licenses for their operations. An official
prove MPC & A are competing with other priorities for from one of these facilities remarked that in order to
scarce resourcés. continue operation his facility had to obtain a license
This situation is not surprising, given the continuingfrom_ GAN and that the _ach|S|t|_on of that license was
economic turmoil in the NIS and the fact that in Russiagontmg_ent upon compliance with nuclear safeguards
for example, federal government spending on a Widéegulatlons?“
range of high priority activities—including national de- Several nuclear facilities have GAN inspectors per-
fense—has declined sharply in recent years. Becausgnently assigned to them. One additional positive sign
there is currently no accurate way to determine overalh Russia is that GAN officials were made officers of
expenditure by these states on MPC & A, a better sentige Russian government during 1997. This has caused
of whether or not the NIS are taking actions and coman increase in pay to GAN officials, who also report being

mitting at least some portion of available resources tgaid on time®

wards imp_rovi_ng _nuclear materials _security can be gained Despite the evidence that some officials are taking
by assessing indigenous efforts to improve nuclear IV”Dgction to improve nuclear material security and that top

& A at the organizational and facility level. government officials have declared nuclear safeguards

The NIS containing the largest amounts of weaponge be a high priority, there is little concrete evidence that
usable nuclear materials—Russia, Ukraine, KazakstaiIS governments have been able to devote significant
and Belarus—have all created independent nuclear regiinancial resources to upgrading MPC & A systems.
latory agencies that have the responsibility for ensuringlowever, this may not mean that these countries are not
that nuclear materials are properly safeguarded. Thaioncerned about the security of their nuclear materials.
efforts to establish bureaucratic and legal structures dé-commitment to improve nuclear material security is a
signed to enforce nuclear materials provide evidence #ky element of a safeguards culture, even if the resources
both an understanding of the need for safeguardint implement that commitment are limit&d.
nuclear materials and a government commitment to take
steps to achieve this end. The nuclear regulatory syBeveloping Indigenous MPC & A Cadres
tems in some of the NIS are more effective than in oth- _— ,

The fourth indicator is the level of progress made to-

ers. For example, the Kazakstan Atomic Energy Agenc%ard the development of cadres of qualified MPC & A
is creating a coherent nuclear safeguards regulatory en-

. . o specialists who design and maintain MPC & A systems.
vironment, while Ukrainian regulatory structures are asy, d . : i ed

et not as clearly defined or implemented. Th e need to train MPQ&Aexperts IS recognhized across
y . . ) She NIS as a prerequisite for an effective nuclear mate-
Kazakstani regulatory environment has so far not pro- ; ) :

o : ) rial security system and a key element in developing a

duced better facility safeguards than in Ukraine, but |E . .
does offer a structure unon which to base svstemic imn_uclear safeguards culture. In Russia, the Russian Meth-

rovement? P y odological and Training Center (RMTC) at Obninsk has
P ' been designated as the premier MPC & A training insti-

In Russia, where GAN is still establishing its regulatute both for Minatom and GAN. This facility is being

tory authority, a number of nuclear research instituteso-sponsored with Minatom by DOE and the Joint Re-
have reported making improvements to their securitgearch Center of the European Commission, and has
systems as a result of GAN inspections. For exampléeveloped and taught many courses over the past two
during the initial site visit by U.S. MPC & A personnel years. As evidence of a long-term commitment to de-
to one nuclear research institute in Russia, weapons-ugsloping indigenous cadres, RMTC has plans for expan-
able material was reported to have been consolidategibon of the curriculum, for transition of the courses to
from three locations into one central storage facility aéxclusively Russian trainers, for the development of
the insistence of GAN. Personnel from another Russiamobile training teams, for creating the capability to teach
nuclear facility informed U.S. laboratory officials that courses remotely via television and the internet, and for
GAN ordered the construction of a new security perimformulation of a long-term strategy for sustaining the
eter around critical areas. Two other facilities initiatedraining program. Physical protection training has his-
cooperative programs with the DOE MPC & A programtorically been conducted at the Interdepartmental Spe-

because of concerns about GAN’s willingness to grantial Education Center (ISEC) in Obninsk, and Western
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concepts are being introduced there as well as part 8fprogram has already had an impact on approaches to
the international cooperation. RMTC is also involvednhuclear material security at the national and facility level.

in discussions of creating a similar MPC & A trainingFor example, upgraded MPC & A systems have been
facility east of the Urals, perhaps at Chelyabinsk-70. installed with U.S. assistance at over a dozen nuclear

In addition to dedicated training centers such as thf@(?i"ties in the NIS and over 1,000 individuals have re-

RMTC, MPC & A training programs are an integral partcelved U.S.-supported MPC & A training. In Russia,

of the U.S.-supported MPC & A upgrades at each nucle2?® Unit_ed States has helped to develop nuclear regula-
facility in the NIS. This training covers the use of mod-o"Y legislation for the federal nuclear MC & A and as-

ern tamper-indicating devices and non-destructive ass%fted with the drafting of general provisions for MC &

equipment, taking physical inventory, and in some cas and physical protection that are containeql in guidar_lce
vulnerability assessment procedures. As the cooperdocuments from government safety regulation agencies,
tive DOE MPC & A program has matured, individual such as GAN? Cooperanv_e programs ha_ve_z provided
facilities have expanded the training to include theirowﬂi1UCIear measu_remen_t equipment and training to GAN
individually tailored courses. For example, the Institutd"SPECtors. This assistance has exposed a broad range
of Atomic Reactors at Dimitrovgrad in Russia has insti®f 9overnment officials and nuclear facility managers to

tuted a training program for guards in the use of hanc{podern MPC & A concepts and practices.

held radiation detectors for monitoring personnel and The Latvian Academy of Sciences’ Nuclear Research
vehicles at entry and exit poirfs.This program dem- Center near Riga provides another illustration of the
onstrates that nuclear facility managers are willing tompact of U.S. MPC & A cooperation. Before MPC &
develop training activities that meet their particular MPCA cooperation with the United States began there, nuclear
& A needs. material locations, movements, and transfers at the fa-

Another indication of the recognition in Russia thatCility were recorded in paper notebooks. The facility

MPC & A education and training programs are key tocould not measure the nuclear fuel items and used a pa-

sustained nuclear materials security is the developmeﬂ?r system for nuclear_materlal inventory and acc_ount-
of two graduate-level MPC & A programs in Russia."9" As part of the Latvian-U.S. MPC & A cooperation,

The first is at Moscow Engineering and Physics Insti® modern, computer-based gamma-ray spec_:troscopy Sys-
m was provided for measuring nuclear items. This

tute (MIFI). This program started its first class in Sep:[e _ _ :
tember 1997. The second is at Tomsk PontechniEqUIpment is part of a new computerized nuclear MC &

University, and, while still in its early stages, it is ex- A system that helps produce accurate and timely nuclear

pected to build upon the experience of the MIFI pro_matenal inventory reports.

gram. Finally, dozens of MPC & A training experts from In Belarus, U.S. MPC & A program officials have been
Russia and Ukraine attended an international seminaxorking with the Sosny Science and Technical Center, a
“The Role of Training in Implementing Effective MPC nuclear research facility near Minsk, and
& A Systems,” at the RMTC in Obninsk in SeptemberPromatomnadzor (PAM), the Belarusian national nuclear
1997. Representatives from several nuclear facilitieegulatory agency. A computerized MC & A system for
reported on the MPC & A training programs that hadhe Sosny Center was designed through this cooperation

been initiated at their plants. that will meet the nuclear safeguards requirements of
both PAM and the IAEA! Personnel from the Sosny

IMPACT OF U.S. AND OTHER Science and Technical Center and Promatomnadzor have

INTERNATIONAL PROGRAMS ON NUCLEAR also received U.S.-supported MPC & A training.

SAFEGUARDS IN THE NIS Nuclear facility personnel in Russia have confirmed
The United States and other international partners havie positive impact of U.S. MPC & A cooperation. For
been providing assistance to improve nuclear materiaBxample, when queried about attending MPC & A
security in Russia, the NIS, and the Baltic states singgourses at the RMTC in Obninsk, officials from one
the early 1990s. This assistance is designed to mak&issian nuclear facility asked whether the course was
rapid MPC & A upgrades at sites containing weapondo be taught by Americans or Russians. When told that
usable nuclear material and help establish the foundd-would be Americans, their level of enthusiasm in-
tion for a nuclear safeguards culture. The U.S. MPC &reased. This is a mixed indicator, because while enthu-
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siasm for American MPC & A experts shows interest irin the NIS to raise the level of protection against threats
the topic and high regard for American MPC & A prac-from inside facilities—in contrast to the traditional So-
tices, itis more important over time for indigenous MPCriet emphasis on threats from outsiders—and also pro-
& A trainers to earn the respect of their peers. On mote the transition from a financial based accounting
positive note, in July 1997, Pavel P. Mizin of the Luchsystem to one based on physical measurements.
Research and Production Association in Podolsk, RUs- £ cation and training are fundamental to the pro-

sia asserted that U.S. assistance had allowed the planttQ.. ¢ change. Routine training and retraining by com-

take its efforts to improve MPC & A to a qualitatively petent NIS instructors in modern MPC & A principles

new level. Mizin described how U.S. assistance helpe%nd practices are essential components of a long-term
reduce the number of areas that qontaln Wez_;\pc_)ns-usal&%gram. NIS officials must be willing to support the
nuclear material at Luch and provided security IMProves ining and education infrastructure and to continue to
ments for these areas. Lu_ch employees th_’ receiVefeak out about the importance of the overall program.
U.S.-supported MPC & A training are now teaching MPCWestern supporters of new NIS programs must recog-
& A courses to other plant personfiel. nize the long-term nature of their involvement. Success

A recent report from R. I. llkaev, director of the Rus-of new training and educational institutions such as the
sian Federal Nuclear Center at Arzamas-16, states tHaMTC and the MIFI graduate program will require con-
the completion of MPC & A upgrades at his institute’stinuing outside support.

pulsed reactor facility were only possible due to the joint Continued support for a broad spectrum of NIS ex-

eﬁgrts of U.S. and Russian lfpec_@llslts. ':e notés thab s at symposia, conferences, and in educational pro-
U.S. assistance was especially critical to the MPC & Ao ¢ velated to nuclear safeguards and nonproliferation
design review, and to the purchasing and testing of equiRq 4 il also be fruitful. Such activities are impor-
ment. This newly installed MPC & A system shares, . tor strengthening the non-technical aspects of MPC
many features of the most modern technology-basegd o “\wjithout them, there is a risk that current U.S. and
MPC & A systems, including personnel access Comroknternational efforts will help produce an MPC & A
video surveillance, nuclear material detectors at all e'gorkforce in the NIS that has excellent technical skills

try and §X|t p0|(;1ts, andla computer;]zed nuc;lea_lr ma:erl ut lacks a well-developed appreciation of the broader
accour,1t|ng an _contro system. The conclusion o Mrpolitical dimension of nonproliferatiofi. Activities that
Ilkaev’s report is that the MPC & A system at the

n?ight be useful in this regard include the hosting of NIS

Arzamas-16 reactor facility can serve as an example %ersonnel at U.S. universities and non-governmental
the type of system that could be installed at many nucle t?ganizations with strong nonproliferation research pro-

industry facilities' grams, as well as the attendance of such personnel at
DOE nonproliferation training seminars. The introduc-

CONCLUSIONS: PROGRESS, BUT FURTHER tion of broader nonproliferation training at MPC & A

STEPS STILL NEEDED training institutes in the NIS should also be considered.

This essay presents indicators that provide a frame- aAnother way to strengthen a nuclear safeguards cul-
work for analysis of progress toward establishing §yre in the NIS might be for NIS specialists to provide
nuclea_r safeguards_ culture in the NIS. Most of thg ®Vihformation and support to public interest groups and
dence is anecdotal in nature. However, our analysis SUglacted officials on the need for effective nuclear safe-
gests that the rudiments of a nuclear safeguards cultyi@ards. The protection of nuclear materials is as much a
are emerging in the NIS and that the U.S. and other @Jblic safety issue as it is a national security issue. In-
ternatlo_nal efforts to help fostgr a nuclear safeguar easing the grass roots demand for accurate informa-
culture in the NIS are succeeding. Nonetheless, muGhy, and accountability regarding nuclear activities can
work remains to be done to strengthen the commitmeicrease official incentives for nuclear regulatory en-

to nuclear materials security in the NIS. The process 9fcement and could lead to larger budgets for regula-
institutionalizing change will be a long one. Develop-tory agencies.

ment of a pervasive shared belief in the critical impor-
tance of effective MPC & A will take time. Western OVer the long term, the development and growth of

safeguards specialists should continue assisting efforfadigenous MPC & A equipment manufacturing, main-
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tenance, certification, and repair capability in the N|Sullison, et al, Avoiding Nuclear Anarchy: Containing the Threat of Loose

: 2 jan Nuclear W d Fissile Mate(@ambridge: MIT Press,
also require Western support. Whether joint venture§gee oo soas, o e Fieste Matet@hmbridge ess

licensing arrangements, or local entrepreneurship willm. Cuypers and P. Frigola, “Co-operative Support to the Russian Federa-

be the right vehicles remains to be seen. Issues of COH‘?D in the Field of Nuclear Safeguards. Progress and Evolution,” Proceed-
’ ings of the Institute of Nuclear Materials Management Annual Meeting,

petition with U.S. and other Western industry should b@noenix, Arizona, July 20-24, 1997.
faced, but an Indlgenous Industry supplylng safeguards;\ternational Nuclear Safety Adyisory GrOL‘_RB,fety CuItl_JreSafety Series
equipment is of critical importance to the Iong-term prosl_\lo. 75-INSAG-4 (Vienna, Austria: International Atomic Energy Agency,
1991), p. 3.
pects of a modern safeguards culture. 8 The authors thank Fred Morris, Pacific Northwest National Laboratory for
. . . . is suggestions regarding this definition.

A major hurdle ye_t to be overcome_: _|_S th_e historical Again thanks to Fred Morris for his contributions. For a more complete
deference to authority at nuclear facilities in the NISdescription of the goals of the DOE MPC & A program, see U.S. Department
Senior facility and government officials must break with®f Eneray:MPC & A Program Strategic Plagiashington, D.C.: U.S. De-

o X ” ) . partment of Energy, January 1998), pp. 8-9.
tradition and begin to submit personally to newly insti-oThe only relevant international accord concerning the protection of nuclear

tuted access control Systems and other new Safeguarﬁﬂf,eriws against theft, the 1980 Convention on the Physical Protection of

t Thei ti il K | to thei Nuclear Material, covers nuclear material for peaceful purposes while in in-
systems. elr actions will speak volumes 1o their pert'ernational transport. However, it has neither verification nor enforcement

sonnel and become a strong catalyst for change. provisions. See National Academy of Scien@sliferation Concerns: As-
. o .. sessing U.S. Efforts to Help Contain Nuclear and Other Dangerous Materi-
Flnally, the overall responSIblllty for Safeguards withinals and Technologies in the Former Soviet Urfidashington, D.C.: National
a country rests with that country’s govemment_ Regu|a%cademy of Sciences/National Research Council, April 1997).

t t t d lati that | d t 11 SeeThe Physical Protection of Nuclear Materidhternational Atomic
ory structures and regulations that are clear, unaersta iergy Agency INFCIRC/225/Rev. 3, September, 1993. These guidelines

able, and not overly burdensome will encouragere advisory and not the subject of legal obligation.

compliance Western assistance in development of SultheeThe Structure and Content of Agreements Between the Agency and
' gates Required in Connection with the Treaty on the Non-Proliferation of

a regulatory structure should be continued and expandaﬁirclear Weaponsnternational Atomic Energy Agency INFCIRC/153, 1972,

pp. 3, 9. The nuclear weapons states, it should be noted, have placed a small

number of nuclear facilities under voluntary IAEA safeguards agreements.

13 National Academy of ScienceBroliferation Concerns

4 Safeguards requirements for U.S. Nuclear Regulatory Commission licensed

facilities are codified irCode of Federal Regulation$itle 10, Energy, Of-

fice of the Federal Register, Washington, D.C., 1990. Standards for U.S.

Department of Energy nuclear facilities are similar to NRC regulations and

are contained in U.S. Department of Ene@yder Series 5633.3BNash-

ington, DC, September 7, 1994. See also Oleg Bukharin, “Security of Fis-

sile Materials in RussjaAnnual Review of Energy Environmezit (1996),

p. 482.

15 Bukharin, “Security of Fissile Materials in Russi@. 469.

- - - - 16 See National Academy of SciencPsoliferation ConcernsThis bench-

! The authors thank Debbie Ball, Les Fishbone, Fred Morris, Teri Olascoaggyark has been acknowledged by Russia, and the other NIS. All of the states

William Potter, and Randy Watkins for their comments on this article. They e former Soviet Union except Russia are NNWS parties to the NPT and

?plnlons expressed are the authors’ alone. have concluded IAEA safeguards agreements. Since 1984, the Soviet Union
Former Defense Secretary William Perry has warned that attempts by rogugq |ater Russia have followed IAEA guidelines for the design of safeguards

nations and terrorist groups to obtain nuclear weapons are “the single MQ§isiems for selected nuclear facilities. See Alexander Rumyantsev, “The

important security issue” facing the United States today. See “Perry I1SSUe&.cqunting and Control of Nuclear Material and radioactive Substances in
Warning on Rogue Nations&rmed Forces Newswire Servidéay 14, 1996. Russia,”Yaderny Kontrol DigestSpring 1996), p. 6.

* See U.S. Department of Energy, Office of Arms Control and Nonprolifera1 gee, for example the following press statements, “Clinton-Yeltsin Joint
tion, Partnership for Nuclear Material Securifvashington D.C.: U.S.  giatement on Nonproliferation,” May 10, 1995; “U.S.-Russian Report on
Departmen_t of Energy, January 1997), p. 3. . . the Safety and Security of Nuclear Materials,” exchanged at the Hyde Park
4 For a review of the known nuclear smuggling cases see William Pottek;mmit, October, 23, 1995: “Report on the Nuclear Safety Summit,” April
“Before the Deluge? Assessing the Threat of Nuclear Leakage From the Posi 1 g96; “0'Leary-Mikhailov Joint Statement On Protection, Control, and
Eov'et_ States,Arms Control Todap5 (October 1995), pp. 9-16. Accounting of Nuclear Materials,” June 30, 1995; “Agreement Between the
In this essay, weapons-usable nuclear material is HEU enriched above &)narment of Energy of the United States of America and the Federal Nuclear
percent Uranium-235, and plutonium of any isotopic concentration. Expert§,y Radiation Authority of the Russian Federation to Cooperate on National

believe that the Soviet Union produced as much as 1,350 metric tons @fyiection, Control, and Accounting of Nuclear Materials,” June 30, 1995:

weapons-usable nuclear material, and Russia continues to produce 1.5 M@gtocol of the First Meeting of the Joint Coordinating Committee of the
ric tons of plutonium per year that is being placed in storage. Most of thigyniteq States Department of Energy and the Federal Nuclear and Radiation
material resides in assembled nuclear weapons in the custody of the Russﬁjnthority of Russia,” October, 27, 1995: “O’Leary-Mikhailov Joint State-
military. Because they are strictly accounted for, difficult to transport, andyant on Guiding Principles of Cooperation Between The Ministry of Atomic
heavily guarded within secure military installations, these assembled nUde@'nergy of the Russian Federation and the Department of Energy of the United
weapons are considered to be much less vulnerable to theft or diversion théfbtes in the Area of Control, Accountability, and Physical Protection of
weapons-usable nuclear materials in other forms. The security of Russia§clear Material,” January 30, 1996; “O’Leary-Mikhailov Joint Statement
newly produced plutonium, however, remains in doubt. See Graham Ty control, Accounting, and Physical Protection of Nuclear Materials,” Janu-
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ary 30, 1996; “O’Leary-Mikhailov Joint Statement On Control, Accounting, Assistance to Russia, Kazakstan, and Ukraine,” proceedings of the Institute
and Physical Protection of Nuclear Material,” July 15, 1996; “O’Leary- of Nuclear Materials Management Annual Meeting, Phoenix, Arizona, July
Mikhailov Joint Statement on Safe And Secure Transportation of Nuclea?0-24, 1997.

Materials,” July 15, 1996; “Joint Statement on Cooperation Between thé& Russian nuclear facility officials, interviews with authors at various loca-
Ministry of Defense of The Russian Federation and The United States Dé&ons in Russia (names and locations withheld on request), 1997.
partment of Energy on Control, Accounting, and Physical Protection of® GAN official (name withheld by request), interview with author, Moscow,
Nuclear Materials,” September 17, 1996; and “Annex to the Report of th&®ussia, November 1997.

Committee on Nuclear Energy of the Russian-U.S. Commission on Economi€ More data and other analytical approaches might provide a clearer under-
and Technological Cooperation On Cooperation on Accounting, Control, anstanding of the degree of commitment that exists to improve nuclear safe-
Physical Protection of Nuclear Materials at Serial Production Facilities,"guards. An assessment of how nuclear facility managers use the funds
February 7, 1997. available to them, given a range of priorities, could help measure such com-
18 Belarus, Georgia, Kazakstan, Latvia, Ukraine, and Uzbekistan have athitment, but such an assessment is beyond the scope of this essay.
concluded Safeguards agreements. Kenji Muraketral, “|AEA Safeguards 3" Yuri |. Kharlanovet al.,, “U.S./Russia Cooperation in Material Protection,
implementation and verification of the initial inventory declarations in theControl and Accounting at the SSC-RIAR, Dimitrovgrad,” in section on
NIS,” Proceedings of the Institute of Nuclear Materials Management An“Russia: Civilian Large Fuel facilities,” in U.S. Department of Eneldgyted

nual Meeting, July 20-24, 1997, Phoenix, Arizona; and “General ConferStates/former Soviet Union: Program of Cooperation on Nuclear Material
ence Forty-First Regular SessiolAEA Journal(October 3, 1997). Protection, Control and Accountin@Vvashington, D.C.: U.S. Department of

19 Gosatomnadzor (GAN) is the Russian nuclear regulatory agency that r&nergy, December 1997), p. 29.

ports directly to the President of the Russian Federation and has been giviiRecommendations of the international seminar, “The Role of Training in
responsibility for oversight of the security and accounting of civilian nucleadmplementing Effective MPC & A Systems,” Obninsk, Russia, September
materials. 22-26, 1997.

20 See “Nuclear Security: Before and After the Moscow Summit: An Inter-*® U.S. Department of Energy]PC & A Program Strategic Pla@Washing-
view with Yuri Baturin, Russian Presidential Aide for National Security,” ton D.C.; U.S. Department of Energy, January 1998), p. 20.

Yaderny Kontrol DigestSummer 1996), pp. 9-10, and “Concept for the % U.S. Department of Energy, Office of Arms Control and Nonproliferation,
System of State Accounting and Monitoring of Nuclear Materials,” and Dedmproving Nuclear Materials Security at the Latvian Academy of Sciences
cree of the Russian Federation Government No. 1205 of 14 October 1998uclear Research CentéwWashington, D.C.: U.S. Department of Energy,
Rossiyskaya Gazet@ctober 29, 1996, p. 5. 1996).

2! For example, Minatom centralized responsibility for upgrading MPC & A* U.S. Department of Energy, Office of Arms Control and Nonproliferation,
at its nuclear facilities under the Second Main Department for the Protectiomproving Nuclear Materials Security at the Sosny Science and Technical
of Information, Nuclear Materials, and Installations. The Russian FederaCenter(Washington, D.C.; U.S. Department of Energy, June 1997).
Nuclear Research Center at Arzamas-16 was designated the overall techfiiPavel Mizinet al., “Progress in MPC & A Upgrades at Luch,” proceedings
cal integrator for this effort and several other Minatom laboratories and erof the Institute of Nuclear Materials Management Annual Meeting, Phoenix,
terprises were given specific responsibilities. The All-Russian ScientificArizona, July 20-24, 1997.

Research Institute of Inorganic Materials imeni Bochvar (VNIINM) is re- # Russian Federal Nuclear Cent@rptection, Control and Accountability
sponsible for technical measurements, and the All-Russian Scientific R€Arzamas-16: Russian Federal Nuclear Center, 1997), p. 3.

search Institute of Automatics (VNIIA) is responsible for the development of“ The authors wish to thank William Potter for alerting them to this concern.
MPC & A instruments. Eleron, which is the physical protection technology

branch of MINATOM, will take the lead in developing physical protection

systems.

22 Rossiyskaya Gazet®ctober 29, 1996, p. 5.

2 |bid. See in particular section 6, “Basic Principles of the Functioning of

the System of State Accounting and Monitoring of Nuclear Materials.”

2 Remarks by Director-General Evgeny Mishin of the Physical Protection

Enterprise Eleron at the 36th Annual Meeting of the Institute of Nuclear
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27 DOE Order 5633.3BControl and Accountability of Nuclear Materials

(Washington D.C.: U.S. Department of Energy, 1994).

28 See the Proceedings of the Russian International Conference on Nuclear

Material Protection, Control and Accounting, Vols. 1-3, Institute of Physics

and Power Engineering, Obninsk, Russia, March 9-14, 1997.
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in the Former Soviet Union,” proceedings of the Institute of Nuclear Materi-
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