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nuclear materiafsand the physical protection requirement§. Second, the growth in the international
measures states apply to those materials. Theredgemmunity’s reliance on nuclear energy will also create
much less chance of illicit trafficking of nuclear materialsstocks of nuclear materials that must be protected from

There is a clear link between illicit trafficking of ric tons of plutonium that are in excess of their military

if those materials are adequately proteéte®r. Mo-  both inside and outside thredtsThese materials will

hamed ElIBaradei, Director

General of the International
Atomic Energy Agency

(IAEA), has stated that “The
importance of having effec-
tive physical protection sys-
tems in place has beer
highlighted by the threat
posed by the well publicized
illicit trafficking incidents in

the mid-1990s. These inci-
dents pointed to the possibil-
ity of unauthorized access tg
direct use material and to pof
tential weaknesses in the
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physical protection system.”

add to the tons of sepa-
rated plutonium in storage
for civilian uses around the
world.**  This amount is
also expected to increase
because reprocessing is
outpacing fabrication of
this material into mixed-
oxide (MOX) fuel or dis-
position by other mearis.
All of the plutonium pro-
duced, stored, and trans-
ported should be under
adequate physical protec-
tion at all times.

The degraded physical

rotection measures in the newly independent states of
e former Soviet Union (NIS) point to the need for im-

i rovement. United States personnel visiting nuclear fa-
for do_mestlc use, storage, and transport, or for nlJClegflities in these regions have noted the following types of
r_natenal us_ed for othe_r than peaceful purposes. Imer_naéficiencies in the physical protection of nuclear materi-
tional physical protection standards for nuclear matenaahs: inadequate defenses of buildings and facilities; inad-
for peacef_ul purposes in _international_ transport are € quate central alarm stations, assessment, and display
tablished in the Convention on Physical Protection o apabilities; inadequate detection of intrusion; poor ac-

NU(l:_Ifear _Mat?rlalsl (PPC).The Trelaj?-/ %n t_he l\(ljon- cess control; inadequate fences; lack of portal monitors
Proliferation of Nuclear Weapons (NP3 designed t0  , yetect fissile materials or weapons leaving or entering

prevent the diversion by states of nuclear materials frorg site; and inadequate protection of guards from small-
pe_:aceful t_o military uses, but it has no prqvisions dealingrms fire* As a case in point, in 1993, two men broke
with phy5|cal_ protect_lqn standards._ While IAEA S‘F"fe'into a Russian submarine fuel storage facility through an
guards provide sufficient accounting and control for,, e ted gate. One of the men climbed through a hole
nuclear material, they do not address issues of physiclﬂl the fence around the building where the fuel was
protection of nuclear materials. Finally, a newly negotiy, e The two men obtained 4.5 kilograms of fresh 20

ated Convention on Nuclear Saf@ty designed to pro- percent-enriched uranium fuel by sawing off a padléck.
mote the safety of nuclear energy in a “safe, well regulated

and environmentally sound” international community, but 1 he old Soviet system relied heavily on internal secu-
it does not address the basic issues of physical protectier
of nuclear material. Bonnie D. Jenkins is a Ph.D. candidate in the Foreign

. . Affairs Department at the University of Virginia and
The need for adequate physical protection of nuclezﬂ s worked as an attorney at the U.S. Arms Control

materials can be expected to increase for a number 9F 4 Disarmament Agency since 1990. She is also an

reasong. First is the reduction in nuclear weapons byadjunct professor at the Georgetown University Law

the Unlt_ed States and the Russian Federation. The ant enter, and co-chairperson of the Arms Control and
pated dismantlement will result in more nuclear materi

tockpiles that th tected. In addit the Unit isarmament Committee of the American Bar
stockpiies that must be protected. 1n addition, the Unite ssociation’s International Law Section.

States and Russia together have identified over 100 met-

However, despite the clear benefit of protection, there i
currently no international legal agreement establishin&
standardsof physical protection for nuclear materials
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rity forces to protect nuclear materials. However, withdards beyond those of the PPC, and a combination of an
the economic conditions that followed the collapse of thamended PPC and provisions on physical protection in
Soviet Union, there has been a significant decrease the U.N. Convention on Nuclear Terrorism.

the number of guards at facilities, a general decline of

state control over security since the fall of communismHISTORY OF THE IAEA'S PHYSICAL

and a lack of new technical measures for replacing teROTECTION RECOMMENDATIONS AND

prior human-based system of controls. Also, manyHE PPC

nuclear workers have not received wages for long peri-

L . ) . T Physical protection of nuclear materials and facilities
ods of time increasing the incentives for insider theft for f hods th ill “d d del
personal gairf refers to methods that will “detect and delay any unau-

thorized penetration of barriers and portals...and are the

The existence of nuclear material in regions wherenost visible and pervasive components of a nuclear safe-
there is instability and a corresponding need for morguards system'® The goal is to protect nuclear materi-
transparent physical protection standards also should B& from diversion from insiders, as well as theft from
addressed. There is little known about the standards efitsiders. These methods include alarms, fences, mul-
China, India, Pakistan, and Israel, for example. An intiple barriers, limited access points, guards, detection de-
ternational convention could be the vehicle to addresgces, assessment cameras and lighting, barriers, and
this issue. related technologies.

Each state possessing nuclear materials has a clearhe responsibility for assuring physical protection of
responsibility to ensure that such material cannot be stauclear materials and facilities rests with individual
len. George Bunn, a negotiator of the NPT, discussestates, which have responsibility for establishing and
the importance of physical protection succinctly: “If | operating a physical protection oversight system. How-
had known when the NPT was being negotiated whatdver, many in the international community have real-
know now, | would have urged the addition of provi-ized that what a state does to protect nuclear materials
sions requiring parties to adopt domestic legislation reand facilities in its jurisdiction is of concern to other
quiring national systems of physical protection and contrdtates as welP. The IAEA became involved in the issue
over nuclear material and making illicit trafficking in suchof physical protection of nuclear materials in 1972 when
material a national crimé? it developed recommendations for physical protection

This essay argues that due to the increased importargi@ndards for nuclear materials. The standards apply to
of adequate physical protection standards for nucle&l nuclear materials in use, storage, and transport, both

materials. the IAEA Recommendations for the Physicaqlomestically and internationally, and without distinction
Protection of Nuclear Materials. INFCIRC/225 between nuclear material intended for peaceful or mili-

(INFCIRC/225), should be made internationally legally@"y PUrposes. The IAEA published its "Recommenda-
binding. First, it gives a brief overview and short historyions for the Physical Protection of Nuclear Materials

of the development of INFCIRC/225/Rev.3 and the PPN 1972, and these recommendations were later revised
Second, this essay focuses on why an international agrd@{he 1975 INFCIRC/225/Corrected. An Advisory Group

ment on physical protection standards for nuclear mat&?€tin 1977 to modify the recommendations, which later
rials, beyond those contained in the PPC, is needed. 'iSulted in INFCIRC/225/Rev.2, completed in 1989.

then explores how some states have incorporatedin 1979, a parallel process culminated in the adoption
INFCIRC/225 physical protection standards into interof the PPC, although for many years it lacked the re-
national and domestic agreements and legislation. Finallyuired number of state ratifications (21) to enter into force.
it discusses some of the legal fora and framewthr&s At the time the PPC was negotiated, the United States
could provide the method and means for the negotiatiomgd proposed that the standards for nuclear material ap-
and conclusion of a legally binding convention on physiply to domestic use as well. However, this proposal was
cal protection of nuclear materials, based on thaot acceptable to other states. The states agreed that
INFCIRC/225 standards. These include the current U.Nsstablishing physical protection standards for international
Sixth Committee negotiations for a Convention on Nucleafransport was most important at that time, and standards
Terrorism, amending the PPC, negotiating a new corfor domestic use, storage, and transport could be consid-
vention to specifically provide for physical protection stanered in the future. Additionally, the United States had
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objected to language in the PPC that would have includeteir physical protection standards, including adopting
standards for nuclear materials used for military purregulations to establish, implement, and maintain the physi-
poses? In both cases, a compromise was inserted intoal protection system (including periodic reviews of li-
the “Preamble to the Convention.” censed activities, quality assurance programs, and periodic

The PPC finally entered into force in 1987 and nowfudits of secu_rit_y.procedure impler_nentation)—’Iicenging
has 60 states parties. It establishes physical protecti(S’ll]lly thqse activities that comply W'th the state’s phyS|caI’
standards for nuclear material used for peaceful purposBEOteCt'on standar(_js— and sa_nctlons to enforce the staFe S
in international transport, thus making them much mor tandards of physical _protectlon. States should also in-
limited in scope than INFCIRC/225 standards. The PP m eqch other Of points of contact fqr matters _r_e_lated
also has no inspection provisions. In addition, althougﬁ) physical protection of nuclear material and facilities.
Article 14 obligates states to inform the depositary of its Physical protection measures under INFCIRC/225 are
laws and regulations adopted to implement the PPC, mad¢termined according to the type and amount of the
states have not complied. Therefore, there is no assurdclear material used, stored, or transported (domesti-
ance that states are adhering to their international obligaally or internationally¥® Like the PPC, INFCIRC/225
tions undertaken in the PPC. The PPC also provides fbas three categories of nuclear matéfidlinlike the
international cooperation for the recovery and return oPPC, however, the standards in INFCIRC/225 for each
stolen nuclear material, in addition to the application o€ategory of nuclear material are more detailed.
criminal sanctions against persons who commit crimindNFCIRC/225 incorporates a concept of layered or in-
acts involving nuclear material. States are obligated tdepth protection depending on the category into which
adopt statutes prohibiting the illicit trafficking of nuclear the nuclear material falk. Category |, which requires
materials by individual&: the highest security measures, includes facilities with

In 1992, during the Review Conference of the Stateg'vO kilograms_(kg) or_more_ unirradiated_ plutonium.
Parties to the PPC, members called on the IAEA fo?ategoryll,wmch requires mid-level security measures,
another review of INECIRC/225 to focus on assurin jncludes facilities that contain less than two kg but more
the consistency of the nuclear material categories withi an 500 grams of plutonium. QategoryZFI '\_Nh'Ch re-
INFCIRC/225 and the PPC. Following meetings in Jun8uires the Ie_a_s_t amc_)unt of physical protection measures,
1993, a revised version of INFCIRC/225 was completeﬂmludeS facilities with 15 to 500 grams of plutonieim.
and published as INFCIRC/225/Rev.3 in September 1993. As an example of the types of requirements for each

The INFCIRC/225 guidelines are designed to preven(fategory' for stored nuclear _mgte_rials, Ca‘egofy | mate-
the theft of nuclear materials and the sabotage of nuclerc"i?lI ShZSUId be stored only within amner area or inner
materials and facilities. This is to be done by deterring_reas' Armed _guards are strongly preferred_, and Spe-
threats or defeating such threats through a physical pr lal badges, strictly cqntrolled access, and_rellable physi-
tection system that criminals and terrorists see as t ! barn_ers_ are requiredategory Il mgtenal must be
difficult to defeat, and by physical protection measure§t°recl W_'th'n grotected area or areas_zv_lth access kept
that make the material or facility an unattractive tatgjet. to the minimum necessary and requiring special passes.
The INFCIRC/225 guidelines are not legally binding,C"’ltegory Il material must b_e stored_locmtrolled area
but provide requirements that states should meet whéd hav_e a complete physical barrle_r and provision for
developing or updating their physical protection system?,ppmp”me action by_guarc_ls or off-site response for(_:es
and that operators need to follow for protecting nucledf! €3¢ of attempted ntrusions. Ther_e are also physical
material from theft, and the facility from sabotage. Eacfprotection requirements for the transit of nuclear mate-
state develops its own specific physical protection rer-'als'
guirements. There are no inspections to verify that stan-
dards of physical protection are being implemented in ¥€xt Steps for INFCIRC/225

particular state. In June 1996, the IAEA held a meeting of consultants

INFCIRC/225/Rev.3 also provides guidelines for thel® consider providing government authorities and opera-
appropriate regulatory system that states should adof$'s With additional guidance as to how INFCIRC/225

It requires states to maintain oversight responsibilities dfould be properly implemented. More detailed explana-
tions to assist state regulatory authorities and operators
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in interpretation and implementation were developed antion and regulatory oversight are still in need of improve-
published as “IAEA TECDOC-967.” The IAEA also ment® The drafters of INFCIRC/225 recognized that
plans to publish a lengthy handbook that will describestates have different perceived threats, culture, legal sys-
details of designing a physical protection system. tems, and history. Therefore, they accepted that there

In the introduction of IAEA TECDOC-967. the rec- Would be reasonable and necessary variations in the way

ognition of state sovereignty over matters of physica'PhySIcal protectloE_wourI]q be appll_e_d among the states.
protection of nuclear material is reaffirmed. HoweverLHoweV’_ar' elven taking this rlchgrrwlltlon_lnto a]f:cr:]ount, an
the advantages of an international standard for physicgltemat'ona agreementwould, in the opinion ofthe IAEA,

protection of nuclear materials is also highlighted in thé)rowde_ bette_r assurance th"?‘t all states are adequately
following statement: “...itis in the interest of all States tgprotecting their nuclear materials, and would allow states

require the implementation of physical protection sys'EO address a concern that was once believed to be a

tems that are as compatible as possible with the recofffomestic issue but which clearly has an international di-
mendations ofNFCIRC/225/Rev.3, which should be MeNSION

considered as a baseline for any physical protection sys- Many states have taken steps to incorporate INFCIRC/
tem.® 225 into their international agreements and domestic leg-

As a means to keep INFCIRC/225/Rev.3 up-to-dat?lation' However, there still exists a wide disparity in

with technological changes and changes in threat asseg%;(-a application of physical prote_ction s‘_[andards by states.
ments, experts met in June 1998 to update the recorﬁ-St‘F’,‘t(':"S perceptlon ,Of what is required for _adequgte
mendations. The IAEA plans to continue its work inphy_smal prote(?tlon will be_ based on economic (_:onS|qI-
assisting states in developing uniform standards of physf?—rat'ons (que_st|ons regar ding how much fundlng is avail-
cal protection at the request of that state, and based SHI_e_for physical prote_ctlon), other competing concerns,
INFCIRC/225 guidelines. It also hopes to increase thBOI't'CS’ and cultural differences.

exchange of information among states on physical pro- lefe_:rent cgunt]tles hazj/e dlfflerent phyZ'Cﬁl pro-f
tection standards. tection and safeguards cultures, and these af-

fect both how physical protection is

The guidelines in INFCIRC/225 are minimum stan- implemented and the effectiveness of the

dards for what should be done by each state to protect
its nuclear materials, and some have argued that the
INFCIRC/225 standards should be more stringent. An
example of a more stringent physical protection stan-
dard is that proposed by the U.S. National Academy of
Sciences (NASY® The NAS recommends a “stored
weapons standard$’for physical protection of all weap-
ons-usable material (military or civilian). This standard
would require weapons to be placed within highly se-
cure vaults, with multiple layers of protection against

resulting systems. [....] The United States’
approach places heavy emphasis on both well-
armed protection forces and modern technol-
ogy. In Japan, by contrast, where possession
of firearms by private citizens has been for-
bidden for centuries, nuclear facilities do not
have armed guards.... Instead, reliance is
placed on detection and barrier technologies to
provide warning and then delay any attempted
theft until nearby police forces could arritfe.

insider or outsider theft, continuous monitoring, and a . o . .
substantial armed guard. Another suggestion is to re- Terrorist act|V|t_|es are becoming more global in na-
quire that all weapons-usable material must have armdyre. as the terrorist attacks on the New York World Trade

guards in addition to required technology for physical prog:enter, and the To_kyo subwa)_/ by the Aum Shinrikyo
tection32 cult demonstraté. It is therefore important to make sure

that differences in physical protection standards among

states do not result in some physical protection systems

AGREEMENT ON PHYSICAL PROTECTION bemg_ easier to penetratti_ than_ others. Advers_arlnes and
terrorists may be able to “identify the weakest link” and

OF NUCLEAR MATERIALS . ) )
exploit that advantage by stealing nuclear materials from
The IAEA Director General has asserted that in somgne of the least protected faciliti&s.

states, the level of physical protection does not meet mini-
mum INFCIRC/225 standards and that national legisla-

THE NEED FOR AN INTERNATIONAL
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REFERENCES TO INFCIRC/225 IN physical protection in the NSG INFCIRC/254/Rev.2 (the
INTERNATIONAL AGREEMENTS same recommendations as INFCIRC/254 noted above).

Several states have obligated themselves in interna- Guidelines for the Management of Plutonilnil997,
tional agreements to the standards of INFCIRC/225, thuke states of Belgium, China, Germany, Japan, the Rus-
demonstrating its importance as a guideline for desigrsian Federation, Switzerland, the United Kingdom and
ing physical protection standards. In both the “Agreethe United States (countries with substantial civilian
ment Between the Government of the United States aofuclear industries), adopted the Guidelines for the Man-
America and the Government of the Russian Federatiagement of Plutonium (GMPJIn response to concerns
Concerning the Disposition of Highly Enriched Uraniumregarding increasing levels of plutonium worldwiéle,
Extracted from Nuclear Weapons” (HEU Agreem&nt) these guidelines address issues of safeguards, radiologi-
and the “African Nuclear-Weapon Free Zone Treaty'tal protection, physical protection, nuclear material ac-
(ANWF2Z),% the parties adopted INFCIRC/225 as thecountancy and control, international transfers,
proper minimum standard for nuclear materials. management policies, and transparency. On the issue of

Just as states have referred to INFCIRC/225 in intephysical protection, the guidelines provide that the str_;ltes
national legal agreements as the proper minimum staW—'” apply, as appropriate, the PPC, the levels of physical

dard for physical protection of nuclear materials, the}prOtectIon annexed tothe guideliriésind wil take "ac-

have also made similar references in political agreemenf*‘sc.’unt of the recommendations on the Physical Protec-

tion of Nuclear Material published by the IAEA as
Nuclear Suppliers Group Guideline$he Nuclear |NFCIRC 225, Rev.3%

Suppliers Group (NSG},in 1977, adopted INFCIRC/ _ _ _

2544 which contains guidelines for the export of nuclear UNiateral and Bilateral Assistance Progranihere
material, equipment, or technology. In INFCIRC/254, thére a r_lumber of unillateral and multl'lateral_efforts almgd
NSG agreed that all items on their Trigger isee placed at assisting states in upgradl_ng their physical protection
under physical protection according to levels that tak8YStem¢ that base the designs of these upgrades on
into account international recommendations. In additionlNFCIRC/ZZS' For example, '_[he u. S. Department of
in Annex B to INFCIRC/254, which sets forth the crite-Energy’ through the Cooperative Threat Reduction Pro-

ria for levels of physical protection, paragraph 3 providegram and the.MateriaI Protection, C_:ontrol ano_l Account-
that INECIRC/225 of the IAEA is “a useful basis for "9 Program, is upgrading the physical protection system

guiding recipient States in designing a system ofphysicQI]c many facil?ties in Russ_ia, Ukraine, Belarus, Kazak-
protection measures and procedurés.” stan, Lithuania, and Latvia, and hopes to be completed

_ ) ~ with these upgrades by the year 2602n many of the
Programme for Prevention and Combatting lllicit ypgrades, designs are developed according to the inter-

Trafficking During the G-8 Moscow Nuclear Safety andnationally recognized guidelines of INFCIRC/225.
Security Summit in April 1996, the P-8 states adopted ) _ L
the “Programme for Prevention and Combatting lllicit Domestic Standards of Physical Protectitlational

Trafficking in Nuclear Materials” (Programm#)The legislation in several countries has also _drawn on
goal of the Programme is to seek international cooperé\NFlRC/ZZS' For example, the Czech Republic adopted

tion in areas of prevention, detection, exchange of infonglfl Junle 19, 1997, Ia Réagula;uon on F_’IhYS'C,?' Zrort-,efcﬁlon
mation, investigation, and prosecution in cases of illicit Nuclear Materials and Nuclear Facilities,” which fol-

trafficking of nuclear materials. In paragraph 24 of th ows the basic recommendations of INFCIRC/225 and

Programme document, the states encourage the addpe PPC” Similarly, Turkey's “Regulation on Measures

tion of the IAEA recommendations on the physical pro-on Physical Protection of Special Nuclear Materials,”

tection of nuclear material by all states (during the P-@’hiCh entered 'into forcg in 1979,’ _is based on INFCIRC{
summit in June 1997, the states confirmed their Com2_25/Rev.1. This regulation specifies measures for physi-

mitment to the Programme). In addition, the April 1996cal protection of special nuclear material in use, transit,
summit participants agreed on the importance Offmd storage, and also physical protection of nuclear fa-

INFCIRC/225 in its “Nuclear Material Accounting and cilities where in the nuclear material is in use or stor-
53

Control and Physical Protection” docunférand en- age:

couraged all states to apply the recommendations onlIn November 1995, the Russian Federation approved
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the “Law on the Utilization of Atomic Energy,” and, pur- International Convention for the Suppression of Terrorist
suant to this law, in March 1997 adopted the “RegulaBombing.
tions for the Physical Protection of Nuclear Materials, In December 1996, the U.N. General Assembly

Nuclear F_aC|I|t|es anc_l Nuclear Mate_rlal Storage S'tes'édopted a resolution calling for the establishment of an
The physical protection measures in these regulat|or)§d HocCommittee within the U.N. Sixth Committee to

are actually stricter than those set forth in INFCIRC/ZZ%egin negotiations on the proposed Convention for the
and, in fact, are similar to those of the United States an@uppression of Terrorist Bombing, and upon comple-
other countries Ukraine is redesigning and Upgradlngtion of that convention, to begin negotiations on the pro-

its physical protection systems in order to be in Compllbosed Convention on the Suppression of Acts of Nuclear

ance with its own "Regulations for Physical ProtectiOnTerrorism‘?l The Convention for Suppression of Terror-

of Nuclear Materials and Nuclear Facilities” and the Projgt Bombing was completed late in 1997 and was opened

V|S|”25ns of PPC “and also the IAEA recommendanonqor signature early in 1998. Negotiations on the Russian

proposed convention began in the Sixth Committee from
In addition, there are a number of states that havéebruary 27-March 7, 1998. Much of the text of the

physical protection regulations that are equivalent t&®kussian draft convention is drawn from the PPC.

those in INFCIRC/225 (Japatf)categorize their nuclear Article 4 of the draft Russian convention addresses
material_based on those categories set forth in INF_C:IRCEIAe issue of physical protection of nuclear materials.
225 (Chlna and Germany) or have do_mestlc physical Specifically, Article 4 provides that states shall adopt
protection standards t_hat are more strlnggnt th‘?‘t those. Il necessary legislative, administrative and technical
INFCIRC/225 (the United States, the United Klngclom’measures to ensure the physical protection of nuclear

8 - - -
and France)’ material, nuclear fuel, radioactive products or waste, ra-

dioactive substances, nuclear installations and nuclear
NEGOTIATIONS ON AN INTERNATIONAL devices, as well as protection against illegal or unautho-

CONVENTION ON PHYSICAL PROTECTION rized access to them by third parti€s.”

Several states have used INFCIRC/225 standards 10 1nere are three very important points to make regard-
develop thglr regulations and agreements related to_phyﬁll-g the Russian Article 4 proposed text on physical pro-
cal protection of nuclear materials. If this can be INteTtection. First, the physical protection standards would
preted to mean that some states favor possiblg,er more than nuclear materiéls Second, the pro-

negotiations for an international convention on physicglosed text is not limited to peaceful purposes but also
protection of nuclear materials incorporating INFIRC/includes nuclear material to be used for military pur-

225 standards beyond those covered in the PPC, the dUsSses. Third, the text makes no distinction between in-

tion theg becomes, what are the vehicles for such negpsnational transport of materials and domestic transport,
tiations and will also apply to use and storage of nuclear mate-

There are presently at least four options for pursuingal. Unfortunately, this text does not require states to
an internationally binding agreement on physical protecadopt standards that are at least comparable to the
tion standards that go beyond the scope of the PPC. INFCIRC/225 recommended standards.

_ ' During the negotiation, other states made proposals
Option 1: The Draft Convention on the for text on physical protection of nuclear materials to be
Suppression of Acts of Nuclear Terrorism inserted into the draft convention, either for insertion in

In 1996, the Russian representatives to the Sixth Cortle preamble or as an article in the draft text. While
mittee of the United Nations made a proposal for an Insome suggested text would reaffirm that the responsibil-
ternational Convention on Nuclear Terrorism (the Russiafty for the establishment and implementation of physical
Federation submitted a draft text in January, 1897.) protection systems rests with each statether sug-
The purpose of the draft convention is to eliminate gaFﬁeSted text would have the states take note of “recom-
in the international regime designed to suppress acts Bfendations of the International Atomic Energy Agency
nuclear terrorisn® This proposal followed on the heels concerning physical protection of nuclear materia...”

of a proposal, also made in the Sixth Committee, for an There are advantages to using the Russian draft as
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the vehicle to set international standards for physical pr@@ption 2: Amend the Physical Protection
tection beyond those in the PPC. One advantage is t@mnvention

existence of a forum that discusses the issue of phys'calAnother option for developing an international legal

protection as part of an international legal document. Als%greement on physical protection standards that incor-

as th_e draft Articl_e 4 indicatesZ the Russian draft d_o‘:ﬁorates INFCIRC/225 is amending the PPC itSelf.
require the adoption of domestic laws to cover physic

protection standards, not just for nuclear material, but for Prior to the 1992 Review Conference of States Par-
other types of materials as well. In addition, the drafties to the PPC, there were discussions among some states
convention would cover all transport of nuclear materiafegarding proposals for amending the PPC to expand the
(not just international transport), and lastly, there is n@hysical protection provisions to cover more than nuclear
distinction made between peaceful purposes and militafjpaterials for physical protection in international trans-
purposes. However, to adequately address physical pﬂg,ort?f’ However, a number of states did not agree to the
tection issues, there would need to be in Article 4 a didea of amendments to the PPC. In addition, at that time,
rect reference to the IAEA standards, at a minimum, d8i€ focus was on strengthening the NPT safeguards
was agreed to in Article 10 of the ANWFZ. Without athrough the IAEA's 93+2 Programme; strengthening the
reference to IAEA INFCIRC/225 standards, there would®PC was not the priority.

be a question regarding the uniformity of measures At the September 1997 IAEA Board of Governors
adopted by states in furtherance of implementation gheeting, IAEA officials discussed the issue of a pos-
Article 4 of the draft Russian convention. (The agreedible conference on expanding the scope of the PPC. The
text should also make clear that states are free to ad@®bard noted that, as depository, it would, in accordance
physical protection standards more stringent than thosgith Article 20 of the PPC, call such a conference if
in INFCIRC/225.) Of note, however, the draft convenrequested by a majority of states parties.

tion contains no transparency measures, such as verifi-

cation provisions, that would help confirm that states are . : :
: - o . . oal of expanding the scope of physical protection stan-
adopting legislative, administrative, or technical measur

for the physical protection of nuclear materials as re- ards in the PPC, the following types of amendments,

. . , could be adopted (in addition to others):
quired by Article 4 of the draft convention. 1. the application of physical protection standards to

The negotiators of the Russian draft text could also nuclear material in domestic use, storage, and trans-
decide to negotiate actual physical protection standards port;

in the treaty itself. However, this avenue has a number 2. the application of standards to all nuclear material,
of likely limitations. First, it is possible the negotiators  regardless of its intended use;
would be unwilling to do this. The reference to physical 3. the application of standards to other materials, as
protection in the draft text is a small part of a draft con- suggested in the Russian draft text (on this point, the
vention that has many other areas of focus (for example, |AEA believes it would be advantageous to extend
extradition, apprehension, detention and prosecution of coverage to the broadest possible range of radioac-
alleged offenders), and it is unlikely the negotiators would tive material, as well as to nuclear facilities, explo-
be willing to take the time or effort away from other sjves, and other device¥);
equally important areas of the draft text to negotiate sepa- 4. the inclusion of an adequate reference to INFCIRC/
rate physical protection standaféJhis is particularly 225 in the PPC; and
true in light of the many concerns nuclear weapons statess, the inclusion of enforcement provisions.
would have regarding any draft text that would deal with . ,
. ) 9 gany . . As noted earlier, the PPC has no enforcement provi-
international legal standards for physical protection of . : i .

o i : sjons for its physical protection standards. One method
military facilities. Second, there are questions as to the ) : : .

L t0 ensure compliance in the future is to require that states

proper forum for the negotiations. The IAEA has a num-

ber of programs and activities dedicated to physical proqllowmspectlons of their facilities. However, this would

S . . . cause a number of problems for nuclear weapons states
tection issues, and its knowledge in the area is curreri

and continues to expafitlit might be preferable, there- regarding their military facilities. In addition, an inter-

fore, to negotiate detailed issues of physical protection F tlona! body would have to be |d(_ent|f|ed _to perform these
nuclear materials in the IAEA forum in Vienpa. inspections. From the IAEA point of view, the IAEA

If a majority of states request a conference with the
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could conduct the inspections as such inspections wouleetings are to be held among the states parties to re-
be to prevent the material from being used for a nonview the reports, and each state can discuss reports sub-
peaceful purpose by terrorists or another state, and committed by others for purposes of clarification. In addition,
pliance with the IAEA statutory mandate could bein the Joint Convention on the Safety of Spent Fuel Man-
possible? agement and on the Safety of Radioactive Waste Man-
?sgement (Joint Convention), which was opened for

An argument could be made that the existing statute
adequate, since what the IAEA would be doing is Con_§|gnature on October 6, 1997, and has not yet entered

firming at a military facility that the security was suffi- into force, Article 32 obligates states parties to provide

cient to prevent having the material stolen for unauthorize'&atIonal reports on how each state is implementing each

military uses; the IAEA would not be examining or veri-Ob"g?ﬂoa of thgf_co_n\;entioﬁ.ThehJoint Corl;ventior_\ dalzob

fying the military activity at the facility in any way. sets forth specific m_ormatlont at m_ust € provided by
. _ _ the states. Both Article 32 of the Joint Convention and

An alternative to mandatory inspections would be txrticle 5 of the CNS provide good examples of transpar-

encourage states to accept peer reviews based on the Ragfy measures that could be negotiated in an amended
review program established by the IAEAThis pro- ppc.

gram, developed under the International Physical Pro- _

tection Advisory Service, is based on a request made t%” has also been suggested that the IAEA be given au-
a state for expert advice on that state’s physical prote nority to allow _IAEA inspectors to collect m_formatlon
tion system. Upon this request, the IAEA sends exper{§|ated_ to physical protectlpn observ_ed while perform-
to the state to review that state’s physical protection sngg their s_afeguar_ds mspectldﬁsIAEA mspe_ctors have
tem and regulations. Donor states are then asked to prcEJj occasion, dunng a safegua_lrds inspection, taken note
vide financial assistance so that the state can upgrade(i’tfsan obV|_ous physwa_l protection p_roblem _(for example,
physical protection system. In 1996, peer reviews wer door falling Oﬁ_ Its hmg_es?. A_Ilowmg th? mspectors
done in Romania, Bulgaria, and Hungary, and in 1997, iH) collect such mformatlon might not raise issues that
Poland and Hungary. Three to five such reviews arvould be controversial for the nugl_e_ar weapons states
planned in 1998 and such reviews will continue annuall ecause th? IAEA would be in facilities they were per-
if adequate funding is maintained. It would also be ad- itted to visit

vantageous if states such as the United States, JapanSome of the advantages of using the PPC as the
Germany, the United Kingdom, and Russia, also requesteaethod for making INFCIRC/225 legally binding inter-
peer reviews and continued to provide financial supporationally were mentioned above in the review of the
for the IAEA to continue its work in this program. Russian draft. Other advantages are that the PPC is an

States could also be required to submit reports on th&ixisting _mternatlonal agreemetithas an established
domestic standards adopted in compliance with thg\echa_nlsm for amendments, and currently_has 60 par-
amendments to the PPC. As noted earlier, in Article ﬂes toit (thOUQh an effort should be made to increase the
of the PPC, states parties are only requiredftom the nhumber of parties to the PPE).
depositary (the IAEA) of its laws and regulations that In April 1998, the United States concluded a review
implement the provisions of the convention. Howeverpf the PPC, and decided that a “substantial” expansion
a new requirement could be agreed to that would givef the PPC would benefit U.S. national security inter-
more teeth to this provision. For example, an amendesbts. Specifically, the United States supports amending
PPC could mandate when such reports must be providéte PPC to require physical protection of nuclear mate-
(preferably on a periodic basis), provide that states giveal for peaceful purposes (at levels set forth in the IAEA
copies of the reports not just to the depositary but also uidelines) while in domestic use, storage, and transport.
all other states parties, provide details of what should bEhe United States is contacting other parties to the PPC
included in the reports, and provide for a mechanism fdo obtain their views on amending the PPC and to gener-
discussion by states of the reports. In this respect, mte enough interest among states parties for the conven-
Article 5 of the Convention on Nuclear Safety (CNS), ing of a conference to discuss these types of amendments
which was negotiated and concluded in 1994, each statie the PPC?

party is obligated to submit a report on the steps it is At the NPT Preparatory Committee Il meetings held
taking to implement the obligations of the convention.
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in Geneva from April 27 to May 8, 1998, the United StatesQption 4: A Combination of Options 1 and 2
in an intervention, stated that the use of “sound physical Options 1 and 2 above do not have to be mutually ex-

protec_t|on measures”would help preyent theft_o_f DUCIGB(!Iusive. Another option is to address physical protection
mat_enqls as well as re(_juce the I|k_eI|hood of illicit traf-in the Russian convention and also have an amendment
flckmg in nuclear materid® The Unltgd States recalled to the PPC. For example, the provisions on physical pro-
its proposal, nc_)ted above, to sub_s_tantlally expand the SCORttion in the Russian Convention (which do not refer-
of the P_PC to incorporate specific standa_rds_for physmgnce INFIRC/225) can be agreed to as proposed by the
protection measures for nuclear materle_ll in domesulgzussian Federation, and the parties to the PPC could call
peaceful use, transport anql storﬁgé\ust_raha, Canada a conference to amend the PPC to require states to ap-
and Turkey supported the idea of a review of the PPC Eﬂy INFCIRC/225 standards to all nuclear material in use,
determine whether the PPC should be expanded. storage, and transport. However, if there are states that

At the conclusion of the NPT Preparatory Committeeare party to the Russian convention and not the PPC,
meeting, a Chairman’s Working Paper dated May 8, 1998ey can apply whatever standards they see fit, and the
was drafted that references INFCIRC/225 and whicluniformity desired for physical standards among all states
received general agreement by the states, but was meould be lost. States can also agree to draft text in the
adopted by the Preparatory Committee (for reasons othRussian convention that obligates states to adopt stan-
than the reference to INFCIRC/225). Paragraph 22 afards at least comparable to INFCIRC/225 and stillamend
the Chairman’s Working Paper provides that the stateahe PPC as a means to capture as many states as pos-
parties urge all states to implement the physical protesible. Third, states negotiating the Russian convention
tion measures set forth in INFCIRC/225/Rev.3, and alsa@ould agree to make INFCIRC/225 a protocol to that
that all states parties examine ways to strengthen tleenvention.

1 5
current regime: In the IAEA comments on the Russian draft conven-

_ _ tion, the IAEA suggested that the proposed convention

Option 3: A Separate Convention simply refer to the IAEA standards or that the draft con-

A third option for an international legal agreement orvention provide that the parties commit themselves to
physical protection standards is to negotiate a new teRursue the issue of physical protection of nuclear materi-
that will capture all nuclear materials, as in INFCIRC/als in another treaty. Any event, provisions regarding
225, and which would supercede the PPC. This optigphysical protection in both conventions would need to be
is the preferred one for those who do not believe it isarefully drafted so as to not be contradictory.
worth trying to fix a treaty that is not adequate to ad-
dress the types of concerns faced by the internation@ONCLUSION

community today. This might be the preferred option for There are a number of reasons why states should pur-

g(?:ﬁtlng It<he ‘:]‘ttint'oln dOf SOme hlghﬁr_level_poI’|t|C|an_s_wh%ue internationally legally binding physical protection
will make the final decision on their nation's position. gionqards for all nuclear materials using INFIRC/225 as

_I(tjmlgr}t b%easoller politically to shell tc;]those Ieagersdthtiae basis for such standards. Negotiations for a legally
Idea of a brand new treaty, rather than an updated o nding commitment for protection standards for all

treaty. nuclear material beyond the scope of the PPC can be
However, the prospects for a new treaty focused oconducted in at least one of the four fora and/or formats
physical protection of nuclear materials are uncertain beutlined above.

cause such an approach raises many problems. For Xy ¢onciusion and entry into force of an international

arrr:ple, why would sta‘;]es be w:jteres_ted Ina ne\I/v treafdqal convention on physical protection would be an im-
when negotiations at the United Nations on nuclear tefs, ot sten in adequately securing nuclear material. If
rorism are going on, and there is a possibility that th

ep: . . o , as envisaged by the
dlfflc_:ult to convince states that this option is preferaquJnited States, methods to upgrade and maintain physical
to either of the first two. protection of nuclear materials in those facilities should

nevertheless continue. In particular, the upgrade of fa-
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cilities in the NIS and funding for these upgrades musjtlg refe_rs to systems that confirm _that nuclear materia_l, that hgs been
continue until theircompletion inventoried, has not been lost and is accounted for, while material con-

trol refers to systems designed to limit both the access to and use of

: : : lear material and to detect diversion of nuclear material.
States should recognize that expertlse In many area‘gohamed ElBaradei, Keynote Speech, IAEA “International Confer-

of nuclear materials lie at the IAEA. It is therefore logi-ence on Physical Protection of Nuclear Materials: Experience in Regu-
cal that the IAEA negotiate a protocol to the PPC (agltion, Implementation and Operations,” IAEA-CN-68, November 1997,

noted earlier), issues dealing with physical protectior.r-:
' 9 pny P “Convention on the Physical Protection of Nuclear Materials,” 18

should be addressed by that body. The United States hasv. 1419 (1979). The IAEA is the Depositary of the Convention.

decided that an amendment to the PPC is the next St%u he Treaty on Non-Proliferation of Nuclear Weapons,” 7 |.L.M.
9 (1968).

in expanding the international commitments in physicat-conyention on Nuclear Safety,” 33 I.L.M. 1514 (1994).

protection of nuclear materials. This avenue should b&The importance the United States places on adequate physical protec-
: gon is reflected in the MPC&A programs it has instituted in the newly
pursued. However, states will also have to note the a:fndependent states. The total MPC&A expenditures through 2002 are

fects of that decision on the current negotiations of thestimated to be $800 million. See, U.S. Department of Energy (DOE)
Russian draft convention. As noted earlier, it may be pog.artnership for Nuclear Security: MPC&A Program Strategic Plan

. o i Washington, D.C.: J 1998) [hereinafertnership for Nucl
sible to pursue negotiations on the Russian draft convelzoig anuary 1998) fhereinaffentnership for Nuclear

tion in New York and also commence negotiations on ain addition, if the two states eventually agree on a START Il and agree

protocol to the PPC that will expand the obligations of° reductions down to between 2,000 and 2,500 strategic warheads for
each party, there will be a clear need for tight physical protection

that Convention. However, if it becomes apparent th%ﬁandards for the increase in nuclear materials.
states are not willing to pursue the negotiations for a prg2For a further discussion of these issues, see James Goodby, “Protection
Fissile Materials: Policy Context and Issues for Consideration,” paper

tocol to the PPC, states should then attempt to have aggz-livered at the Workshop on Comparative Analysis of Approaches to

equate provisions in the Russian draft convention t@e protection of Fissile Material, July 28-30, 1997, Stanford Univer-
address the issue of physical protection of nuclear mataty-

ials. In that t stat t act ickl th 11 For example, there has been increased concern in the international
rais. In that respect, stateés must act quickly as the ne ymmunity regarding the continued stockpiling of plutonium in Japan.

tiations on the Russian draft convention have alreadypan has invested heavily in nuclear power as a means to address its lack

begun. of indigenous energy resources, including uranium, and heavy depen-
dency on foreign oil supplies. As a means to become more energy
independent, it has worked to establish a self-supporting and indepen-
dent closed nuclear cycle. This, however, has resulted in the accumula-
tion of large quantities of plutonium in various forms, and it has been
estimated that by the year 2000, Japan will have approximately 140
MT of plutonium. This plutonium must be adequately protected.
2 Matthew Bunn, “Security for Weapons-Usable Nuclear Materials: Ex-
panding International Cooperation, Strengthening International Stan-
dards” [hereinafter “Expanding International Cooperation”], paper
delivered at the Workshop on Comparative Approaches to Fissile Mate-
rial Protection held at Stanford University, July 28-30, 1997.

13 . :
1The author wishes to thank George Bunn of the Center for |nterna‘-Elir?fﬁ;ignﬁﬁg‘;;%;’:gflg%roi‘i;gztg; ’:’%'wﬁz?ealhsgn'\g?:ztgetvr:a?unrlr;ny

tional Security and Arms Control at Stanford University for his assis- t the facilities had hol ith tati d
tance throughout the research and preparation of this study, Emil%nces a I'tetl ac:(fl 'e: ad toiz_s, were overgtrown with vegetation, an
Ewell from the Center for Nonproliferation Studies at the Monterey ere was fittie ',3 ective detection equipment.

14 See, Kevin O'Neill,Securing Former Soviet Nuclear Assets: Many

Institute of International Studies for her assistance in research, a A Litle P SIS R t (Washinat D C.: Institute f
Ambassador James Goodby from the Brookings Institute, Kevin O’Neill orres, Littie Frogress epor (Washington, D.C.: Institute for
Science and International Security, May 1996). It has been noted that

from the Institute for Science and International Security, Mary Alice bout Kil f olutoni . tentiall h to devel
Hayward from the Department of Energy’s Russia/NIS Nuclear MaterigfPOUt Tour kilograms ot piutonium IS potentially énough 1o develop a
uclear weapon. About three times as much weapon-grade highly en-

Security Task Force, Matthew Bunn from the Center for Science and hed i : tentiall h t | S Mat
International Affairs at Harvard University, Doug Shaw of the LawyersrIC €d uranium 1s potentially enough tor a nuclear weapon. see, Mat-

Alliance for World Security, and Bernard Weiss of the IAEA, for useful thew Bunn, “Expanding International Cooperation” and National

comments on this study. Interpretations, opinions, or conclusions i%(;ademy of Sciences, Committee on International Security and Arms

this report are those of the author, and do not reflect those of an ontro_l, Managem_ent a_nd Disposition of Excess Weapons Plutonium
government agency or department. ashington, D.C.: National Academy Press, 1994).
h15 DOD, Partnership for Nuclear Securityp. 2. Approximately one ton

2“Nuclear material” as used in this paper is plutonium except that witl f d terial i ted IV in Russia f ut
isotopic concentration exceeding 80 percent in Plutonium-238; Ura®! Weapons-grade material is separated annually in Russia irom piuto-

nium-233; uranium enriched in the isotopes 235 or 233; uranium conrJ.iu.m prodqction. In additi_or_1, Russia POSSESSES approximately 28 tons of
taining the mixture of isotopes as occurring in nature other than in thoEMI plutonium, and the civil nuclear industry continues to separate 700

form of ore or ore-residue; and any material containing one or more ilograms of material annually. O’Neil§ecuring Former Soviet Nuclear
’ ssets: Many Worries, Little Progress. 3.

the foregoing. 16 W ; . . -
31t should be noted that, in addition to adequate physical protectionfornuclegrGeorge Bunn, “International Cooperation on Combating lllicit Traf-

materials, each state should have adequate material accounting and con & l_ngtlrétNulf:Iear I\gaterla:‘: HO\;V ,\tlo lStren,atr:en :S’t’ernauor&all_ Norr:jﬁst
to secure nuclear material from inside and outside threats. Material accoutJa/Nst Stéaiing or smuggling ot Nuclear Vatenialz™ paper delivered a
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the Workshop on Comparative Analysis of Approaches to the Protec# An actual definition of a “stored weapons standard” is not, however,
tion of Fissile Material, July 28-30, 1997, held at Stanford University. provided in the report.

17This paper does not provide an analysis of the costs associated wiiBunn, “Expanding International Cooperation.”

the upgrade of a state’s physical protection standards to those of Measures Against lllicit Trafficking in Nuclear Materials and Other
INFCIRC/225. However, the issues related to cost will play an impor-Radioactive Sources—Report by the Director Genelralernational

tant role in the decision of a state to upgrade its standards for physicAtomic Energy Agency, Board of Governors, GOV/INF/818, September
protection of nuclear material. The availability of funding for imple- 3, 1997.

menting physical protection measures on nuclear material will be ai*Bunn, “Expanding International Cooperation.” For a good discussion
important factor in whether a state can apply some or all of the mean the impact of culture on the way states may address and view internal
sures deemed adequate for the protection of nuclear materials. security, see, Peter Katzenstein, “Coping with Terrorism: Norms and
8 DOE, Partnership for Nuclear Security Internal Security in Germany and Japan,” in Judith Goldstein and Robert
¥Hans Blix, former Director General of the IAEA, states in the PrefaceKeohane, edsldeas and Foreign Policy: Beliefs, Institutions, and Po-
to INFCIRC/225/Rev.3 “The need for international co-operation be-litical Change (Ilthaca, N.Y.: Cornell University Press, 1993).

comes evident in situations where the effectiveness of physical protec® Aum Shinrikyo is a Japanese sect, which also operates in other coun-
tion in one State depends on the taking by other States also of adequaties, that tried to purchase a nuclear weapon, and experimented with
measures to deter or defeat hostile actions against nuclear facilities amadthrax (a biological weapon). It used nerve gas, a chemical weapon, in
materials...” Seelnternational Atomic Energy Agencythe Physical a Tokyo subway attack in 1995. Twelve people died and about 5500
Protection of Nuclear MaterialINFCIRC/225/Rev.3, September 1993 people were injured from the attack. See, Bunn, “Expanding Interna-
[hereinafter INFCIRC/225/Rev.3]. During the negotiations on the Rus-tional Cooperation.”

sian draft convention on Nuclear Terrorism, held at the United Nations®®See Bunn, “Expanding International Cooperation.” Also, although an
Sixth Committee from February 17-27 1998, the United States repreinternational agreement among states that sets forth minimum stan-
sentative stated that the international community has a legitimatéards for nuclear materials would go a long way towards guaranteeing
interest in making sure that all states are fulfilling their physical protecthat all nuclear material is being adequately protected, states should be
tion responsibilities. Sed).N. Press Release L/2854, February 17, free to apply more stringent domestic physical protection standards to
1998, “Ad Hoc Committee Begins Considering Draft Convention Totheir nuclear material (and some states have standards that are already
Suppress Nuclear Terrorism,” available on the Internet at http:/fmore stringent than those of INFCIRC/225).

www.un.org, February 17, 1998. sT“Agreement Between the Government of the United States of America
20George Bunn, “Physical Protection of Nuclear Materials: Strengthenand the Government of the Russian Federation Concerning the Disposi-
ing Global Norms,” paper delivered at the IAEA Conference, Novembettion of Highly Enriched Uranium Extracted from Nuclear Weapons,”
10-14, 1997. In both cases, a compromise was inserted into the Prgt993). The Preamble and Article | to the HEU Agreement set forth
amble to the Convention. The first compromise text notes the “imporaffirmations of the parties’ commitments to comply with applicable
tance” of physical protection of materials in domestic use and storagghysical protection requirements and to establish appropriate measures
and the other notes the importance of effective physical protection ato fulfill those requirements. Most importantly, in Article V of the HEU
nuclear materials for military purposes. Agreement, the parties specifically agree to maintain physical protec-
2'For more information on the provisions of the PPC, see, “The Contion of nuclear materials subject to the agreement “at a minimum...
vention on the Physical Protection of Nuclear Material,” 18 I.L.M. comparable to the recommendation set forth in IAEA document
1419 (1979). INFCIRC/225/REV.2 concerning the physical protection of nuclear
22 See International Atomic Energy Agendyuidance and Consider- material.” The obligation to apply physical protection standards com-
ation for Implementation of INFCIRC/225/Rev.3, The Physical Protecparable to INFCIRC/225 applies to the 500 metric tons of highly en-
tion of Nuclear Material,IAEA-TECDOC-967, September 1997 riched uranium covered by the agreement.

[hereinafter TECDOC-967], p. 17. TECDOC-967 provides that a physi-*“African Nuclear-Weapon-Free Zone Treaty,” 35 |.L.M. 698 (1995).
cal protection system will counter a threat to steal nuclear material om Article 10 of the ANWFZ Treaty, the parties agree to apply to the
sabotage or nuclear material or activities if it performs the covered nuclear materials “measures of physical protection equivalent
2 INFCIRC/225 lists the types of protections required for nuclear mateto those provided for in the Convention on Physical Protection of
rials, however, it does not prioritize the types of measures needed fdduclear Material and in recommendations and guidelines developed by
physical protection of nuclear materials. This would be important forlAEA for that purpose.” Even though there is no specific reference to
states that do not have the funds to immediately apply all the physicdANFCIRC/225 in Article 10, INFCIRC/225 contains the only IAEA
protections measures to their nuclear materials. guidelines and recommendations for physical protection of nuclear ma-
2 The categories in INFCIRC/225 are the same as the PPC. terials.

25 See Russel Hibbs and Mark Soo Hoo, “Variations on Achieving An®* The Nuclear Suppliers Group has a current membership of 34 states,
Effective Physical Protection System,” paper delivered at the Internaand its goal is to ensure that suppliers of nuclear materials uniformly
tional Conference on Physical Protection on Nuclear Materials: Expeapply comprehensive guidelines towards nuclear cooperation that will
rience in Regulation, Implementation and Operations,” November 10-14not contribute to proliferation of nuclear weapons.

1997, held at the IAEA in Vienna, Austria [hereinafter “International “°Guidelines for Nuclear TransfersNNFCIRC/254, Appendix, February
Conference on Physical Protection on Nuclear Materials”]. 1978.

26 INFCIRC/225 provides that quantities not falling in Category Il and natural“* “Trigger List” items are those items that if exported, would trigger
uranium, depleted uranium and thorium should be protected at least in a&EA safeguards. If misused, they could contribute to a nuclear explo-

cordance with prudent management practice. sive program.

27See INFCIRC/225/Rev.3 for more details on the categorization of*? INFCIRC/254 Annex B, para. 3. These guidelines are repeated in
nuclear materials. INFCIRC/254/Rev.1 dated July 1992, and INFCIRC/254/Rev.2 dated
2The “inner area” is to be within a “protected area,” thereby giving anOctober 1995.

added layer of access control. “The P-8 consists of Canada, France, Germany , Italy, Japan, Russia,
2TECDOC-967, Introduction, p. 7. the United Kingdom, the United States. The P-8 called on other states

30United States National Academy of Sciences, Committee on Internao join them in implementing this Programme.

tional Security and Arms ControManagement and Disposition of 4 That document provides that the IAEA recommendations on Physi-
Excess Weapons Plutoniufwashington, D.C.: National Academy Press, cal Protection of Nuclear Materials “...provide useful guidance on mea-
1994). sures for the physical protection of nuclear materials in use, transit and
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storage. The application of these recommendations, adapted as appK@enference on Physical Protection of Nuclear Materials, sponsored by
priate to national circumstances, would ensure a consistent and highe IAEA, November 10-14, 1997.

level of security for both nuclear facilities and nuclear materials.” S8 Bernard Weiss, Department of Safeguards, IAEA, discussions with
45 Communication Received From Certain Member States Concerninguthor, April 1998.

Their Policies Regarding the Management of Plutonium, INFCIRC/* See,Explanatory Note to the Draft Convention on Suppression of Acts
549 March 16, 1998. of Nuclear Terrorism U.N. General Assembly, A/AC.252/L.3, January

46 See Annette Schaper, “The Case for Universal Full-Scope Safeguar@8, 1997.

on Nuclear Material, The Nonproliferation Reviews (Winter 1998), p. ¢ In the explanatory notes to the draft convention submitted by the
69-80. Russian Federation to thed Hoc Committee, it is noted that: “The

47 The Annex provides similar text to that in the Annex to INFCIRC/ need for a new international legal instrument is prompted by the fact
254, specifically, that INFCIRC/225 is “a useful basis for guiding Statesthat the Convention on the Physical Protection of Nuclear Material of
in designing a system of physical protection measures and procedures980 has a number of significant gaps as regards the issues of counteract-
48 See, INFCIRC/549 ing terrorist acts involving the use of nuclear weapon or materials...it is
“Germany and Russia are working jointly on upgrading the Bochvaobvious that this instrument is not sufficient to remove the danger of
Institute in Moscow, where INFCIRC/225 category | and Il nuclear fuelnuclear terrorism in all its manifestationsEkplanatory Note to the

is handled; Japan and Sweden, later joined by the United States, jointraft Convention on Suppression of Acts of Nuclear TerrgrignN.
worked on the Sosny Research Center in Belarus “in particular, to pradocument A/AC.252/L.3, January 28, 1997. For example, Article 7 of
vide protection equivalent to the level described in IAEA INFCIRC/ the PPC provides that the receipt, possession, use, transfer, alteration,
225..."; and Norway, Sweden, and the United States are working odisposal or dispersal of nuclear material and which causes or is likely to
upgrading the physical protection of the nuclear material located at theause death or serious injury to a person or substantial damage to prop-
Murmansk Shipping Company located in Russia. For more informatiorerty is to made punishable by each state under its domestic laws. A issue
on these programs, see, Department of Endugyted States/Former of discontent by those who want to adequately address the issue of
Soviet Union Program of Cooperation on Nuclear Material Protection, nuclear terrorism is that the clause “causes or is likely to cause death or
Control and AccountingWashington, D.C.: 1997) [hereinaftemited serious injury” is too restrictive, as the mere possession of stolen nuclear
States/Former Soviet Unign material, regardless of how it was obtained, should be enough to consti-
50See DOE United States/Former Soviet Union ProgranThe pro- tute a criminal act. This is one of the gaps the draft Russian convention
grams for upgrades include material accounting and control, or MPC&Ahopes to address. Also of importance, the UNGA resolution establishing
at these facilities as well as physical protection. Other states are assisfte Ad Hoc Committee states that the final convention is to supple-
ing in these upgrades (e.g., Japan, Norway, and Sweden). There aran&nt existing international instruments. Therefore, the final agreed
projected 53 total sites that will receive MPC&A cooperation. See alsofext cannot contradict obligations arising from existing international
DOE, Partnership for Nuclear Securitp. 8. agreements, including the PPC. See, United Nations General Assembly
51For example, the upgrades at the South Ukraine Nuclear Power PlaResolution, A/RES/51/210, December 17, 1997.

at Yuzhnoukrainsk, Ukraine, “are intended to completely satisfy the®* U.N. General Assembly Resolution, A/RES/51/210, December 17,
requirements of the IAEA INFCIRC/225/Rev.3... the upgrades com-1997.

pleted will be directly applicable to meeting the IAEA requirement.” ¢ lbid.

(DOE, United States/Former Soviet Union Prograbn,S./Russian % Nearly half of the reported illicit nuclear trafficking cases involved
MPC&A Upgrades at the Institute of Theoretical and Experimentalradioactive sources. The use of these sources by a terrorist to contami-
Physics; South Ukraine Nuclear Power Plant Yuzhnoukrainsk, Ukrainenate an area could result in significant societal panic and disturbance.
p. 57.) In addition, the U.S./Russian improvements of the physicalKevin O’Neill, Deputy Director, ISIS, discussions with author, April
protection system at the Russian Institute of Theoretical and Experit998.

mental Physics are designed according to “internationally recognized* See, United Nations, submitted by the Republic of Iran, A/AC.252/
guidelines established in INFCIRC/225/Rev.bhid. See DOEPartner- 1998/W.P38, 26 February 1998.

ship for Nuclear Securityp. 8. 85See, United Nations, submitted by Syrian Arab Republic, A/AC.252/
521, Bartak, and J. Sedlacek, “Prevention and Combating lllicit Traf-1998/W.P.24/Corr.1, 26 February 1998.

ficking in Nuclear Materials in the Czech Republic,” State Office for ¢ On this point, Russian U.N. Representative Alexander Zmeyevsky
Nuclear Safety, Prague, Czech Republic, paper presented at the Interrsdated, at the time the Russian text was tabled, that “The Agreement
tional Conference on Physical Protection of Nuclear Materials, sponshould be addressed not so much to problems of physical protection of
sored by the IAEA, November 10-14, 1997. nuclear material as effective counteraction of nuclear terrorism, includ-
53 A. Yucel, “Physical Protection Philosophy, Strengthening Nationaling thwarting terrorist acts and elimination of their consequences.” See,
Regulatory Programmes for Physical Protection and Combating lllicii TAR-TASS, October 4, 1996; in “Russia Proposes Convention to Combat
Trafficking in Turkey,” Turkish Atomic Energy Authority, Ankara, Nuclear Terrorism,” FBIS-SOV-96-194.

Turkey, paper presented at the International Conference on Physic&l Some of these activities include training programs on physical protec-
Protection of Nuclear Materials, sponsored by the IAEA, Novembertion, fellowships (awarded to experts from the NIS and Eastern Europe
10-14, 1997. to visit facilities in other countries and observe how physical protection
54K. Kovalev, “Strengthening of National Regulatory Programmessystems are being implemented there), sponsoring conferences and or-
Aimed At Ensuring Physical Protection, Russian Federation,” papeganizing training courses on physical protection. The IAEA has also set
presented at the International Conference on Physical Protection afp “peer reviews,” developed under the International Physical Protec-
Nuclear Materials, sponsored by the IAEA, November 10-14, 1997. tion Advisory Service, which provide requesting states with expert
5%5V.D. Kokhan, P.A. Ivanov, and Yu.l. Kuchmij, “Concept for the rede- advice on that state’s physical protection system.

sign of the physical protection equipment and systems of Goskomatorff The Japanese representative to the negotiations on the Russian draft
nuclear power facilities,” Goskomatom, Kiev, Ukraine, paper pre-convention noted that thAd Hoc Committee should consider the
sented at the International Conference on Physical Protection of Nuclearoper forum for discussions of the draft convention because the IAEA
Materials, sponsored by the IAEA, November 10-14, 1997. is competent in the field of nuclear material. U.N. Press Release L/
56 1bid. 2854, February 17, 1998, “Ad Hoc Committee Begins Considering Draft
571bid. See also, Christian Gotz, “Physical Protection During Shipment<onvention To Suppress Nuclear Terrorism,” available on the Internet
of Nuclear Materials in Germany, Ministry for Environment, Nature at http://www.un.org, February 17, 1998. The U.S. representative noted
Conservation and Nuclear Safety,” paper delivered at the Internationdhat it was possible thAd Hoc Committee was not the best body to
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identify and evaluate the provisions of the Russian draft conventiofCWP) does not define what is to be considered the “current regime.”
dealing with physical protection of nuclear materials, and the commit“Current regime” may, therefore, also refer to the PPC. In an earlier
tee should concentrate on those provisions of the draft dealing witdraft of the CWP, dated May 6, 1998, which was not a formal confer-
terrorism. See U.N. Press Release L/2854, February 17, 1998, “Ad Hoence document but served as the reference for the May 8, 1998 CWP, a
Committee Concludes General Discussion of Draft Convention to Supreference was made to the PPC, specifically that states parties to the
press Acts of Nuclear Terrorism,” available on the Internet at http://PPC would undertake a review of the Convention with the goal of
www.un.org, February 18, 1998. determining the adequacy of the current regime and extending the Con-
% During the negotiations on the Russian draft convention, some state®ntion if required. Though the specific reference to the PPC was
registered their preference for an amendment to the PPC rather thandeopped from the May 6 version of the CWP, the reference to “current
new convention for addressing physical protection issues. For exampleggime” in the May 8 later version may be interpreted by some to in fact
the representative from the Netherlands stated that if there are gapsriefer to the PPC, as well as other possible regimes.

the PPC on physical protection issues, the method to address those gaps

would be through a protocol to the PPC. The representative of Syria

went further and noted that the way to address terrorism in all its forms

is probably an amendment to the PPC in the form of a protocol. In

addition, Japan registered its concern about another regime in the field

of nuclear materials, and in duplication of the PPC, as another regime

may create problems. The representative pointed to Article 16 of the

PPC which addresses review conferences of the PPC. See U.N. Press

Release L/2854, February 17, 1998, “Ad Hoc Committee Begins Con-

sidering Draft Convention To Suppress Nuclear Terrorism,” available on

the Internet at http://www.un.org, February 17, 1998.

®Information based on author’s interviews with Bernard Weiss of the

IAEA, and George Bunn of the Center for Arms Control and Interna-

tional Security at Stanford University.

* The IAEA is the depositary and not a party to the treaty. It therefore

cannot call for a conference unless requested by the states parties to do

so.

2 Comments of the Secretariat of the International Atomic Energy

Agency to the Ad Hoc Committee Established by the General Assembly

Resolution 51/210 of 17 December 19®&cember 17, 1996.

7 See, George Bunn, “Strengthening International Norms for Physical

Protection of Nuclear Materials,” paper presented at the International

Conference on Physical Protection of Nuclear Materials,”sponsored by

the IAEA, November 10-14, 1997.

74 Matthew Bunn, discussion with author, May 8, 1998.

> Making these reviews mandatory is also an option, but that idea will

likely run into objections by nuclear weapons states.

76“Convention on Nuclear Safety,” 33 I.L.M. 1514 (1994).

"The reports should address the state’'s spent fuel management policy,

spent fuel management practices, radioactive waste management policy,

etc.

8Bunn, “Expanding International Cooperation.”

This is neither a formal nor usual procedure for the IAEA.

80 This is also a disadvantage in that often parties to a treaty are com-

fortable with the agreement, often meet in review conferences where

they make no changes to the treaty, and are reluctant to make radical

adjustments to the treaty. Matthew Bunn, discussion with author, May

8, 1998.

8L All but about a dozen states that have relevant nuclear activity are

parties to the convention.

82 | etter from the Jerome J. Bosken, Counsellor for Nuclear Policy

United States Mission to the United Nations System Organization in

Vienna, to Ms. Anita Nilsson, Senior Coordinator, Office of the Deputy

Director General, Department of Safeguards, IAEA, April 15, 1998.

Note that there is no suggestion to extend physical protection standards

to nuclear material used for military purposes. In a speech at the Henry

L. Stimson Center on June 10, 1998, U.S. Secretary of State Madeline

Albright remarked that a conference should be convened in 1998 to

amend the PPC to “increase accountability, enhance protections, and

complement our efforts to strenghten IAEA safeguards.” U.S. Depart-

ment of State, Office of the Spokesman, “Secretary’s Remarks to the

Stimson Center,” June 10, 1998.

83 Statement made on May 1, 1998, by U.S. representative to the NPT

Preparatory Committee meeting in Geneva, April 27-May 8, 1998.

84 1bid.

8 |t is important to note that the May 8 Chairman’s Working Paper
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