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increasingly become one of the key issues in USticular, to export without any limits. Within this context
ussian relations and have frequently surfacethere are export pressures from a large nuclear, chemi-
during bilateral dialogue between Russia and a numbeel, biological, and missile industry that traditionally
of other developed countries. Moreover, export controlfocused on defense and has faced, in the 1990s, a pro-
are actively discussed at multilateral international fofound crisis. A lack of will by the political leadership to
rums in which Russia participates, such as the G-8. Benforce the legislation and to impose inter-agency coor-
ginning in the mid-1990s, issues related to export contrglination has compounded the problem, while other offi-
violations have also appeared in the lists of domesticials have been corrupted by criminalization of the

security concerns of the Russian political leadership. society and of the economy (including the military-in-
0(flustrial sector). Weak enforcement of the law, short-

qges of technical equipment, and lack of a
nonproliferation culture at most enterprises have also
ontributed to the gap between policy and practice.

Szce the early 1990s, export control problems havéeedom to make money regardless of laws and, in par-

It is important to remember that, after the breakup
the Soviet Union in late 1991, Russia had to establish
new export control system, involving legislation, licens-
ing procedures, customs regulations, law enforcement
and interagency coordination. Partly under external This report first describes the policy positions and
(mostly US) pressure, but primarily trying to meet itslaws Russia has established on export controls. It then
own national interests, Russia has established and ddiscusses how, and analyzes the reasons why, implemen-
veloped an impressive set of export control norms ank@tion has not matched declaratory policy. The report
regulations, to prevent the proliferation of weapons o¢oncludes by identifying some possible policy re-
mass destruction (WMD) and their means of deliverysponses.

Finally, in July 1999, a new Law on Export Controls
was signed by President Yeltsin and entered into forcRUSSIAN DECLARATORY EXPORT
concluding the creation of a national legal system o€ONTROL POLICY

export controls. Based on the study of many Russian political docu-

However, a combination of factors has led to an inments, | believe Russia’s stated policy in the nonprolif-
evitable gap between the legislation and declaratorgration area lacks coherence. However, the Russian
policy on the one hand, and the actual implementatioleadership generally proceeds from the assumption that
of export controls on the other. In the transition from &ussia, as a nuclear weapon state, has a vital interest in
command-and-control system to a market economy, theontributing to a strong nuclear nonproliferation regime.
market has been understood by many as allowing tHeussia especially doesn’'t welcome the emergence of
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new WMD states with modern long-range delivery sys-
tems, given the proximity of likely proliferators to
Russia’s borders.

the proliferation of weapons of mass destruc-
tion. It has been and remains our policy.

Russian agencies charged with enforcing export con-
On the one hand, a nuclear nonproliferation policytrol laws also declare their commitment in strong terms.
can be hardly called a Russian political priority. On théAn example is the statement by the director of the Fed-

other hand, Russian politicians, military leaders, anéral Security Service (FSB):

diplomats strongly believe that circumvention of the in-
ternational nuclear nonproliferation regime is danger-
ous for Russia. It will not only undermine Russia’s
prestige and cause more tension with the United States,
but will also set free a dangerous genie. It will be more
difficult to rebottle this genie, and one day it may hit
Russia from the territory of Iran or North Korea. Rus-
sian thinking is influenced by a “China syndrome;” So-
viet assistance to China in developing the A-bomb
enabled the latter to accomplish this task 10-15 years
earlier than would have been possible with a purely in-
digenous prograrh.As a result, Russia still has to bear
in mind its Asian nuclear-weapon neighbor.

These calculations explain Russian participation in
five out of the six major export control regimes (all but
the Australia Group), in some of which it plays an ex-
tremely active role (in particular, the Missile Technol-
ogy Control Regime [MTCRY]). These factors similarly
encouraged the process of establishing a national ex-
port control system in Russia from 1992-1996, and above
all, the adoption of export control lists, which meet the
strictest international requirements. These lists are is-
sued and approved by the Russian president, giving Rus-
sian declaratory export control policy more weight.

Several recent statements affirm the Russian declara-
tory commitment to export controls. In May 1998, the
G-8 meeting in Birmingham concluded with a joint
communique put forward by Russia and the United
States that included a paragraph in which the parties re-
affirmed their commitment to promote realization of
export control measures in compliance with the obliga-
tions provided for in the WMD nonproliferation regime.
The export control issue was also a focus of the Septem-
ber 1998 Russian-US Moscow summit. The talks led to

a joint document on security challenges, which included At the same time, Russian ofﬂu_alg are se_nously con-
Scerned about a US tendency to limit the bilateral non-

proliferation agenda to export control issues. As a
high-ranking Foreign Intelligence (SVR) officer has re-
cently put it:

a pledge of cooperation in the field of export control
with an objective to secure WMD nonproliferatioAnd
in March 1999, then-Prime Minister Yevgeni Primakov
stated:
Russia observes all international norms relat-
ing to export controls and does everything nec-
essary to exclude any leaks that would help
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To the benefit of the national security of the
Russian Federation and the compliance of the
latter with its international commitments the
Federal Security Service provides for perma-
nent and purposeful control in the field of non-
proliferation of WMD and their delivery
means. These activities are aimed at prevent-
ing the illegal export of raw materials, equip-
ment, technology, scientific technical
information, and services that can be used to
develop weapons of mass destruction or their
delivery vehicles.

Violators of international control regimes
must know that they will be severely punished
in conformity with law enforcement proce-
dures provided for in the international law and
Russian legislation. Articles 188 and 189 of
the Russian Criminal Code envisage a severe
penalty for illegal export of technology, sci-
entific technical information and services that
can be used to develop the weapons of mass
destruction and their delivery vehicles—from
three to seven years of imprisonment. If this
criminal act is committed on multiple counts
or by a person using his office the punishment
will be even stricter—from five to ten years
of imprisonment.

None should doubt that the practical experi-
ence and traditions of our Service will ensure
appropriate protection of Russian national in-
terests and efficient supervision of commit-
ments taken in the field of control over
nonproliferation of WMD and their means of
delivery?

An attempt to equate nonproliferation policy
with export controls ... may lead us to a dan-
gerous labyrinth for the nonproliferation
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policy. [...] On the one hand, confusion or sub-
stitution of terms in this sphere results in a dis-
torted role of export controls in solving

nonproliferation problems. On the other hand,
it allows for arbitrary political games that fo-

cus merely on political aspects of technical
and organizational problems of export con-
trols. We [in Russia] see ... attempts to use
export controls as the means of political pres-
sure (of which Russia is the object) and of com-
petition for world arms and high technology

sue has become a global political problem, leaving some
other, and no less significant, nonproliferation and arms
control matters far in the background. For example, the
United States and Russia have yet to develop a joint
policy toward NPT PrepComs or the 2000 NPT Review
Conference. During bilateral talks, exchanges on rela-
tively minor export control topics—which are not al-
ways fruitful—have been substituted on the agenda for
such issues as how to make progress on meeting the
Principles and Objectives decided upon at the 1995 NPT
Review and Extension Conference.

markets. That results in deliberate tensions in
some situations, concerning real or alleged vio-
lations of international export control regimes.

The fresh example is the history of Russian-
US contradictions about cooperation with

Iran$

Russian diplomats and politicians perceive the West-
ern criticism on export controls as malicious (and prac-
tically of good old Marxist origin). Some believe that
the United States and other Western powers plan to oust
Russia from flourishing markets (India, Iran), and hence,
to kill a business rival with a political weap&nThis

Given these suspicions that US pressure on expgpbint of view is tempting in its simplicity, and it ap-
controls has ulterior motives, the Russian political leadproaches the truth, though still falling short by quite a
ership actually responded irsaftway to the imposition bit.
of sanctions on ten Russian organizations suspected OfAmong the political and military elites as well as

lllegal contacts with Iran in February 1999, althouQ;Emong export-oriented ministries and state-owned com-

anies, there are people who question why Russia ac-
cepts these rules of the game. Some of them insist that
A similar situation arose in early April 1999, when Russian export policy should “copy the United States”
the United States imposed sanctions against three Rumid go beyond purely economic motives to advance a
sian defense enterprises for cooperating with Syrimmumber of foreign policy missions. Along this line of
Russia’s Foreign Ministry called the sanctions “an openlyeasoning, the primary task would be to preserve or to
hostile move.” According to the ministry, Russian sup+evive Russia’s influence in vacuuwrones such as Iraq,
plies to Syria “do not violate the nonproliferation or ex-Iran, Syria, North Korea, Sudan, and Cuba by transfer-
port-control regimes,” nor do they “upset the alignmenting sensitive materials and technology specified by in-
of forces in the region” or “compare in terms of characternational trigger lists. This reasoning could account
teristics and volumes of US arms supplies to other rdor Russia’s relationship with India and China as a
gions.” The ministry concluded that the sanctions areneans to complicate the US foreign policy environment.
representative of “one more anti-Russian step taken bihis influential minority, tries, though mostly unsuc-
the US administratiorg”lzvestiyaargued that the US is cessfully, to get Russia to use nonproliferation to pur-
driving Russia “into a corner” by restricting its room tosue its “Cold Peace” confrontation with the United
maneuver in the Mediterranean region. The newspap@&tates?! Overall, then, the majority remains supportive
guoted Defense Minister Igor Sergeev, who called thef export controls as a nonproliferation tool, but is also
US charges against the Tula machine-building desigsuspicious of US motives for emphasizing that issue.
bureau, the Volsk mechanical plant, and the Central
Research Institute of Precise Machine BuildingRISKS OF PROLIFERATION FROM RUSSIAN
“groundless.” SENSITIVE EXPORTS

Due to the persistent diplomatic efforts of some states, We should recognize that some states continue to seek
the United States in particular, the “Russian issue” ilRussian materials and technology that can be used to
export controls has been taken out of the regular norreate WMD or their delivery systems. We can also pre-
proliferation context and now constitutes a separate itegume that the international criminal community and ter-
on the international security agenda. Moreover, this isorist groups are interested in exploiting flaws in

most of the companies themselves refused to ackno
edge publicly the violations of export contréls.
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Russia’s export control system in order to acquire sensiry. That said, we have already withessed serious Iraqi
tive materials and technology. initiatives to gain access to Russian missile equipment
omponentsd¢ corresponding technology, and perhaps

For the most part, the problem is not fissile materiaﬁl;iotechnology

export control violations. The problem of illicit export
of fissile materials does endure, but it should be quali- In my opinion, the building of the Russian nuclear
fied as “very high risk, very low probability.” The ex- power station in Bushehr (Iran) does not violate export
port of missile components remains more significantgontrol regulation$’” On the contrary, it meets the re-
but should be categorized as “very high probability, relaguirements of Article IV of the NPT, which calls for
tively low risk.” As an FSB official has mentioned, “we assisting the development of peaceful nuclear technolo-
count the cases of [such export control] violations in thgies. At the same time, Iran’s striving to acquire Rus-
dozens.*? sian missile technology to develop its ambitious missile

Materials should not be the primary concern anyWay;_)rogram has become a serious problem in recent {fears.

The threat of unauthorized export of dual-use technol- Russian cooperation with India in the nuclear field is
ogy (particularly, biotechnology that can be used in dedubious from the legal standpoint, and it runs counter to
velopment of biological weapof®, scientific the practice of strengthening the nonproliferation re-
knowledge, and bearers of this knowledge (scientists amime, for India is not an NPT signatory. One issue is the
engineer¥') should be considered much more gravenuclear power station construction in Kudamkulam. A
According to a Russian foreign intelligence officer:  second issue is Russia’s intention to supply India with

When we touch upon this problem we should
bear in mind that it is common for all devel-
oped countries, and it goes beyond the classi-
cal export control regime. It's noteworthy that
the issue ofntangibletransfer of technology
was the focus of discussion at the recent meet-

nuclear-powered submarines (although this is not an il-
legal breach of international commitments or Russian
national legislation). According to Dmitry Litovkin, the
“informal” part of Russian-Indian cooperation in devel-
opment of the Indian nuclear submarine fleet is signifi-
cant:

ing of the NSG. The United States and Japan
seem to have some experience in solving the
problem, but it hasn’t been completely solved
yet. What should we do, bearing in mind new
serious challenges concerningangibledrain

of scientific technical information and results
of scientific research? This is an urgent mat-
ter. [...] No one knows what to do in these
circumstances, particularly taking into ac-
count our difficult financial situation®

The countries that display the greatest interest in Rus-
sian sensitive materials and technology are China, Iran,
Iraqg, India, North Korea, Syria, and South Korea.
Russia’s relationship with each of these states varies.

China is a nuclear weapon state (NWS), and there-
fore, its construction of a centrifuge plant for uranium
enrichment raises no concerns about the violation of the
nonproliferation regime. At the same time, leakage of
some Russian dual-use technology to China would be a
serious blow to Russian national security and to the in-
ternational system of export control on the whole.

As to contacts with Irag, Russia has imposed an em-
bargo on the shipment of sensitive materials to this coun-
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The Indian nuclear-powered attack submarine
has about a 4,000-ton displacement and a
single-shaft nuclear power plant of Indian ori-
gin. India bought from Canada the license for
production of nuclear reactors, and it can re-
portedly be used for manufacturing nuclear
power plants for submarines. Apparently, the
rest of the submarine characteristics will be
similar to the 67G&eries, which allows one to
predict the specifications of the weapons sys-
tems to be used. If we assume that India has
so far no indigenous anti-ship cruise missiles
and that the submarine is being built with the
participation of a Russian design office as a
consultant, all major weapons systems may be
of Russian origin. [...] Nuclear-powered sub-
marines being built at Indian shipyards alleg-
edly resemble by their body outlines the
Russian fourth-generation submarine, the
Severodvinsk-model by the Rubin design of-
fice in St. Petersburg. This vessel is being con-
structed for the Russian Navy at the Severny
machine-building plant in Severodvinsk.
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A new and increasingly serious problem is the leakhouse of parliament) in June 1999 and then signed by
age of Russian dual-use technology to US and Japand2eesident Yeltsin. The law entered into force in July.

companies, thus giving certain economic COMPEitors pqqia's |atest actions in dealing with export controls
access to proprietary Rl!ss'a” technol%?g‘i]hl_s is why, ___result from internal consensus on the importance of
for ms_tance, beglnr_nng in July 1998' Russ'an_blaCk“St§trengthening the export control system, though to a cer-
have included, besides companies _from Pakistan, Irapin extent, they were precipitated by external factors,
and North Korea, such US companies as Devon Indugy, e 5 by US pressure. As the head of the Foreign

tries, AAT Communications (NY), and Airsystems Policy Department of the Security Council of Russia

Aviation Corporatiorf!
Finally, the active involvement of “rogue state” se-

cret services stands as a serious problem, for they pos-

sess sophisticated methods of procuring secret
technology and materials from defense industries and
usually share this technology. For example, North Ko-
rea consults Pakistan, and the latter assistsaran.

MEASURES TO IMPROVE CONTROL OVER
SENSITIVE EXPORTS

In 1997-1998, Russian governmental officials drafted
a plan for improving export controls. The signing of a
government resolution implementing a catcheajport
control policy would initiate the process. Then, the gov-
ernment would produce a manual on the organization of

has stated:

Even the slightest breach of agreements in this
field (either authorized or not by the Russian
government—it doesn’t matter for the US) are
fraught with multibillion ruble losses and ag-
gravate the economic crisis for decades. We
shouldn’t forget that any contract or deal of a
Russian enterprise or institute becomes imme-
diately known to its foreign partner and con-
cerned agencies of other foreign states. To put
it mildly, the failure of Russian corporations
to provide the government with sufficient in-
formation results in tangible political and eco-
nomic costs for the authoritiés.

Prior to creating the new Federal law, in its attempt to

the internal compliance program so as to improve thémprove export control mechanisms, the Russian gov-
information on export controls at hundreds of enterernment has recently passed three other measures:

prises throughout Russia. Next, adopting a law on ex-
port controls would complete the legal basis of controls
and consolidate all the existing regulations. Amending
the Criminal Code would then provide for stricter pun-

ishment and eliminate loopholes for the violators of ex-
port control regime. Finally, on the basis of the adopted
law, administrative and law enforcement measures

would be taken against individuals and corporations sus-

pected of circumventing export control regulations, hope-
fully leading to one or two successful prosecutions of
export control laws violators, widely covered in the press
and electronic medi&.As | will now describe, this plan
has mostly been implemented.

Attempts to provide a legal basis for Russian export
controls date back to 1992. So far it consists of about 2

* Resolution No. 57 of January 22, 1998, “On the
Improvement of Controls over the Export of Dual-
Use Goods and Services Related to Weapons of Mass
Destruction and Missile Delivery Vehicles.” Its main
point is that all Russian foreign traders (both private
and state-owned) shall refrain from any export deals
with dual-use goods and services, currently not sub-
ject to Russian legal acts in the field of export con-
trols, if they know that these goods and services can
be used to develop weapons of mass destruction or
their missile delivery vehicles. The government in-
troduced a system of comprehensive control (referred
to as “catch-all'in Western countries), enabling it to
consider any issue that does not formally fall under

5the restrictions of export control regimes but relates

documents, and it seems to be well thought-out and well to dual-use technology.

tuned. Some legal acts adopted in 1998 made it gener-

ally complete from the point of secondary legislation.
To finish this process, the Russian State Duma (lower
house of parliament) adopted the primary legislation,
i.e. the Federal Law “On Export Controls,” which was

* On May 12, 1998, in the course of implementing
Resolution No. 57, the government released its
“Manual on Establishing the Internal System of Ex-
port Control in the Company.” The manual aims to
give organizational and methodological assistance to

subsequently adopted by the Federation Council (upperRussian enterprises and companies participating in
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order to elaborate and introduce internal compliance the area of nonproliferation and export controls, and
programs in Russian enterprises of the military-indus- (3) creation of conditions for integrating the Russian
trial complex. economy into the world economy (article 4);

* On May 14, 1998, President Yeltsin signed Decree e« The export controls lists are signed by the president
No. 556, “On Legal Protection of the Results of Sci- (as was already the case). For the first time, it is de-
entific Research and Technological Works for Mili- clared that these lists should be developed with the
tary, Specialized and Dual-Use Purpose,” which joint participation of parliamentarians, industrialists,
declared all aforesaid results in the defense sphere toand research institutes;

be state-owned intellectual property. * The Law pays special attention to controlling the

The key document for national export controls is now €xport of intellectual products, technology, and dual-
the Law “On Export Controls.” It should be of interest, US€ materials;
therefore, to further examine its adoption by the Rus- * Sanctions against companies and individuals that
sian legislature, in order to better understand where ex- Violate the export control rules are introduced;

port controls rank on the list of Russian policymakers’ * The Law calls for harmonization of Russian export
priorities. control lists and procedures with internationally rec-

ognized norms;
* Transparency of information on export controls and
easy access to it are declared as a “principle of state

The government submitted the Bill “On Export Con-
trols” to the State Duma for consideration on July 24,
1998 (the Duma’s recess had started on July 20). In

November 1998, the Committee on Economic Policy, POlICY Of export controls;”
which was the main committee on this bill, submitted it * TNe Law establishes an Interagency Organ (Com-

to the Council of the Duma for the first reading. The Mission) on Export Controls and a federal agency on
Council decided to give the bill priority and to consider €XPort and currency contrdl; _

it at the plenary session during the first reading on De- * Establishment of an internal compliance program at
cember 16. Following one of the most constructive dis- Russian companies involved in production or R&D
cussions to that point on the bill, the major conclusion in the defense area and having regular export opera-
was to pass the bilf. As Deputy Chairman of the Eco- tions is declared as obligatory. State licensing of com-
nomic Policy Committee Svetlana Gvozdeva said, “leg- Panies with established internal compliance programs
islators are mostly in favor of the bill. We understand IS introduced;

the importance of the problerff”At the same time, * The Law establishes a detailed plan of action against
there were several significant critiques of the dfaft. ~companies suspected of violating the export controls
Taking into account the seriousness of these remarks,legislation, including financial auditing, any neces-
the government paused and withdrew the bill from fur- sary checks of documentation, etc.;

ther consideration. The Duma finally adopted the law, * A catch-all principle is established for the first time
with no real debate and with some changes mutually in primary Russian legislation (article 20); and,
agreed between the President’s Office, relevant govern- ¢ The exporter is recognized as responsible for the
ment bureaus, and the Duma, on June 22, 1999. accurate declaration of the identity of goods or tech-
nology exported and must not make false or incom-

The key elements of the Russian export controls es-
plete statements at customs.

tablished by this Law are:
* For the first time, a definition of “export controls”  Although it is clearly an important step forward, the
has been established and approved. This definitiobhaw on Export Controls should not be viewed as a criti-
covers materials, information, works, services, andal success. The road to prevent export control viola-
results of intellectual activities that may be used fotions is too long in Russia to expect that improvements
WMD production, means of their delivery, and otherwill bring fruits overnight or even in a few months. As
types of arms and military equipméht; many Russian experts and governmental officers recog-
* The Law declares the goals of export controls as (I)ize, the new legislation is a positive step but it is also
protection of Russian Federation interests, (2) comtself an export-oriented product, which has mostly been
pliance with international treaties signed by Russia iffrepared and adopted to please the West.
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The question of whether the law will work or will be his deep involvement in economic and domestic policy
only a piece of paper is not an easy one. On the omeatters.
hand, even some US diplomats who have traditionally A; he moment, most top- and medium-ranking offi-
been critical of Rugsian exp_ort controls have recognize&als are busy choosing sides for the upcoming presi-
(although not publicly) that in 1999' regardiess of thre‘?llential election. Under these circumstances, there is little
changes of government (Primakov to Stepashin tBossibility for decisive and deliberate long-term mea-

Putin), in a short period of time considerable SUCCESSres in such a delicate field as export controls. The situ-

has been_ achieved by Russia i,n improving _export COtion is aggravated by constant staff reshuffles in the
trol practices; the work of Russian-US working groupqJpper tiers of power

tion where any high-ranking official who has managed

ber of existing internal problems, which, practicallyto take a serious approach to export control problems
speaking, cannot be solved in a short period of time b%tas been either dismissed or replated

only in years, make any optimistic forecast premature. _ ) ] o _
At present, First Vice Prime Minister Victor

MAJOR INTERNAL PROBLEMS Khristenko headExportcontrol— an interagency body

] . tasked to improve, coordinate, and implement export
Russian law and declaratory policy have created thgynirol policy. However, he too is not ready to bear the

basis for a comprehensive export control system. Howsxport control burden; Khristenko has an obsession with

ever, several domestic and regional problems are cregdzonomic policy, the most painful and difficult-to-solve
ing a gap between policies on paper and actual practicgstter.

in this area. The problems include weak political lead- ] ) o )
ership, poor inter-agency coordination, government cor- At the same time, the Security Council is trying to

ruption and penetration by export interests, financial ani#k€ the lead in the whole issue. A number of recent

technical problems, lack of an export control culture Statements by Council officials demonstrate its increas-
Ing role in export control policy implementation. As an

weak punishment of violations, and loopholes createlf! ) ) k )
by regional factors. example, in June 1999, the Security Council decided

that Russia should be against any enhancement of trans-
Lack of Political Wil parency measures within the Wassenaar Arrangement

_ _ o _ on conventional arms exports, which was publicly ex-

Despite the interest in improving export controls, allyjained as “a consequence of the Balkans evéhis.”

Russian structures in charge of export Controgreater Security Council role would thus not necessar-
decisionmaking are struggling for survival. Greatefly produce the political will to advance export controls.
leadership is needed, but it remains uncertain where i§ sum, there is no politically powerful actor at present
will come from. pushing to put the new law fully into practice.

Former Prime Minister Primakov, now a candidate
for president, could play a leading part in conductind-ack of Inter-Agency Coordination

export control policy in the framework of Russian non- - at first sight it may seem that the Russian export con-
proliferation policy. Some indicators show that we could;q| system has too many organs for coordination. First,
expect substantive measures or statements frof*himyere s the governmental Export Control Commission.
However, Primakov does not presently hold a positiof consists of the deputy heads of the Ministry of For-
of authority in this area. eign Affairs, the Ministry of Economy, the Ministry of
The new Russian prime minister, Vladimir Putin, isDefense, the Ministry of Industry and Trade, the State
known from his previous jobs, both with the President'$ustoms Committee, the FSB, the State Committee on
Surveillance Department and with the FSB, as a persd¥uclear and Radiation Safety of the Russian president,
seriously concerned about export control violations. A@nd the Russian Academy of Sciences. The
secretary of the Security Council, he discussed these i§ommission’s responsibility includes examining
sues with his US counterparts. However, he will hardlyvhether contracts and agreements comply with Rus-
turn to nonproliferation issues in the near future due tsian international commitments, and licensing in some
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cases. The Commission has the right to make inquiries The problem is not the existence of or efficiency of
and to request information and documents from exporstructures to govern inter-agency coordination. The real
ers and state authorities in order to verify contract fulneed is to provide effective coordination and to sup-
fillment if a contract deals with sensitive exports. Thepress separate actions on sensitive exports taken by vari-
Commission also reviews international treaty drafts foous departments, above all by the export-oriented
that purpose. ministries (the Ministry of Atomic Energy, the Russian

The second organ of the Russian export control Syéviation and Space Agency, and the Ministry of Eco-

tem is the Security Council of the Russian Federatiorﬂom'cs)'

In compliance with President Yeltsin’s instructions to No less important is coordination among the special

the secretary of the Security Council to coordinate acservices engaged in security activities such as the Fed-

tivities aimed at improving the export control systemeral Security Service (FSB), the Foreign Intelligence

the Security Council staff has taken the following meaService (SVR), the State Customs Committee (GTK),

sures: the Federal Agency for Governmental Communications
* On May 15, 1998, the military-industrial enterprisesand Information (FAPSI), the Ministry of Interior
were given a blacklisif end-users considered to pose(MVD), the Prosecutor’s General Office, and the Chief
proliferation risks. Interaction with blacklisted enti- Military Prosecutor’s Office. Their current interaction
ties requires prior approval from the concerned auseems, in fact, inexcusably sluggish. Inefficient and in-
thorities in charge of control over sensitivefrequent communication mars the exchange of infor-
technology exports. mation that is vital to security activities.

* On May 20, 1998, a number of governmental bod- The most striking feature is reluctance and inertia
ies (the Ministry of Atomic Energy, the Ministry of jithin the Russian Foreign Ministry on export control
Economy, the Ministry of Industry and Trade, thejssyes. Sometimes its representatives use their responsi-
Russian Space Agency, the Ministry of Science angjlity for Russian participation in international export
Technology, etc.) received a supplementary list ofontrol regimes to avoid coordinated inter-agency ac-
foreign companies prepared by the Federal Securitjities geared toward streamlining the export control
Service. The list includes the firms suspected of POSsystem. At the same time, it is the Ministry of Foreign
sible involvement in the development of WMD and affairs that must face Western criticism regarding the
their delivery vehicled! Russian export control system. We have to admit that
* On May 29, 1998, the secretary of the Securitfthe Russian Foreign Ministry often resembles a fright-
Council set up an inter-agency working commissiorened ostrich, hiding its head in the sand.

on the problems of WMD nonproliferation. The com-

mission is still active and meets regulaflyn one of GOVERNMENT CORRUPTION AND

its most recent sessions, in June 1999, the commisOBBYING BY EXPORTERS

sion analyzed ways to cooperate with the United States _ : . :
to improve Russian internal compliance programs for The deepening financial crisis and simultaneous deg-
nuclear and aerospace compadfies radation of the political regime have spawned a large

« A number of meetings were held with the heads oPumber of corrupted governmental officials. Many com-

ministries and agencies concerned to work out a cganes (chiefly, state-owned companies) are able to

herent approach to the problems of establishing apr)]roflt from this co_rrupﬂon, finding suppprt fororqblmd
. eye towards actions to supply sensitive materials and
export control system. At the meeting on Februaer7

11, 1999, it was stated that Russian authorities “shou gchnology not only to mternangnal proliferation rogues
: ... . but also to developed economies.

act more resolutely to establish order in this field in o

Russia.?” It was decided that the Russian Prosecutor's As a member of the Export Control Commission re-

General Office should participate in these effortsports: ' _

However, very soon the Russian General Prosecutor [While] the experience of world developed

became a victim of a sex scandal initiated for politi- ~ €conomies shows that a high level of volun-
cal reasons by the President’s Office, and his office  tary law-abidance of exporters is essential for
has since become paralyzed. efficient functioning of export control system,
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Russian exporters have another motivation—  fense and conversion enterprise known as NIIKhSM and
they are more interested in maximum profit in located in Sergiev Posad (Moscow region) founded a
the shortest period of time without due under- dummy company (SPM-Sistema) in 1994 and signed a
standing of consequences that may result from  contract with an Iraqgi representative, Wi'am Gharbiya.

illegal commercial activities. It's astonishing! The deal concerned the shipment of strategic gyro-
What's more if we don't solve this problem scopes—a key element of guidance systems for Iraqi
soon we'll have to deal with shocking viola- missiles and much desired by the Saddam Hussein re-
tions. Very often they are deliberate and deli- gime. To deal with the custom problems, the partners
cate methods and are used to conceal criminal chose a Nigerian-led firm, Nisov Rlmcorporated in

activity 38 Moscow. It succeeded in passing all customs barriers

r(calling the commodity some kind of “electronic equip-
gpent”), and the gyroscopes successfully left Moscow
Sheremetyevo-dirportand arrived in Amman, Jord&h.

Not only Russian enterprises, but also potential fo
eign recipients of exports can successfully lobby Ru
sian government officials. Indian, Chinesend, to a
lesser degree, Syrian so-called lobbying entities have Numerous schemes have been developed to circum-
penetrated the decisionmaking bodies in the export corent customs control. It's not a secret that the easiest
trol system. and least risky way is to bribe customs officiéls.

The campaign against corruption, launched in Spring In 1997-1998, Russia attempted to supply its major
1999 by then-Prime Minister Primakov, coincided withcustoms posts (Sheremetyevo-1, Pulkovo, Astrakhan Sea
his other campaign to make Russi@igarchs follow Port;*? etc.) with modern equipment. These activities
the law. This became one of the reasons for his dismissalainly follow the framework of the Nunn-Lugar Pro-
later in May. Thus, Russia continues to build an oligargram. The GTK wishes to join this framework in order
chic form of wild capitalism, in which whole ministries to receive US money for the general installation of ad-
are closely associated with certain companies in pursyranced equipment, mostly of Russian origin. Currently,
ing their short-term economic interests and ignoringhe basis for this cooperation is the protocol of inten-

long-term Russian national intere$ts. tions of June 18, 1998, between the GTK and the DOE.
Itis expected that later in 1999 the protocol will be trans-
Financial and Technical Problems ferred into a full-scope agreement on the development

of the second line of defense (i.e., border controls) in

Funding for export control activities doesn’t require . .
unding tor €xp It qu Russia?® In May 1999, a GTK delegation gave a pre-
excessive financial means, and it is usually not a prob-

lem for a state. But in Russia’s deep financial crisis, ther%ematIon in the US Senate to demonstrate the impor-

is chronic under-financing for programs to bolster th tance of improving equipment for customs points in

. o ussia to reduce smuggling risks, mostly in the area of
technical resources of export control authorities. More- . . :
o . : . puclear radioactive materials.
over, Russia’s vast territory requires not only quality bu
also quantity improvements of export control technical In the next few months, significant upgrades should
means. be implemented in the Russian Northwest region, North

At present the key task is to equip export control seroaucasus region, and the Far East. At the same time, if

vices with computers and to create appropriate dat UsS assistance is not intensified, it will take at least five
b 1 approp : ?o seven years to solve purely technical problems. This

bases and local networks to provide for information . ’ )
exchanges. Another problematic task is arming the cuwIII be a time of dangerous opportunity for export con-
e . . : rol violations on Russian territory and for smuggling

toms authorities with technical equipment to enabl?

. , chnology relating to nuclear, chemical, and biological
them to prevent the smuggling of nuclear, chemical, an . . .
: . ; weapons and their delivery vehicles.
biological weapons materials.

. . The problem of equipment selection is complicated

According to my estimates, the problem of expor . . .
e . , y the above-mentioned problem of lobbying. In this

control violation through illegal transfer of equipment . . :

) . . case, various departments and agencies lobby for equip-

remains the most serious. | have elsewhere described in

. . L e ment supplied by firms that are close to it. For instance,
detail the mechanism of illicit export of missile compo- . . .
. . : the GTK and the Ministry of Atomic Energy (Minatom)
nents from Russia to Iraq. To summarize, a Russian d

Rave an on-going rivalry.
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Finally, the customs officials in charge of preventing Today, the enterprises are generally supplied with in-
WMD smuggling admit that organized criminal groupsformation and documents, including control lists, meth-
and large state-owned companies can evade custowdological guides, and blacklists. It takes time, though,
regulations if necessary. In this case, preventing illegab awaken the interests of enterprises in this area. In this
export becomes possible only when a group or compargpnnection, training personnel of the enterprises en-
leaks information about a riv&l.It should be pointed gaged in sensitive export can bear invaluable fruit. It's a
out that the majority of export control violations in Rus-positive trend that this training has already started at some
sia have been revealed due to information leakage amdterprises. It would be naive, nonetheless, to expect this
not by technical means. training to be universal and comprehensive, or at least

to cover the majority of enterprises.
Establishing an Internal Compliance Program and
Promoting Export Control Culture Toughening Punishment for Export Control

Military-industrial enterprises, especially in missile Vi0lations

production and the aerospace industry, remain the weak-The Russian judicial and law enforcement system re-
est point in the export control system. Economicallymains unable to inject even the slightest vitality into the
troubled and without any certain prospects for the fuarticles of the Criminal Code that deal with export con-
ture, they must seize any opportunity to earn money “itrol violations. While Germany and the United States,
the way of foreign trade activities,” as it is called offi- for example, demonstrate a serious attitude towards vio-
cially. lations of their national legislation and international ob-

It is striking how easy it was for the Iraqis in 1993_Iigations regarding illegal exports of goods and

1994 to clear the way for exports from such enterprisetg_ch_nOIO_gy_from cqntrol lists, Russia SEEMS to treat
as NPO Energomash, Almaz, and Mars RétdFhe criminal indictment in such cases as excessive.

same applies to the Iranian firm Sanam, which easily The Criminal Code, in its Article 355, calls for se-
managed to establish contacts with a number of Russiaerely punishing those who attempt to produce, acquire,
enterprise$® This becomes more understandable, hower sell chemical or biological weapons, with a stiff pen-
ever, if we take into account the words of the deputwlty of up to 10 years of imprisonment. Articles 220 and
director on foreign trade activity of one of the larges21 introduce an equally severe punishment for illegal
defense industry enterprises: “Yes, there are momenitgndling of radioactive materials, or their theft or extor-
when we are ready to sell our work even to devil, for théon. Finally, Article 189 mandates up to seven years of
financial situation is that bad. It's needless even to saynprisonment for “illegal export of technology, scien-
this about fine-looking and decent people who represetific and technical information, and services used in de-
some Middle East countrie$’” veloping weapons of mass destruction, armaments, and

Toillustrate, the director of an advanced Russian miIi-m'“tary hardware.

tary-industrial enterprise once came up to the head of aThus, in general the Criminal Code adequately pro-
high-ranking Chinese delegation and gave him a fileides severe punishment for anyone assisting WMD pro-
with documents, saying, “Look at our proposals and judtferation, with proper regard to the realities of the recent
let us know if you find anything of interest to you.” All years. At the same time, delivery systems were simply
this happened in the presence of the Export Contramittedfrom the new Code, although they were present
Commission chairman. As it turned out later in then the old one (Article 78). One can only hope that the
course of an internal investigation, the above-mentioneaimission was unintentional, due to the sloppiness of the
top manager did not make an inventory of these strictlCode developers, and later to the deputies who approved
confidential documents handed over to the Chinese. ittin May 1996. In the Iragi “gyroscope case,” such slop-
didn’t occur to him that he could undermine Russiaminess let the perpetrators off the hook; the agents sell-
security interests by transferring scientific technicaing gyroscopes did not provide any technical manuals
data?®® to the Iraqis, so Article 189, under which the case should

This and many other cases show once again that I&?Ve gone to court, was not applicable.

many enterprises, the level of export control culture is
still in its infancy; it is practically embryonic.
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At the same time, it seems the investigation of th@&yelorussia, Kazakhst&f Kyrgyzstan, and Tajikistan,
“gyroscope case” was not credible. Part Il of the Articleare open and cannot impair transportation of any suspi-
directly provides for imprisonment for up to seven yeargious cargoes.

for transfer across the RF [Russian Federation] cus- It is known that a portion of exported Russian weap-

toms _border .Of materials and equipment f[hat can bgs is shipped to developing countries, especially those
u_sed n dev_eloplng WMD, and which are subject to SP&5tflicted by internal conflict, via Kazakhstan and
cial regulqnon on th? tre_msfer across the _RF CUSIOM3; pekistart? For many years, organized criminal groups
border ... if the violation is committed ... with fraudu- have actively used aerodromes in the vacuum zones of

lent use of documents or customs identification, of, o - Tajikistan to transport drugisHence, we can

achiev_ed through ... false declaration.” This in fact tooli) esume that similar routes may be used to transfer ra-
place in August 1995, when gyroscopes were export&gioa tive materials and other sensitive items, such as

under a false labét. missile equipment in particular.
Russian officials recognize that Russia desperately In this situation, it should concern all relevant parties

needs a general system of collection, registration, antﬂat there is little effective exchange of information on

analysis of the fa_‘CtS an_d V|olat|_on_s known_ to law €Nthe matter between the member states of the Customs
forcement agencies. Without this information system) i . gilateral exchange of information here may be-

Russia will confront many difficulties in understandingCome more efficient than a multilateral one. A positive

major trends in the circumvention procéss. change was a June 1999 meeting of the Collegium of

The system of sanctions used against violators of exhe Customs Union of Russia and Byelorussia, where a
port control regulations now has three stages. The firspecial agenda point was devoted to joint efforts to pre-
infringement results in an official warning, the secondvent transborder illicit trafficking of nuclear and radio-
one in a considerable fine, and the third one in adminisctive material&®

trative or criminal prosecution. A somewhat different challenge is the risk that local

It is expected that the Law on Export Controls carautonomy will cause the Russian export control system
assist law enforcement in investigations and in prosectte have regional variation. Some regions, such as
tions of violators of the export control regime. In Chap-Tartarstan, make attempts to be practically independent
ter 6, it describes what constitutes a violation of expolin export control decisionmakirt§.If this happens, these
control legislation (article 3C%, and what penalties ap- regions will be able to give privileges to their own en-
ply to the heads of companies, enterprises, and minigerprises, and there will be black holes in the form of
tries for violation of the regime (article 31). “offshore” zones, which will provide for the outflow of
Significantly, the Law establishes that if a companyRussian money, sensitive materials, and technology.
with its violation of export controls legislation, has “sig-
nificantly damaged” Russian political and economic in<CONCLUSIONS
terests, defense, or security, it may lose its license for

. . A Russian export control system and national export
any external economic operations for up to three years

. ) . ) ontrol regime presently exists. Russia now has a full-
(article 32)% It is remarkable that this article was addedgCO ele gl basﬁs to re yulate export control issues. The
to the draft of the bill before the second reading, as P 9 9 P :

. . . ederal Law “On Export Controls” adopted in June 1999
result of active debate among parliamentarians, goverp.

. .~ .~ by the Russian Parliament and signed by the president
mental agencies, and non-governmental organizations; . .
in July logically completed the process of creating such

_ a legal basis.
Regional Border Controls

Thus, the most alarming matter is not the legal basis

Besides direct transfers, there is also a significant, o jecjaratory intent of the Russian export control
possibility for transfer of Russian sensitive materials t olicy, but its practical implementation. If we take into

threshold countries via the territory of third states. The. - ciqeration the many problems connected to imple-

most probable route involves states that have practical|¥|entéItion which are aggravated by the deepening fi-
no boundary controls with Russia. For instance, thefro'ﬁancial-economic crisis in Russia, it would be naive or

tiers within the Customs Unidh,comprising Russia, jesnonsible to say that current legal documents can by
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themselves prevent the i”egal transfer of gOOdS and teChThe work on this report was made possible thanks to the support of the US

nology from Russia. Moreover, the foremost problem?stifute;| of Pease- A ced ch oot
. : Roland Timerbaev, “How the Soviet Union Helped China Develop the A-
are leaks of knOWIGdge and brain drain. Bomb,” Yaderny KontrglNo. 3 (May-June 1998), p. 79.

A ; ; ; H 3 Ob Obshikh Vyzovakh Bezopasnosti na Rubezhe XXI Veka (A joint state-
However, it is pOSS|bIe to improve Implemematlon'ment of the Russian and US Presidents), Press release of the Press Service of

In particular, it is necessary to establish in Russia @e president of the Russian Federation, September 2, 1998, p. 2.
mu|ti-phase system of punishment for export control“Russia, Israel Vow to Cooperate in Curbing Weaponss’Angeles Times

; ; : : rch 23, 1999, p. 4.
violations as soon as pOSSIble' The sequence, Wammd@tatement by the FSB director, “On the issue of control over nonprolifera-

fines-administrative sanctions-criminal prosecution, detion of WMD and their delivery vehicles,” Press Release by the FSB Public

clared by the Law on Export Controls must be put intdrelations Service, May 6, 1998, pp. 1-2.
° VoprosyBezopasnostiNo. 51, April 1999, pp. 9-10.

p_ractlce. The Prosecutor’s General O_fflce_ and It.S SL_'Ibor'See statement by a scientist at the NIl Polyus, which is subject to the US
dinate units should conduct appropriate investigationsanctions: Yuri Snegirev, “Pochtovy Yashik iz spiska Klintona (A Closed

and make their results known to the public Enterprise from Clinton’s List),1zvestiya August 20, 1998, p. 4. The ar-
’ ticle has a very symptomatic lead: “The United States hates competitors in a

Moreover, bringing practical export control policy m;‘;f]}agf /‘i”‘r‘illuf tfgggo'ogy-"
into conformity with national legislation would enable |Zvestia:Ap’?” 6, 1999, p. 1.

Russia to accomplish its foreign policy tasks. It is ab® Victor Mikhailov. “Uchet | Kontrol Yadernykh Materialov: Vzglyad Glavy

; ; inatoma (Accounting and Control of Nuclear Materials: Views of
normal when export control issues become the Only Ite'ﬁjinatom’s Head),"YadernyKontrol, No. 2 (February 1995), pp. 10-11.

on a bilateral agenda during negotiations, either RUS+a part of this “new rivalry” is the leakage of information on export con-
sian-American or Russian-Israeli, etc. Russia woulgol violations, by both sides, to the media. Americans started by providing

. . the media with confidential information on Russian companies linked to
benefit from effortsto Change Its current status as aIranian missile imports. Russians replied by publishing information on the

“mischievous student.” US-based company, Final Analyses, suspected of transferring missile tech-
. . Lo . nology to Iran. This information was first reported by the head of the Rus-
At the moment, any major Russian role in improvingsian FSB to FBI Director Louis Freefuring his visit to Moscow, but later

the international export control regime is unIiker,OfferETj tot thgr n;g;dietl_: %ga S«_er_nyonol//a, “Taktilgbdvoynékhét?:dartov
. " . uble-stanaara tactics)Nezavisimoye vVoennoye ozreniye. u-
mostly because Russian authorities seem incapable ﬁﬂt 28 — September 3, 1998), p. 6.

playing an aggressive role in launching a discussion onalexander Zdanovich, “V obkhod zakona raketami ne torguem (We do
an update of the regime Some Western states also alﬁt_sell missiles in violation of the law)Rossiyskaya Gazetauly 1, 1998,
) 8

pear interested in pUtting pressure on Russia by playir?gFé)r instance, on Iran’s attempts to approach Russian biologists, see

the export controls café.However, there is still a chance Kommersant-DailyJanuary 26, 1999; Judith Miller, “Iranians, Bioweapons

that Russian diplomats may actively participate in rei_n Mind, Lure Needy Ex-Soviet Scientistd\few York TimgsDecember 8,
1998

constructing this regime and perhaps be able to initiat€pavid Hoffmann, “Idied Arms Experts in Russia Pose Thré&fashing-

some aspects of this re-shaping. Working to make ejen PostDecember 28, 1998, p. Al; Aleksandra Perevedyentseva, “Utechka
. . . umov iz yadernoy fiziki (Brain Drain in Nuclear Physicskémmersant-
port controls more effective both domestically and inpjy 3y 25 1998, p. 9.

ternationally would contribute directly to Russian® As Gen. Gennady Yevstafiev, of the Russian SVR, statabjnosy

national security while removing a contentious issuéezopasnostio. 51 (April 1999).
5 For details of the case and analysis of the Russian regulations on the

from its dlplomatlc relations with other key countries. embargo against Irag, see Vladimir Orlov and Anna Otkina, “Lessons of the
Gyroscope Deal,YadernyKontrol, No. 1 (January-February 1998).
17 According to some Russian experts, Iran is not ready for active develop-
ment of a nuclear defense program. It could be capable of creating a nuclear
weapon in 15 to 20 years, should Iranian leaders choose to do so. ltar-Tass,
November 25, 1998.
18 lvan Safranchuk, “Russian-Iranian Cooperation and Export ContRiR,”
Study PapersNo. 8 (November 1998).
19 Dmitry Litovkin, “Indian Nuclear Submarine Development Program:
Russian Participation,Yaderny Kontrol Digesi0 (Spring 1999), p. 50;
“Deli strout atomnuyu submarinu (New Delhi Constructs a Nuclear Subma-
rine),” Krasnaya Zvezdaluly 15, 1998, p. 3; Sergei Golotyuk and Yuri
Golotyuk, “Yadernoye sotrudnichestvo Moskvy | Deli (Nuclear Coopera-
tion between Moscow and New DelhiRusski TelegraphJuly 1, 1998, p.
1.
20 Alexey Rey, “Sensitive Exports and Export Controls in RusSIlR’Study
Papers No. 9, December 1998, pp. 15-20.
2t Semyonova, “Taktika dvoynykh standartov,” p. 6.
22 \JoprosyBezopasnostiNo. 51 (April 1999).
23 Interview by author, January 1999.
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24 Nikolai Uspensky, “Exportny Kontrol - Odin iz Klyuchevykh Elementov % Press service of the Russian Security Council, June 22, 1999.
Natsionalnoy Bezopasnosti (Export Controls as a Key Element of Nationdl Press Release of the Security Council of the Russian Federation, February
Security),” Yaderny KontrglNo. 3 (June-July 1999), pp. 7-8. 12, 1999, p. 1.

2 This is proved by the results of voting after the first reading: only 4 agains¥ VoprosyBezopasnostiNo. 51, April 1999.

and 363 for the bill. At the same time, attention should be paid to the hig# Vladimir Orlov, “Chto Vygodno Minatomu...,Pro et Contra(Summer
presence of deputies during this debate (normally no more than 300 depi897), pp. 33-54.

ties attend the session). 4% Vladimir Orlov and Anna Otkina, “Lessons of the Gyroscope Deal,”
26 Tape Recording of “Export Controls: Legislation and Practice,” PIR Cen-Yaderny KontrglNo. 1 (January-February 1998).
ter Conference, February 25, 1999. 4t The Iraqis followed this way, smuggling from Russia the samples of gyro-

27 The first group of critical comments related to a mechanism for implescopes in late 1993.
menting export controls and the role of the legislature in this mechanisni? On the establishing of théantarsystem in Astrakhan, see: “Radiatsiya
Article 2 of the bill states that the law regulates the relationship among statee proydet,”Krasnaya ZvezdaMarch 20, 1999, p. 3.
bodies. A question surfaced immediately: “What exactly are these authort?® O sostoyanii sotrudnichestva mezhdy GTK Rossii | Ministerstvom
ties and state bodies?” The bill envisaged a decisionmaking procedure wheaergetiki SshA v osushestvlenii programmy “Vtoraya liniya sashity” (On
it would be the government'’s responsibility to define dual-use technologyCooperation between the State Customs Committee of Russian Federation
and the list would then be approved by the Presidential Decree. “Where &1d the US department of Energy in Implementation of the “Second Line of
the parliament, then?” asked the deputies, “How can we be sure that a deDiefense Program”), State Customs Committee of the Russian Federation,
sion, taken by one person, won't lead to negative consequences for the damne 1999.
tional security and economy given current conditions in Russia? It may block Author’s interview with Department Chief of the State Customs Commit-
the very idea of export controls or pave the way for the drain of some infotee Nikolai Kravchenko, June 1996.
mation.” 4 Vladimir Orlov and William C. Potter, “The Mystery of the Sunken Gy-
It was not clear from the first draft what agencies would be in charge ofos,” Bulletin of the Atomic Scientis&} (November-December 1998), pp.
export control regulations in the government. The question was: “What arg5-36.
these agencies and departments?” It may be the Federal Service on ExpbrEor details see: lvan Safranchuk, “Iran’s Nuclear and Missile Programs
and Currency Control, or it may be shared with a special export contrand Russia’s Security,Yaderny Kontrol DigestNo. 10, Spring 1999.
agency. And then what will be the chain of command for this agency, an#l Interview by author, name withheld by request, November 1998.
how will it determine its relationship with the government, the president/® Former Russian senior governmental official (name withheld by request),
and the parliament? It is clearly important to solve this problem since, adgnterview by author, December 1998.
cording to the bill, the aforesaid agency enjoys broad powers, including th Vladimir Orlov, “Russia, Iran, Iraq, and Export Control§tie Monitor4
power to issue legal acts. (Spring-Summer 1998).
The second group of issues clearly demonstrated the sentiments of thd8&ape Recording of “Export Controls: Legislation and Practice,” PIR Cen-
deputies who find themselves under strong and ever-increasing pressure froen Conference, February 25, 1999.
financial and industrial groups and their lobbyists. They are concerned witht Ibid.
the law’s potential ability to impede Russia’s high-tech exports. Deputy? “Law on Export Controls,” Russian State Duma, p. 27.
Yazev (“Our Home is Russia” faction) stressed the necessity to include % Ibid.
subtler procedure for licensing: to introduce not only one-time licenses but Ibid, p. 28.
general licenses as well, which would give larger enterprises broad powefsOn the development of and regulation within the Customs Union, see
in dealing with exported dual-use production. Valeri Draganov, “Integratsiya v tamozhennom dele (Integration in the Cus-
The third group of issues was of a political nature. Communist Party repréems Issues),Nezavisimaya Gazetdlovember 24, 1998, p. 5.
sentative Albert Makashov argued that the law had been the result of an USTheKrasnaya ZvezdéOctober 16, 1998, p. 8) recognized that “7,667 km
conspiracy engineered to disrupt economic and political ties between Rusf the border are with no control,” and that the few inspections made in
sia and American foes such as Iran, Irag, and Syria. It is noteworthy that thi®©97 helped prevent illicit transfer of 183 tons of valuable metals and 545
belief didn’t get support even from the most radical anti-American wing ofkg of drugs. In July 1999, the Russian government issued a resolution on
the Duma. solving this issue on the Russian-Kazakhstani border. Some improvements
28 At the same time, the president, in his letter to the Duma with commentsithin the CIS, however, have already been taking place. Thus, in July 1999,
on the draft bill, insisted that controls over export of conventional arms anéazakh customs officers detained suspects of Russian origin with radioac-
military equipment should be regulated by another federal law—"On mili-tive materials on the Kazakhstani-Uzbek border.
tary-technical cooperation"—already entered into force. This amendmer®f The media gave full coverage to an incident involvinguslancargo
was included into the final text of article 2. aircraft detained in Baku in April 1999. It was reportedly transporting Rus-
2 |t is expected that this is no more than a legitimization of the currentlysian military aircraft to Slovakia or to North Korea while the plane itself and
existing Export Controls Commission within the government and the Fedthe cargo officially belonged to Kazakhstan. See Interfax, March 24, 1999.
eral Service on Currency and Export Controls within the government. % Moscow News ConfidentjdFebruary 1993, p. 14.
30 Interview by author, name withheld by request, September 1999. 9 |zvestia June 15, 1999, p. 1.
31t is necessary to stress the fact of his meeting with the representatives®fRecords of the State Duma of the Federal Assembly of the Russian Fed-
the World Jewish Congress in March 1999, where he was resolute about teetion, December 16, 1998.
necessity to strengthen export controls. 51| agree with Sergey Kondaurov, who concludes that “the current situation
32 Examples include Yury Baturin (President’s National Security Assistantdemonstrates absence of equal partnership between Russia and the US” in
Secretary of the Defense Council); Sergei Yastrzhembsky (Presidential Aidexport controls. While Russia made a number of concessions, particularly
and Press Secretary); Yakov Urinson (Vice Prime Minister and Chairman aklated to its contacts and cooperation with Iran, the United States has not
the governmental Export Control Commission); Andrei Kokoshin (Secretesponded adequately, being primarily—if not only—concerned about its
tary of the Security Council); Nikolai Bordyuzha (Head of the President'sown leadership in the international export controls regime. Sergey

Office and Secretary of the Security Council). Kondaurov, “Wassenaar Arrangements and Problems of Export Controls of
3 Statement of the Press Service of the Russian Security Council, June Z3pnventional Arms, Goods, and Technology,” unpublished manuscript, p.
1999. 22.

34 Nikolai Uspensky, “Export Controls as a Key Element,” p. 8.
35 Interview with Alexander Zarubin, of the National Security Council, July
1999.
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