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THE PROBLEM Questionable exports and illicit trafficking in nuclear-

The possible illicit transfer of Weapons-of-mass-related’ dual-use materials are less well-known, but sig-

destruction (WMD) components and know_hownificant proliferation threats. In 1995, according to
across NIS borders is one of the most pressin azakhstani press reports, the Ulba Metallurgy Plant

proliferation threats coming from the territory of the: hipped 26.5 n;)etfric tonhs of bery:(l;]um to aSwgdish trad-
former Soviet Union. In the circumstances created b{f'd company before the Kazakhstan Atomic Energy

collapsing economies, weak government institutions’ gency intervened _to halt the deal, _which called for the
and still nascent export control systems, the considefXPort of 180 metric tons of beryllium totaln May

able technological and human resources located in tr}e999' Russian authorities blocked a Vladivostok trad-

NIS are vulnerable to diversion to states or sub-nationd}9 c0mpPany frqm illegally shipping 6.7 metric tons of
actors of proliferation concern. Cases involving the jj.Zirconium to China.

licit export of WMD technologies and/or the leakage Brain drain of WMD specialists also remains a major
of WMD-related know-how from the NIS persist, de-proliferation threat. Here the threat was originally con-
spite ongoing cooperative efforts to combat them.  ceived as one involving possible emigration of such spe-

In December 1998, the Russian Federal Security gefialists to countries of proliferation concern. However,

vice announced that it had stopped an attempt byagroiﬂ)rece_nt years, brain dra_ln_ has mcrgasmgly ,'m_’OIV?d
of employees from one of the nuclear facilities innot emigration, but the training of foreign specialists in

Chelyabinsk Oblast to divert 18.5 kilograms of “radio-WMD and delivery system t_echnologies at NIS institu-
active materials that might have been used in the pr(B'—ons' In July 1998, the Russian government closed down
duction of nuclear weapong.Ministry of Atomic a training program for Iranian students at the Baltic State

Energy (Minatom) officials confirmed this attemptedTeChnical University in St. Petersburg on the grounds

theft in November 1999, saying the conspirators “coul(ﬁ)r:c na;[]lonﬁl secufrlty‘?r.]A numb_(lalr o:lc‘)‘:)he_r CSS?S s#ggeit
have done serious damage to the Russian state.” that the threat of what we will call “brain drain throug

training” remains high.
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OUTLINE OF US ASSISTANCE PROGRAMS it has been the focus of much of this assistance, even
Since the passage of the original Nunn-Lugar Iegisla{[hough it also inherited some elements of an export con-

tion in 1991, the United States has designed and imle—OI syste_m. The United States has also offered signifi-
mented a variety of programs to reduce the risk of WM[gant assistance to Ukraine, Kazakhstan, Belarus, and

proliferation from the NIS by assisting the countries Opeorg;}a, \;Vh'ct? had t_o cr_ea(ljte ech?rt cc_)ntrglgsys;[:ems frcim
that region to strengthen their export control systemSCratch after becoming independent in 1991. Currently,

block attempts at illicit trafficking in WMD technolo- ormal export control cooperation agreements have been
gies, and combat the possible brain drain of WMD Spe(;oncluded with Ukraine and Kazakhstan, but not with

cialists. A number of these programs were initiated b)ll?ussm. The extensive WMD infrastructure in Russia

the Department of Defense (DOD), with funding fromPresents a greate_r _proliferat_iqn_ f[hreat thal_n many of the
the Nunn-Lugar Cooperative Threat Reduction progra ,ther NIS, but political se_nsmvmes and_ dls_agre_ements
but were later placed under the administration of oth ave hampered US-Russian collaboration in this area.
US agencies, sometimes at the insistence of Congressin fiscal year (FY) 1996, the State Department as-
Others have always been administered by agencies ottsermed funding responsibility for export control coop-
than DOD, but receive some funding from the Nunneration with the NIS, which it retains today. Export
Lugar program or were conceived as complements twontrol assistance is administered by several other US
DOD nonproliferation assistance programs. As a resulgxecutive branch agencies, however, including the De-
unlike other US nonproliferation assistance programs ipartment of Commerce and the Department of Energy.
areas such as missile/warhead dismantlement, subniehe “balkanization” of US export control assistance to
rine dismantlement, or material protection, control andhe NIS mirrors the complex inter-agency process by
accounting (MPC&A), which are usually managed bywhich US export controls are administered. In many
one or two US agencies, programs in this area are cocases, these US agencies work together to accomplish
ducted by at least a half-dozen agencies. These agenciesnmon objectives in the NIS, although competition,
include the DOD, the Department of State, the Deparinter-agency turf battles, overlap, and confusion some-
ment of Commerce, the Department of Energy, the Fedimes emerge.

eral Bureau of Investigation, and the US Customs

Service. Department of State

The following section briefly describes the relevant The State Department funds and coordinates US ex-

US assistance programs, the agencies that adminisigsrt control assistance through the Nonproliferation,
them, and their goals. The programs are divided intanti-Terrorism, Demining and Related Programs

three general areas: (NADR) and the Nonproliferation and Disarmament
* export control assistance, Fund (NDF). NADR receives its money through a bud-
* programs to strengthen border controls and blocket line item and is, therefore, subject to provisions of
illicit trafficking; and existing legislation (such as US sanctions on particular

* programs to combat the brain drain of WMD spe-states}. Its funds go towards planned, long-term projects,
cialists and assist the conversion of the NIS defensgich as export control regime-building. Specifically, this

industry. work involves export control consultations with NIS
Within each section, US programs are listed by the prisfficials, and training programs such as those designed
mary agency that administers them. to assist in the establishment of internal compliance pro-
grams at NIS firms that trade in sensitive technologies.
Export Control Assistance Programs NADR also provides money to the NDF, which focuses

Under a number of programs, the United States had! funding proj_ects to meet emerging nee_ds that estab-
provided export control assistance to many of the7NIS.IIShed me(;hanlsms do not addr;:l_ssr.] Sde(r:]tlon 504 or:‘ the
This assistance has aimed at helping the NIS establi&ﬁg_z_ I_:ree_ om Support A?t establis 1€ the NDF, w 10s€
the legal and institutional framework for an effective@Clivities involve preventing, deterring, and detecting

export control system and has assisted in the training WMD’ WMD component, and delivery system prolif-

s N
export control personnel. As Russia inherited the Iarg(gratlon. Many of these activities involve export control

est WMD infrastructure from the former Soviet Union cooperation, such as bilateral and multilateral training
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seminars. NDF is not subject to the provisions of exist- ¢ Regulations Development Exchange and Technical
ing legislation, such as sanctions, which gives the State Forum in Washington, DC, for Kazakhstani export
Department greater flexibility in administering the pro- control officials;

gram. * Industry Outreach Program for Russian exporters

Under the current funding procedures, many export developed by the non-governmental Center for Ex-

control assistance programs that are administered byport_C_ontroIs; and_ . :

agencies other than the State Department are funded by’ training for Russian compliance officers and export-
NDF. These agencies must submit their proposed pro- ers.

grams for a multi-stage review by the State Department

before they can receive funding. For example, most gPepartment of Commerce

the export control assistance programs administered by The Department of Commerce (DOC) has only lim-
the Department of Commerce (see below for details}ted direct funding for its work on export controls with
are supported by NDF funding. the NIS and is one of the agencies that must apply for

The following list provides a sample of the types offunding from the State Department through_ NDF and
export control and trafficking detection activities NDF NADR. In FY 1999, for example, DOC received $4.4

has funded, a number of which were implemented bgpillion in funding from these sources for its NIS export
agencies other than the State Departrifent: control assistance prografidn addition, DOC obtains

- Nonproliferation Briefing and Training workshop, funding from the US Customs Service and the DOD/US

co-hosted by the Turkish government, to train repreF€deral Bureau of Investigation (FBI) program (de-
sentatives from Armenia, Georgia, Kazakhstanscribed below).

Kyrgyzstan, Tajikistan, Turkmenistan, and The Bureau of Export Administration’s (BXA) Non-
Uzbekistan; proliferation and Export Control Program (NEC) imple-
* Export Control and Enforcement Training Forum inments the programs and reports directly to the
Washington, DC, for representatives from Armeniaundersecretary or deputy undersecretary of commerce
Georgia, Kazakhstan, Kyrgyzstan, Tajikistan,for export administration. In general, NEC’s work has
Turkmenistan, and Uzbekistan;, focused on organizing technical exchanges in five func-
 Export Control System Assessments and Expotional areas (legal foundations and regulatory develop-
Control Border Assessments for Armenia, Georgiament, licensing procedures and practices, preventive
Kyrgyzstan, Tajikistan, Turkmenistan, andenforcement mechanisms, industry-government rela-
Uzbekistan; tions, and administration and system automation). In
« training programs focusing on legal and regulatoryaccordance with the Government Performance Results
export control issues in Washington, DC, for repreAct (GPRA) of 1993, the NEC has devised a strategic
sentatives from Armenia, Georgia, Kazakhstanplan, which includes a mission statement and 38 perfor-
Kyrgyzstan, Tajikistan, Turkmenistan, andmance measures that help NEC assess a country’s ex-
Uzbekistan; port control syster? NEC works with 23 countries
* Department of Commerce Symposium in Washing{including Russia, other NI3,the Baltic States, and
ton, DC, for foreign export control officials from Central European countries) and tailors its program to
Belarus, Kazakhstan, Russia, and Ukraine; fit the needs of each country. For example, NEC might
« several multilateral export control training programshold only one technical exchange that addresses all of
in Washington, DC, for representatives from the Balthe functional areas at once for a smaller country,
tic States and Moldova; whereas it might hold more exchanges for countries with
* provision of x-ray vans and training in their use tolarger WMD infrastructure¥.
the Baltic States; : - - o
Because of its domestic role in supporting internal
» US Customs Export Control Enforcement Assess- . .
. : “export control compliance programs at US firms, DOC
ment and Training for representatives from the Baltic . . .
States: export control 'a.SS|stance programs in Russia have fo-
cused on providing the same support there. In January
1998, following the introduction of a “catch all” clause
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in Russia’s export control regulations, NEC efforts inPrograms to Strengthen Border Controls and
this area intensified. They are now focused on strengttBlock lllicit Trafficking

ening Russian efforts to develop internal compliance pro- Other assistance programs aim to strengthen NIS bor-

grar:nslat flrmsCth_at trade Im sensitive anqhdual-usger controls by training personnel and providing equip-
technology. NEC s currently contracting with a RUS+y 04 46 detect illicit trafficking. These programs seek to

sian non-governmental organization (NGQ)' the C,ent%pgrade the final element of national export control sys-
for Export Control (CEC), to conduct training S€MINASems in the NIS—the enforcement of export controls at

for and provide speC|aI|ze_d software to mter_nal complisiarnational borders. Some of these programs aim spe-
ance programs at such firms across Russia. As of f |

1999, CEC has held seminars in severa! Russian Citi%ﬁstoms personnel to detect certain types of contraband,
attended by representatives of over 400 firms, and pla%ch as smuggled nuclear materials, while others seek

to conduct additional seminars in 2009 atthe rate_ ‘?f ong improve overall awareness of export control issues
to two per month® Under a contract with an Ukrainian by NIS law enforcement officials

NGO, a similar pilot program is underway at three se-
lected firms in Ukraine, with plans to expand it to addi-

tional companies during 2000. Department of Energy
Since 1998, DOE has moved to supplement its

Department of Energy MPC&A program with assistance aimed at blocking il-
_ _ licit trafficking in nuclear materials. The program, called
Given its statutory mandate, the Department o{J

X . | i he Second Line of Defense (SLD), seeks to improve
Energy’s (DOE’s) export control assistance program ussian capabilities to prevent leakage of nuclear mate-

concentrate on the nuclear sector. DOE export control, . -4 technolog¥. In FY 1998, DOE and the Rus-
assistance is funded partly by_its own funds, and partlgian State Customs Committee signed a protocol on
by funds from NADR. Most assistance has targeted Ru%’ooperation in this area. The SLD program, funded mod-

sia, Ukraine, and Kazakhstan, but DOE is working Ofigyy ot 4 level less than $1 million per year (FY 2000
strengthening its ties with other NIS and has worked witly |\ 1< .ome from NDR. but in EY 2001 plans call for
Belarus in the past. Launched in 1995, DOE export COMnds to be included in the DOE budget), has concen-

trol efforts have been implemented on three levels: 90\;ated on training Russian State Customs Committee

ernment-to-government, laboratory-to-laboratory, andyiciais and on procuring Russian detection equipment

more re_cently, multilateral projects. DOE export CON%or Customs Committee sites and border crosgingke
trol assistance programs have focused on developl%ssian State Customs Committee had already devel-

technical expertise in the NIS, in Of‘?'ef to establish ﬁped portable radiation detectors and portal monitors,
cadre of experts that can play a role similar to that of thﬁut needed financing to purchase and install them. An
national laboratories in the United States. Similar ;(L

. id . i five f ) nternal strategy team determined the priorities of the
DOC, DOE ams to provide {:ISSIst_ance In five functionag, program. This team concluded that detection tech-
areas: (1) helping develop licensing procedures; (2) e

e . Tology should be installed primarily on the southern
tablishing and enhancing the legal and regulatory frameg, o of Russia, where nuclear smugglers might try to

yvork; (3_) engaging an_d using technical expertise anﬂansport material on its way to states of proliferation
information; (4) promoting multilateral standards of con-

duct: and (5) i ) ind '(E@ncem in the Middle East and South Asia. In its first
uct; and () increasing awareness among industry a 0 years, program activities included installation of

governmer_lt_ofﬁcialé?_ In Russia, for exampl_e, DOE has detectors and portal monitors at Moscow’s Shereme-
funded training seminars by the CEC for internal COMyay6.1 airport, which handles flights to many of the NIS,

pliance personnel from nuclear facilities, just as DO%nd at the port of Astrakhan on the Caspian Sea. The

Egz :;ur;?er?] ;iir;ig‘(r) Eerg?gzof?;rfg? dstﬁgaéir?g”isnhﬁ;s_lprogram hopgs to upgrade bprd.er crossings at six areas
quip ' 9 in Russia during FY 2000, principally along the border

guage training of Russian, Ukrainian, and Kazakhsta%th Kazakhstan, in the Caspian Sea area, and in the Far

export control officials in the United States in order toEaSt22 The program currently does not cover the non-
improve their ability to interact with US and intema’Ruséian NIS

tional colleague®
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Department of Defense these advisors have been posted only to Central Euro-

DOD also manages two assistance programs that aiff 2" countries and the International Atomic Energy
to stem the leakage of WMD and delivery system mateAgency.
rials, equipment, and technology: the DOD/FBI _ _
Counterproliferation Program and the DOD/usPrograms to Combat Brain Drain
Customs Service Counterproliferation Program. Initiated The United States also supports several programs that
in 1995, the DOD/FBI efforts have focused on improv-attempt to prevent the leakage of WMD-related knowl-
ing the qualifications of law enforcement personneledge and technology, a phenomenon known as “brain
helping develop laws, regulations, and enforcemendrain,” to countries of proliferation concern or terrorist
mechanisms upon the request of participating countriegsrganizations. In the first few years after the collapse of
building solid long-term bureaucratic frameworks forthe Soviet Union, there was considerable fear in the West
addressing proliferation problems; and bolstering thehat former Soviet weapons scientists, including design-
political commitment to do s8.Implementation of these ers of nuclear weapons and ballistic missiles, might seek
objectives has involved policy consultations, progranemployment in countries such as Iran, Irag, or North
development, training of law enforcement personnel, andorea, owing to poor economic conditions in the NIS.
procurement of equipment. To date, the DOD/FBI proMore recently, concerns have focused on another vari-
gram has provided training to representatives fromant of this problem: the possible training of weapons
Kazakhstan, Uzbekistan, Kyrgyzstan, Georgia, Moldovascientists and engineers from countries of proliferation
and Turkmenistafrf. concerninthe NIS. US programs aimed at stopping brain

Before the current DOD/Customs program began Opo_lrain offer NIS scientists and engineers alternative em-
eration in 1997, the US Customs Service had akeao{g}oyment in peaceful research and cooperative activi-

conducted some training programs using funding frorﬁ'es_- Below are d_escriptions of some of the larger efforts,
the State Department’s NDF. This initial effort, callegWhich are principally managed by the Department of

Project Amber, involved basic training for representaState and the DOE.

tives from the Baltic States and Central Europe. The

DOD/Customs program has continued similar trainingDepartment of State

especially of operational personnel who work at border The State Department manages US participation in
crossings, and has also provided some border contrg|o international organizations established specifically
equipment, including radiation detectors. The objectivegy combat the threat of brain drain from the former So-
of the program are similar to those of the DOD/FBI provijet Union: the International Science and Technology
gram, except that it targets border enforcement and cugenter (ISTC), formally established in 1993, and the
toms personnel. Equipment provided during this phasscience and Technology Center of Ukraine (STCU), cre-
ranges from gloves to radiation detection pagers. Coumted in 1995¢ These centers, chartered by international
tries involved in this phase have included Kazakhstaygreements and funded by the European Union, Japan,
Georgia, and Uzbekistan. Canada, and several other countries in addition to the

Another major training activity of the DOD/Customs United States, provide financial support to qualified
program is a cooperative training event called INTER{Ormer weapons scientists who submit proposals to re-
DICT/RADACAD. This event takes place at Battelle Search grant competitions. Armenia, Belarus, Georgia,
Pacific Northwest National Laboratory, in cooperationKazakhstan, Kyrgyzstan, and Russia are the NIS mem-
with DOE. There, participants undergo a hands-on trairers of the ISTC, while Georgia, Ukraine, and Uzbekistan
ing course using the Hazardous Materials Managemeate members of the STCU. Scientists from all of these
and Emergency Response (HAMMER) Training Cencountries have received grants from the centers. Propos-
ter, where they engage in simulated scenarios. NIS patls are evaluated by the Governing Board of each cen-
ticipating countries have included Kazakhstanter—which represents all its members—and approved
Kyrgyzstan, Uzbekistan, Russia, Azerbaijan, and Geoflepending on a combination of scientific, political, and
gia? In addition, the DOD/Customs program sponsor&ionproliferation considerations. As of the 20th meeting
a limited number of special advisors, who go on deta®f its Governing Board in October 1999, the ISTC has
to participating countries for up to five months. To datdunded 835 projects worth $231 million, providing em-
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ployment to some 24,000 NIS scientists and engirtéersin Russia®? As of the end of FY 1999, IPP had approved
As of the ninth meeting of the STCU Governing Boardb11 projects. As of January 2000, 200 of these projects
in December 1999, the STCU has approved over 24&re active. Overall, IPP projects have engaged about
projects with a value of $32.1 million. These STCU6,200 NIS scientists, engineers, and other staff at over
projects have engaged over 5,000 NIS scientists add0 NIS institutes. Seventy percent of the projects have
engineerg® been in the nuclear sector, and 30 percent in the chemi-
The science centers initially focused more on supporF—aI and b'°'°g'_cf5‘| S?CtOF%'S_mce 1994’ 'P'_D has rece|ve_d

ing basic and applied research and technology develcfbom $159 million in funding, and it received _$_22.5 mil-
ment, but are increasingly oriented toward findin lon fpr FY 2000 0‘_” of a requested $30 millignin
commercial applications for former weapons technolp”nc'ple' each project funded by the program should

ogy. The US portion of funding for these centers Come;\g;roceed through three stages, culminating in the loca-
from NADR2 Since 1997. both centers have activeliion of @ US commercial partner and the eventual with-

sought to engage Western firms in selected projecfgawal of U_S governmentfunding. Few IPP projects have
through their Partner Programs. These projects aim {gached this final stage, however.

reduce dependence on government funding, increaseln the fall of 1998, DOE started the NCI, a program
project sustainability, and promote integration of NIStargeted at Russia’s formerly closed nuclear cities. The
researchers into the international research and develgprogram aims to create 30,000 to 50,000 jobs in the 10
ment community. As of December 1999, for examplec¢losed cities of the Russian nuclear complex within five
the ISTC has approved 71 partner projects worth a tottd seven years, at a cost of $550 million. NCI is concen-
of $16.6 million3° trating initially on pilot programs in the closed cities of

In FY 1996, the State Department also began fundin?rz""mas'16 (Sarov), Chelyabinsk-70 (Snezhinsk), and
the Civilian Research and Development Foundatio rasnoyarsk-26 (ZheleznogorsK)It seeks to create

(CRDF), which was created in 1995 by the I\I‘,momjdamployment for displaced weapons workers from these

Science Foundation with CTR money from DOD and gities in civilian jobs, facilitating the downsizing and
grant from the Soros Foundation. Unlike the multilat-CONVersion of the_: Russian _nuclea_r weapons complex.
eral science centers, CRDF is a US program that pr \ClI plans to cultivate a civilian private sector culture
vides grants for US-NIS cooperative activities. Its annuafy promoting product diversification, the development

budget is much smaller than that of the science cented entrepreneurial skills, and the creation of conditions
with FY 1998 funding, for example, only $1.8 million conducive to attracting foreign investment. The program

($1.6 million from the State Department and $200,OO(‘5’nly took its first steps during 1999, but it has al-

from the National Institutes of Health). CRDF has pro-ready had to scale back its goals, owing to congressional

vided funding for collaborative work between US SCi_sk_e_pticism about their _feasibility. DOE requested $30
entists and scientists in Armenia, Russia, Ukraine, an'a"”'on for the program in FY 2000. Congress allocated

Uzbekistarf: CRDF grants are often made to individualonly $7.5 million, and also imposed several restrictions

scientists, rather than to project teams, as is the case with the program, mclud_lng limiting its operations to three
ISTC and STCU grants. nuclear cities—Snezhinsk, Sarov, and Zheleznogorsk—

and two serial assembly plants. DOE has accordingly
decided to focus NCI on the these three pilot cities for

the year 2000".

DOE has two programs aimed at stemming brain drain:
the Initiatives for Proliferation Prevention (IPP) and theaASSESSMENT OF PROGRAMS
Nuclear Cities Initiative (NCI). The primary goal of IPP _ _ _
is nearly identical to that of the ISTC and STCU. It of- Assessing the effectiveness of t_hgse _US assistance
fers NIS weapons scientists and engineers the opport [ogre_lms przsents a numtr)]er of d;:ﬂculues. AIthOIUQh
nity to work with US counterparts on the developmen{ ere Is broa ﬁlg(rjet()amdentt at dwe"’:j exportl con(;r;) Sys-
of commercially viable, non-military projects. Because!©M$: uncontrolled borders, and under-employed former

of their heavily developed weapons infrastructure, fund?/eapons scientists increase the risk of WMD prolifera-

ing has gone towards projects in Belarus, Kazakhstaflo" from the NIS, itis difficult to gauge the magnitude

Russia, and Ukraine only, with 85 percent of the projectgf these threats. Along these same lines, while it is clear

Department of Energy
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that the US programs outlined above have mitigated thesalt of the 1995 case involving the export of strategic
risks to some extent, it is hard to quantify the extent tanissile gyroscopes to Irdf.Ukrainian export control
which they have done so. At the same time, it is alsofficials also admit that although they have detected some
clear that the proliferation risks that these programs adkolations of their export control regulations, no one has
dress persist, if at a lower level than before, and are ubeen prosecuted for thefnAllegations about the trans-
likely to be completely eliminated in the near future.fer of ballistic missile technology to Iran continue to be
Taking these considerations into account, the sectioeveled at several Russian firms, which have been sanc-
below represent a preliminary attempt to evaluate thiégoned by the United States, but not prosecuted by the
effectiveness of these programs. For each area—exp®ttssian governmeft.US assistance programs should
control assistance, border control assistance, and asgi®t take the blame for this situation, however, which is
tance to combat brain drain—program accomplishmentargely the result of domestic political conditions in the
and remaining challenges are discussed. The final seliS. US assistance has had a real role in laying the foun-
tion of the paper contains policy recommendations fodations of export control systems in the NIS, and has
future action across all of the three functional areas. thus reduced the threat of illicit export of WM&ch-
nologies from the region. Without better enforcement,
Export Control Assistance Programs however, the effectiveness of this assistance will be re-

US export control assistance programs have signiflquced'

cant accomplishments to their credit. They have helped One important aspect of this problem is the relative
lay the legal and institutional basis for nuclear, missilelack of export control educational and reference materi-
and dual-use export controls in Russia, Ukraine, andls in the NIS. There is currently no export control cur-
Kazakhstan, and to a lesser extent in Georgia and Belartisulum in use at major NIS technical universities. As a
In several cases, US assistance directly influenced ttiesult, graduates of these institutions, as well as many
actual text of export control legislation and regulationdaculty members, have an insufficient awareness of the
in the NIS. For example, in part as a result of interactiorole of export controls in national security policy. NIS
with US officials, Russia introduced the principle offirms dealing in WMD-related technologies often do not
“catch-all” export controls in January 1998, and this prinhave a solid understanding of their country’s export con-
ciple was also included in the new Russian export cortrol system, and obtaining relevant information and ref-
trol law that took effect in July 1999.US assistance erence material can be difficult. NIS NGOs, with US
has also played a major role in promoting the establistiinancial assistance, are making efforts to fill these gaps,
ment of internal compliance programs at nuclear anlut their efforts are as yet insufficient. Officials at CEC,
defense-related firms in Russia and Ukraine. The nef@r example, report that they cannot satisfy the demand
Russian export control law requires that such progranfer the export control reference materials that they pro-
be established at Russian firms that regularly trade iuce?®

sensitive military and dual-use technologies. In both |1 should also be noted that even the legal and institu-
Russia and Ukraine, US-funded industry outreach prajong| infrastructure for an effective export control sys-
grams are increasing awareness of export controls @iy has not yet been established in many of the NIS,
these firms® Georgia and Kazakhstan have also passeé’specially in the “southern tier.” Although these coun-
export control legislation, and Ukraine has draft legislagies do not have significant nuclear or WMD capabili-

tion under consideration. Considering the weaknessgg,s they are nonetheless possible routes of transit for
of export controls in the NIS right after the collapse ofjicit WMD shipments.

the Soviet Union, these accomplishments are not incon-

siderable, and were purchased at a relatively modest”AS 10ng as the economic situation remains grim in
price. many of the NIS, progress will be difficult. Many NIS

_ firms with WMD-related technology continue to receive
Despite these successes, many challenges remaifjers from countries of proliferation concern. For ex-
While the legislative and regulatory standards for exzmpje Kazakhstani officials have told CNS that Iranian
port controls have been established in many of the NIgents approached the Ulba Metallurgy Plant to purchase
the enfqrcement of these provisions remains sporadigclear technology. Also, in 1994 and 1995, Iragi agents
In Russia, for example, no one was prosecuted as a fgsqotiated with a number of NIS firms, including the
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Yuzhmash Production Association in Ukraine and th@ut US assistance it would take at least 10 years for all
Mars Rotor Plant and Energomash in Ru$dia, mis-  the major Russian border crossings to receive such equip-
sile technology. Attempts to implement firm-level in- ment* As this equipment has been installed, it has en-
ternal export control compliance programs may noabled Russian customs officials to detect a larger number
deliver solid results under these conditions. of attempts to export nuclear and radioactive materials

US export control assistance programs themselves algt?ga”é" In 1_998’ (;or exa(ranJI(—E), the I;g”ssmn State C_US'
have some shortcomings. While it makes sense admifms Committee _eteqte a out 100" attempts to Im-
istratively for funding to be centralized with the StatePOrt Or export radioactive isotopes or nuclear materials

; v ) i
Department, this centralization generates some proble gege_llly. In contra_st, Russian exp_er_ts have estimated
in implementation. The Department of Commerce ha at in 1995, Russian customs officials detected only
had great success with its educational and outreach pl_%t_)out five such casé$Preliminary estimates for 1999

grams in the NIS, but it must apply to the State Deparfndicate the rate of detection is still increasing, and Rus-
ment for finanéing of these programs, and thesian customs officials attribute this increase directly to

cumbersome approval process has delayed some asgi?- equipment at their disposal.

tance programs and hampers long-term planning. SomeThe Russian State Customs Committee has also con-
officials have also suggested that the experience of trsmlidated all customs checks of radioactive material be-
DOE export control assistance programs in Russia is ing legally shipped out of the country at 18 posts. These
some cases being mechanistically applied to the othposts have been equipped with detectors and other equip-
NIS, even when the conditions in the other NIS makenent, which make it easier for customs officials to verify
the Russian experience of dubious relevah@nother the contents of legal shipments of radioactive material.
shortcoming is the lack of a clear long-term sustainabilityn some previous cases of nuclear smuggling, one ra-
program. The Department of Commerce does have a sti@ioactive isotope was shipped out of the country under a
tegic plan for its NIS export control assistance prograniicense for another isotope, which raised concerns that
but an inter-agency strategic plan for overall export consveapons-useable nuclear materials might be smuggled
trol assistance to the NIS has not yet been accéptedout of Russia under the pretext of a legal shipment of
US State Department officials insist that coordinatiorradioactive isotopes. The increased capabilipies
issues are not a serious problem, but the absence ofiided by US assistance have helped reduce the prob-
strategic vision defining the long-term objectives of USability that this method of smuggling nuclear materials
export control assistance to the NIS remains a real coneuld be used successfully.

cern. The continuing lack of a top-level nonprolifera- There has also been some effective synergy between

tion ‘_‘czar" to CF"?rdi”ate US nonproliferation policy,_ these border control programs and other US nonprolif-
despite the provisions of the 1996 Nunn-Lugar-Domen|(_:éra,[iOn assistance programs. The ISTC, for example,

legislation calling for the establishment of such a pos'helped fund the testing of some of the radiation moni-

tion, may be contributing to this problem. toring devices supplied by US Customs. In addition, a
current project underway with STCU funding at the In-
stitute of Nuclear Physics in Tashkent, Uzbekistan, will
design radiation monitors for use in Central A3ia.

These programs also have some solid accomplish- Neyertheless, there have been some difficulties in
ments to their credit. US funding has helped 10 signifithese programs. Russian and US officials have had some
cantly upgrade the qualifications of and equipmengjisagreements about the placement of detectors for the
available to NIS customs officials. The purchase andecong Line of Defense Program. US officials want to
installation of radiation detection equipment through th‘?)lace the detectors in the Russian Far East (to prevent
DOD/Customs program and the Second Line of Defensgyssiple illicit transfers to North Korea) and along the
Program have increased the probability that smuggleghthern borders of Russia (to prevent possible illicit
nuclear materials will be detected before they leave thgynsfers to the Middle East and/or South Asia). Russian

NIS. These programs have accelerated the installatiQfficials have wanted to place detectors along the bor-
of radiation detection equipment along Russia’s borderger with China, to prevent illicit import of radioactive

for example. One Russian official estimated that withyaste from China. However, officials of both countries

Programs to Strengthen Border Controls and
Block lllicit Trafficking
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have said that these disputes are “normal” and are beisgnilar programs. But they are also correct when they
resolved in a businesslike manfeit also appears that state that the existence of the ISTC has changed the at-
the US-Russia agreement on sharing intelligence dataosphere among former Soviet weapons scientists and
regarding nuclear smuggling that was reached at the Apdgiven them a realistic means to convert their skills to
1996 Group of Eight nuclear security summit is not beeivilian uses® Although it cannot easily be quantified,
ing fully implemented. Improved information sharing this development should be considered a major success
would enable these programs to become more effectivef US nonproliferation assistance policy.

Some of the most likely routes for illicit traffickers in  In addition, the multilateral approach embodied in the
WMD technology remain relatively unguarded. ThelSTC and STCU has contributed to their accomplish-
Turkmenistan-lran border is a good example, as is th@ents. As international organizations, the science cen-
Russian-Kazakhstani border and the Black Sea ports iars have a special tax-free status, which has helped them
Ukraine. The increasing integration of Belarus and Rusdevelop a highly effective means of targeting their funds
sia also opens up a potential smuggling route. The sadirectly on former weapons scientists, with relatively
zure in March 1998 by Azerbaijani officials of alow overhead. The centers have thus avoided many of
consignment of maraging steel destined for Iran denthe taxation issues and high overhead costs that have
onstrates the importance of many NIS countries as traptagued other similar programs, such as IPP. The multi-
sit routes’ lateral character of the science centers also means that

Consequently, the overall effectiveness of these bofhe United States can “leverage” its contributions to the
der control assistance programs remains difficult to asc_entet;s by en(r:]ouraghlng additional fu_ndlng(;‘rom other
sess. Since 1995, there have not been any confirmed cag?e‘;sm ers_, such as t _e European Umo_n and Japan. An-
of smuggling in the NIS involving weapons-gradem er major accomplishment of the science centers has
nuclear materials such as highly enriched uranium c}?een their effective collaboration with other US non-

plutonium. It remains unclear whether this absence (Hrollferatlon assistance programs, as in deelop-

confirmed cases means there is no smuggling of sudpent of r_adla_tlon detectors_m Uz_b_eklsta_ln or
materials taking place, or if more sophisticated nuclea ollaboration with “.DP on a be_rylllum toxicity project at
traffickers are using smuggling routes and technique e Ulba Metallurgical Plant in Kazakhstan. Another

that allow them to evade detection. While the publicit)pos't've step by the centers is their efforts to attract pri-

surrounding the installation of US-funded border conYate sector “partners” to participate in projects. The in-

trol equipment may have a deterrent effect on potentié?lreas'ng number of such “partner projects” at both

nuclear smugglers, traffickers in WMD technology maycenters demonstrates that they are working toward long-

simply be exploiting the still uncontrolled borders noted€™m sustainability. Other assistance programs in this area

above to avoid detection. It must also be noted, hOV\P-l_O nqt appear to have ma_de as much Progress in this
ever, that corruption remains a serious problem and p8|_|rect|on yet, although IPP is now also placing increas-

tentially undermines the effectiveness of US assistand@éJ emphasis on projects that produce commercially vi-
programs. able product&®

Despite these successes, difficulties remain. Although
Programs to Combat Brain Drain a large-scale emigration of former Soviet weapons sci-

US programs to combat possible brain drain of WMDentlsts to countries of proliferation concern has not oc-

specialists from the NIS appear to have been relativeicurred’ anecdotal evidence suggests that individual cases

effective. The lack of confirmed large-scale brain drairﬁ/ ersist. The Russian Federal Security _Serwce adm_nted
. ) : . In July 1998, for example, that two Russian defense firms
to countries of proliferation conceoan be attributed

at least in part to the science centers and IPP. Tﬁgeaghzmg n r_:ur-defe_n_se missiles sent employees to
work in Iran using falsified documents to circumvent

ISIJ(:; dagﬁ)stzems;é: (L)Jdofol\:ngv?/:engihzas\::?e?[?s?;haer: deg}_r_avel restrictions. Chinese sources have reported that
ploy ! P {]Jkrainian missile experts provided “on the spot” assis-

gineers in over 1,000 projects worth over $260 milfion, tance to the North Korean Taepodong missile test launch

Officials at the ISTC. admit that I 'S q|ff|cuI‘F to prove in August 19987 Russian sources have said that Ukrai-
that the lack of obvious brain drain is attributable to . o L .

: : . nian missile experts are assisting China to develop MIRV
the assistance provided by the science centers and other
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technology® While US assistance appears to have dilaboratories in these closed cities are among the leading
minished the scale of this problem, it has not eliminatecdecipients of grants through the ISTC. Of course, it makes
it. In this regard, it is worth noting that the ISTC andsense to devote significant resources to help prevent
STCU are able to fund less than half of the project apruclear technology leakage from these sensitive facili-
plications they receive. Of the 1,920 proposals regigies, but it might be more effective to better coordinate
tered by the ISTC since its founding, for example, onhand consolidate this assistance. This point is reinforced
835, or 44 percent, received funding. Even assuming thhay the cases cited above that suggest the rising threat of
some of these projects were not of high quality, there imissile technology proliferation from the NIS. Consoli-
clearly scope for further cooperation in this area. dation on the nuclear side might free up funds to target

A significant proliferation threat is also posed by thethls relatively neglected sector. As in the area of export

training of personnel from countries of proliferation con-ComrOI _asss_tanse, tr,],e contlnqlng lack of a top-level
nonproliferation “czar” to coordinate US nonprolifera-

cern at NIS facilities, including institutions of higher | ) -

education. After repeated protests by the United Statdo" policy may be contributing to these problems.

that Iranian students were receiving training in missile While US assistance programs are turning to private
technology at Baltic State Technical University, theindustry and intensifying efforts to convert defense pro-
Russian Federal Security Service shut down a traininguction to civilian uses, only modest concrete results
program at the university for Iranian students in Juljhave been achieved in this area. IPP has been criticized
1998, citing national security consideratichA<CNS for spending large amounts of money—much of which
contacts in September 1999 with faculty at the Baumawent to US national laboratories rather than Russia—
Moscow State Technical University, which has also beeyet failing to produce commercially viable projegts.
accused by Western sources of training Iranian missil€his criticism may be unfair, as it is inherently difficult
specialists, revealed a weak grasp of nonproliferatioto convert military industry to civilian industry. Never-
issues. This finding suggests that the risk of brain draitheless, additional efforts in this area, as have already
through training remains high.Current US assistance been undertaken by the ISTC and STCU, as well as IPP,
programs are not well-suited to combat this threat sinceye clearly necessary over the longer term. Indeed the
as previous studies have shown, a scientist who is enTC and STCU may be best suited to attract private
ployed by a US assistance program may also be involvétlestern companies to participate in projects that em-
in other programs, including weapons progrdhiEhese ploy former Soviet weapons scientists, because their tax-
programs also do not appear to have targeted institfree status allows them to offer such companies a greater
tions of higher technical education, which have becomeate of return on their investments.

one of the leading sources of WMD-related technology

leakage from the NIS. POLICY RECOMMENDATIONS

Examination of the main programs in this area—ISTC, On the basis of these findings, the following recom-
STCU, IPP, CRDF, and NCl—suggests a large degre@endations for future policy action, many of which cut
of overlap. The exact rationale for maintaining severaicross all three functional areas examined above, war-
programs with highly similar objectives is not entirelyrant consideration:
clear, although US officials argue that the different pro- « Promote the establishment of nonproliferation cur-
grams give US policymakers a flexible and varied set of ricula at NIS technical universities that produce per-
policy instruments with which to address the brain drain sonnel for defense-related industry, especially the
issues? While there is some truth to this argument, and missile sector. CNS discussions at some Russian tech-
cooperation among US officials implementing these nical universities suggest that there is also an urgent
programs appears good, overall strategic vision seemsneed to provide faculty and administrators there with
lacking. One result of this overlap may be an over-em- additional nonproliferation training. NIS NGOs are
phasis on the nuclear sector, as opposed to the missileprobably best suited to carry out this task, with US
chemical, and biological sectors. At the same time that financial assistance. Such an effort should particularly
DOE is working to get the NCI off the ground, CRDF  target some of the institutions that have been accused
also has a closed cities program, under which projects of violating export controls in the past, and could draw
operate through the ISTC. Moreover, nuclear weapons on the experience of the MPC&A graduate program
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established at the Moscow Engineering Physics Insti- trol and brain drain assistance, the establishment of a

tute with DOE assistance. nonproliferation “czar,” as called for in the 1996 Nunn-
* Increase the availability of export control educational Lugar-Domenici legislation, could help foster devel-
and reference materials, which are sorely lacking in opment of a strategic vision to guide the various

many of the NIS. NIS NGOs would be well-suited to  agencies involved.

carry out this task, since it would dovetail with their + Implement the US-Russia agreement on sharing in-
other efforts to promote public understanding of the telligence data regarding nuclear smuggling that was
role of export controls and border controls in national reached at the April 1996 Group of Eight nuclear se-

and international security. curity summit.
* Consider the creation of a special initiative targeted * Encourage NIS governments to take more vigorous
at the missile sector under the umbrella of the science steps to enforce export and border control regulations

centers. Such a program would compensate for the and prosecute violations.
tendency to emphasize the nuclear sector.

* Enhance long-term sustainability planning for con- CONCLUSION

tinued, regularized interaction of US and NIS export

and border control officials after laws are in place and To date, US assistance programs have made signifi-

. cant progress in reducing the proliferation threat from
current educational programs end. As a 1995 study the NIS by strengthening export controls, bolstering

by CNS of CTR-related export control aSS'Stanc%order controls, and taking steps to reduce brain drain.

pointed out, the most effective collaborative programs., o legal basis for export controls has been laid in Rus-

are those which est.abh_sh regularized and rellable.a1 Ukraine, Kazakhstan, and some of the other NIS.
channels of communications between the US and NI ,
order controls have been strengthened, especially

partner$? The Department of Commerce export con-

) ) S rough the provision of equipment that has led to in-
trol assistance programs that work with Ukrainian an . e "
. . creased detection of illicit nuclear trafficking. And about
Russian NGOs provide good examples. Along th

0,000 NIS scientists and engineers have been provided

same lines, th_e sclence centers should intensify the\/'\5ith alternative employment, which has reduced the
ongoing sustainability efforts.

. chance that they will sell their skills and knowledge to
* Modestly expand resources to work more intensely otential proliferants. Although the long-term consoli-
on export controls and border controls with the “south- P P X 9 g

ern tier” of the NIS. This effort should focus on regu- dation ofthese gains requires improvement in the

: ) . economies of Russia and the other NIS, continued US
larized, small, working-level meetings, and can be __. , .
L . ) assistance for the next several years is also crucial. Many
justified by the importance of these countries as po- : . ) i,
. . . . . challenges remain, some of which merit additional US
tential transit routes to regions of proliferation con-___. . S
assistance, while others must be addressed primarily by

. o ) Nis governments. Export control enforcement, for ex-
assistance—training in particular—should target cur-

. ample, continues to lag in Russia, Ukraine, and
rent gaps, such as the Turkmenistan-Iran border. Kazakhstan, even though the necessary legal framework
* Consider modestly expanding the DOE Second Line ' 9 y €9

of Defense program or initiating parallel programs to is largely in place. Long stretches of NIS borders are

include selected sites in Ukraine and Kazakhstan, Eg&rlirr?;?tgo\r/\e/ﬁ/l%ntde Z;]J:'\noﬁ;ablz:lc:jirr?gv%ﬂg\?v 22\:]\{:\:56
which are likely routes of transit out of Russia. P : 9y

. . . to leak from the NIS, despite the cooperative efforts of
* Improve coordination of US export control assis- . .
.. . the science centers and other US assistance programs.
tance programs, perhaps by centralizing them in one Thanks to the hard collaborative work of US and NIS
of the agencies that implements them, such as the

specialists, US assistance programs in these areas have
Department of Commerce or Energy. In the area of P prog

assistance to combat brain drain, it may also mak%ccompllshed much. Building upon this foundation and

sense to integrate programs like IPP and NCI mo expanding it where appropriate should be priorities for

r :
closely with the science centers in order to take acﬁ”S and US leaders in the 21st century.
vantage of each program’s strengths (for example,
IPP’s emphasis on industry and the science centers’
tax-exempt status). With regard to both export con-
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