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have emerged after the Cold War, biological weap-

ons are nearly an afterthought. It is common to hear
such weapons lumped together with nuclear and chemi-
cal weapons—and their

I n the panoply of global security interests as they

Iraq has acknowledged the existence of aprogramin
the years prior to 1991 for the purpose of developing
and producing an arsenal of biological weapons.? De-
spite the work of the United Nations Special Commis-

sion (UNSCOM),

ddivery sysems—inde-
scriptions of the
emerging proliferation
challenge, but with
little or no differentia-
tion of the biological
aspect from the larger
context.

Why, infact, do bio-
logical weapons (BW)
merit any specific con-
cern? After all, de-
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significant doubts re-
main about the exact
nature of that pro-
gram and whether
weapons themselves
were stockpiled (there
is, however, wide-
spread agreement that
it could be easily and
quickly reconstituted
should international
monitoring efforts

spitethe high potential
lethality of such weapons, their use in modern warfare
has been virtually unknown. Moreover, there has been
a global arms control regime in place in the biological
domain for over two decades—the Biological and Toxin
Weapons Convention (BWC)—with morethan 100 states
parties.

The answer is straightforward: the biological warfare
problem appears to be growing worse. There are four
reasons for thinking so.

UNDERSTANDING THE NEW BW PROBLEM

First, militarily significant noncompliance by BWC
signatories has now been established. The BWC forbids
the production of biological warfare agentsand their use,
but it permits research on such agents for the purpose of
producing vaccines and antidotes.! The dividing line
between these two categoriesis not aways clear. More-
over, noncompliance with the BWC may consist of re-
search and development programs aimed at creating a
weapons stockpile even if the stockpile has not yet come
into existence. Thus, different cheating scenarios present
different levels of significance for other states, with re-
search and development programs of lessimmediate sig-
nificance than accumulations of stockpiles. Fears have
existed throughout the life of the BWC that some states
might be engaged in illicit research and development
programs. Today, there is confirmation that two states
have had aggressive programs aimed at creating a sig-
nificant war-fighting capability.
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grow lax).

Noncompliance by the former Soviet Union and in-
deed by Russia has also been established.® Western
doubts of Cold War vintage about the existence of an
offensive BW capability in the Soviet Union have been
confirmed by the Russian government, which also pro-
fesses some difficulty in closing down inherited mili-
tary biological warfare programs. The apparent unwill-
ingness of the Russian military to relinquish programs
in this domain, in contrast to its willingness to under-
take sharp cuts in its nuclear, chemical, and conven-
tional capabilities, raises a major gquestion about the
exact nature of continuing work.

These biological warfare activitiesin Irag and Russia
have a significance beyond these countries and their
potential military adversaries because they raise larger
questions about the compliance problems associated with
the BWC. Ascrafted inthe early 1970s, in the wake of
unilateral U.S. abandonment of its offensive BW capa-
bility and a subsequent bilateral U.S.-Soviet disarma:
ment commitment undertaken in the spirit of détente,
the BWC lacks verification provisions. Its compliance
provisionsconsist only of acommitment to dispute reso-
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[ution among states parties and arecourse to the United
Nations in the event of continuing unresolved compli-
ance questions. The absence of verification provisions
and of meaningful compliance measures standsin stark
contrast to the record of arms control in the nuclear,
chemical, and conventional areas. More than virtualy
any other arms control treaty, the BWC is believed by
many today to be a hollow measure, devoid of signifi-
cant political content or operational punch.

A second reason that the problem of biol ogical weap-
ons appears to be getting worse is the proliferation of
these weapons. When the BWC was crafted, it was
generally understood that only one or two states other
than the superpowers had armed themselves with bio-
logical weapons. Indeed, proliferation concerns fig-
ured only at the marginsin the effort to create the treaty.
Today, between 10 and 15 countries possess or are ac-
tively working to create an arsenal of biological weap-
ons, according to official sources in the United States
and overseas.* The numbers vary, depending on the
source. Although the U.S. government has not released
acomprehensive ligt, it is generaly understood that the
group includes Irag, Iran, Syria, Libya, China, North
Korea, and Taiwan, among others. Moreover, little is
publicly known about the important variations likely to
exist among these programs, and perhaps in other, un-
detected ones. Are biological agents stockpiled,
weaponized, mated to delivery systems? If so, in what
guantities, of what types, and with what doctrines or
strategies of use?

But the fundamental point is simple: the biological
threat overshadows the nuclear threat in the sense that
more countries are today able to make war with the
former than the latter.

A third reason to think that the problem of biological
weapons is getting worse is the revolution in biol ogical
sciences that has occurred in the two decades since the
BWC was crafted. No other controlled technology has
witnessed arevolution of such breadth and impact. The
biotechnology revolution has generated a fear that re-
combinant DNA and related genetic technologies will
be used to craft “designer” bugs, otherwise known as
“novel agents,” that may attack and kill selectively,
whether by racial group or some other genetically de-
rived identifying factor. Such a possibility appears re-
mote at this time. In the short term, biotechnology’s
impact appears more significant in undermining those
technical factors that heretofore have limited the utility
of biological weapons.®
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Biological weapons are widely misconstrued to have
little or no military utility; in fact, their potential utility
is quite significant, but it is more difficult to be certain
of achievingit thanitisinthe nuclear or even the chemi-
cal domains. The biotechnology revolution may make
it easier to protect one’'s own forces against one's own
biological weapons, to better control their dispersal into
the environment, and even to limit the risks associated
with their production, storage, transportation, and de-
livery on target. This suggests that countries seeking a
weapon of high potential lethality, but also unable to
secure nuclear or war-winning conventional forces, may,
unlike Western militaries, seek to develop and exploit
biological weapons.

The fourth reason relates to the changes that have
occurred in the international system with the end of the
Cold War. These changes have unleashed a number of
political, military, and economic pressures that have
accel erated the diffusion of weapons and military capa-
bility. This comes at atime of the general diffusion of
technology and dual-use industries. The aspect of bio-
logical weapons that lends them particular importance
inthiseraistheir utility for so-called “ asymmetric” strat-
egies. Insuch strategies, weaker states seek to pit their
strengths against the weaknesses of stronger ones in
order to deter intervention or prevent the stronger state
from bringing to bear its full military potential.®

Such strategies appear increasingly likely at a time
when some states seek to challenge the status quo while
coalitions of other states seek to enforce norms through
collective security operations. For the former, biologi-
cal weapons may be deemed useful in blunting the front
edge of an invasion, when interventionary forces are at
their most vulnerable, or in creating a political back-
lash against intervention within the major powers. In
circumstances short of war, biological weapons may be
deemed less useful; nuclear weapons continue to oper-
ate more fundamentally on perceptions than do biologi-
cal weapons, especidly given the outlaw status of the
latter. But a state brandishing biological weapons asan
instrument of last resort or threatening to unleash them
interrorist strikeswould gainimportant leverageintimes
of crisis. The leaders of such states may also reckon
that thethreat or actual use of biological weaponswould
be less likely to incite a powerful counterresponse by
the stronger adversary than would nuclear use.
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THINKING THROUGH POLICY RESPONSES

If the problem of biologica weaponsisgrowing worse,
why should our focus be on the arms control dimen-
sion?

In fact, arms control is not the only policy priority in
the area of biological weapons. Steps to significantly
reduce the vulnerability of U.S. forces to the crippling
effects of biologica attack are an urgent priority. Hap-
pily, this has been recognized by some elements of the
Department of Defense and some headway isnow being
made on this problem, largely because of the huge vul-
nerability found in the lead-up to Desert Storm.” The
military forces of other nations also anticipating pos-
sible engagement in regions where biological weapons
have proliferated must also make such preparations, but
at the moment only the British and perhaps the Russian
militaries have taken some steps in this direction.

Stepsto strengthen controls over the exports of infec-
tious materials and associated technologies are also an
important priority. A cooperative effort isin place un-
der the aegis of the Australia Group, but it needs to be
expanded to a broader group of states and more effi-
ciently enforced.®2 Such export controls will necessar-
ily, if only occasionally, conflict with the shared com-
mitment of the international community to undertake
joint and open research aimed at eliminating outbreaks
of infectious diseases.

But neither military measures nor export controls are
sufficient, alone or in combination, to meet the emerg-
ing BW problem. Even with the provision of battlefield
sensors and a sufficient supply of vaccines and anti-
dotes, the military cannot happily contemplate a pos-
sible future security environment in which biological
weapons are widely diffused, integrated into the mili-
tary operations of adversaries, and used. The human
and military costs attendant to the projection of power
into regions in conflict in such circumstances would be
very high, whatever the degree of protection afforded
troops. From aU.S. perspective, thereislittle question
that such costs would raise doubts about the political
will of U.S. leaders and the American public to support
military operations overseas.

And export controls are at best a stopgap measure
designed to reinforce the anti-BW norm or derail criti-
cal BW programs of special military significance; the
existing diffusion of dual-use technologies suggests the
limited utility of these approaches. Thus negotiated
limitations, even imperfect ones, are critical elements
of the larger strategy to meet the BW challenge.
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The effort to strengthen the BWC has focused over
the years on the confidence-building agenda. More
specifically, states parties to the treaty, meeting peri-
odically in review conferences, have determined that
the challenge confronting the BWC regime derivesfrom
doubts about compliance rather than actual noncompli-
ance. Hence emphasis has been given to designing and
implementing a series of confidence-building measures
(CBM), including certain declarations about the exist-
ence or nonexistence of biological warfare-related pro-
grams or facilities of possible relevance, as well as a
commitment to conduct research for defensive purposes,
where deemed necessary, within a context of openness
and transparency.

These steps have been useful in sustaining the inter-
est of someimportant members of theinternational com-
munity inthe BWC. But their implementation has been
disappointing, astoo few states have taken seriously the
obligation to participate in them. Moreover, with the
revelations about Irag and Russia, it is clear that a com-
pliance problem in fact exists.

The rejuvenation of the anti-BW regime begins with
the effort to deal with these major existing problems of
noncompliance. In the case of Iragq, UNSCOM has
made some progress in uncovering the Iragi BW pro-
gram and putting in place a long-term monitoring pro-
cess to forestall or prevent its regeneration; whether it
will be successful in doing so—and, indeed, whether it
has uncovered thefull contours of the pre-war program—
are open questions. In the case of Russia, aprocess has
been put in place to discern the outlines of the problem
and to work with civilian authorities in Russiato bring
about full Russian compliance. Thisis atripartite pro-
cess, bringing together the three depository states—the
United States, Britain, and Russia—in a series of mutual
visits.®

This rejuvenation will continue with some strength-
ening of the BWC regime itself. At the last BWC re-
view conference in September 1991, there was general
agreement that the CBM/transparency route had taken
the treaty asfar asit canin dealing with its problems—
not that the CBM process and transparency measures
should be abandoned, only that supplemental measures
are necessary. There was widespread interest in adding
verification and compliance mechanisms to the BWC,
athough there was al so a sharp dispute about the actual
verifiability of the treaty, with the United States as the
most adamant party that the treaty is unverifiable (and
insistent that the fal se confidence generated by an inef-
fective verification regime would entail unacceptable
risks).1
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A compromise was struck in the form of a decision
to convene agroup of expertsto consider the utility and
effectiveness of verification mechanismsgeneraly. The
so-called VEREX group defined more than a score of
possible mechanisms and assessed their separate utili-
ties. In September 1994, states parties met to evaluate
the merit of adopting some or al of these mechanisms.
They were given a mandate to draft a protocol for the
convention for consideration by states parties at a re-
view conference in early 1996.%

Some arms control experts have lauded the idea of
importing the basic provisions of the verification mecha-
nism for the new Chemical Weapons Convention (CWC):
controlled lists of substances with inspections of differ-
ent degrees of intrusiveness depending on their type,
backed by aright to challengeinspections of undeclared,
suspect facilities, at both military and commercial sites.
But ssimply grafting this mechanism onto the BWC will
prove no more feasible than grafting the basic features
of the Nuclear Non-Proliferation Treaty onto the CWC
proved to be. Infact, there are important—indeed, fun-
damental—differences between the chemical and biologi-
cal weapons domains. The threshold at which militar-
ily-significant cheating occursis much lower in the bio-
logical than in the chemical domains, meaning that
smaller facilities and stockpiles can pose a significant
operational threat. Compliance is thus more difficult
to verify (and noncompliance more difficult to deter or
detect) than in the chemical area; thisis not to say that
it is necessarily impossible, just harder. There are also
important differences at the commercial level; the con-
cern about protecting proprietary information is strong
in the chemical domain but even sharper in the biotech-
nologies. There is aso an important difference as re-
gards the BW problem itself—perhaps twice as many
countries are working to create chemical weapons than
biological ones, thus suggesting that a larger cost or
risk isworth bearing to addressthe problem in the chemi-
cal domain than in the biological one—at least at this
time.

The debate about the verifiability of the BWC has
been fairly sterile until now, cast as it is in the sharp
blacks and whites of opponents and advocates of differ-
ent positions. A better way to pose the relevant ques-
tionsisthis: What is verifiable and at what cost? Isit
possibleto detect militarily-significant cheating by states
partiesto the BWC in atimely fashion? Isit possible to
do so without compromising other interests?
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Assuming that some mix of measures is adopted in
1996, what should we expect? It is likely that diplo-
matswill find useful pointsof referenceinthe CWC—not
in specific provisions, but in basic principles. These
includethefollowing: prioritization of problems of non-
compliance, so that the most severe and likely ones re-
ceivethe most attention; amix of steps of varying effec-
tivenessthat together create astrong “web of deterrence,”
including challengeinspectionsthat extend into the com-
mercial and military sectors; and a recognition that a
credible treaty regime requires not just technical fixes
but the political backing of key interested states and a
track record of dealing effectively with significant prob-
lems of noncompliance.> The addition of verification
provisions to the treaty would strengthen it, although
not to the same degree that strong verification provi-
sionswill support the CWC or stronger inspection rights
restore the authority of the International Atomic En-
ergy Agency. Such provisionswould increase the cred-
ibility of the regime, but they would not create an espe-
cially high degree of confidence in the compliance of
all states parties. Such provisions would be useful only
in the context of a broader effort to strengthen the com-
pliance mechanisms of the treaty as well asthe political
commitment of states parties to the treaty’s purposes
and norms.

Are such provisions possible at reasonable cost?
Probably, but ensuring that they do not unduly harm
commercia or legitimate, defensive military interests
will require accepting less than perfect—from an arms
control point of view—inspection mechanisms. That they
are less than perfect means that, like the military and
export control aspects discussed earlier, they must be
seen as but one part of alarger strategy to manage the
problem of biological weapons.

CONCLUSION

The proliferation of biological weapons has emerged
as a mgjor new problem of international security but
not yet as amajor policy priority among countries con-
cerned about proliferation. It has been easy to ignore a
problem that has not yet led to massive deaths or to
large geopolitical upheavals. If the controls on such
weapons are not strengthened during this decade, the
problem may well dip beyond the control of the inter-
national community; matters are unlikely to remain as
they are today, with only ahandful of countries engaged
in surreptitious weapons programs, given the biotech-
nology revolution.
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Stronger controls entail a stronger arms control re-
gime. It isimportant, however, to remember that arms
control should not be the sole focus of a*control strat-
egy,” and that it is essential to do what is necessary in
the area of export controls and protective measures so
asto diminish theincentivesof proliferant statesto build
and use biological weapons.®® It is also important to
remember that strengthening the arms control compo-
nent of the strategy will not be easy. The trade-offsin
terms of economic, military, and political interests as-
sociated with the addition to the BWC of atransparency
and compliance protocol will not be easily made; in
fact, few people even among the experts understand the
nature of those trade-offs. Paliticaly, it is impossible
to envisage that the BWC regime will be strengthened
without some successes in other arms control domains
in the interim. If the Nuclear Non-Proliferation Treaty
is not extended in April 1995, or is extended only on
the basis of a much weakened consensus, and if the
Chemica Weapons Convention failsto enter into force,
or enters into force but without key countries, then the
political commitment within the international commu-
nity to improve the BWC is likely to be limited. This
pointsto asimple conclusion that preventing the prolif-
eration of biological weapons cannot be separated from
thelarger task of preventing the proliferation of all weap-
ons of mass destruction through a comprehensive strat-
egy including not just arms control but also military,
economic, and political aspects.
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