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United States in the future is that of weapons oborne effluents were discussed. These sensors were con-
mass destruction (WMD) in the arsenals of itssidered primarily for environmental monitoring, but
rivals, and even in the hands of terrorists. These weapere also considered for detection of CW production.

The worst threat likely to be encountered by thepable of detecting specific chemical constituents in air-

ons—nuclear, biological, The OST already
and chemical—have a complements the Con-
twofold purpose. First, ventional Forces in Eu-
they act as force multipli- VIEWPOINT: rope Treaty (CFE).
ers for outmanned armies CFE jurisdiction is lim-
supplying both tactical and USl NG AI RBORN E ited to west of the Ural
strategic advantages. Seg Mountains, while the
ond, they have psycho- REMOTE SENS'NG TO OST allows unrestricted
logical effects on the en- territorial coverage of
emy they are used agains VERI FY THE CWC participating countries.
because they kill people in| The OST also is an in-
particularly inhumane by Greg D. Rowé telligence supplement
ways—scorching flesh, at- for many states, espe-
tacking nervous or im- cially helping those with

mune systems, or causing painful and slow deaths bho national technical means (NTM) for arms control
radiation sickness or infectious disease. Third, they aneerification, such as satellites or reconnaissance air-
indiscriminate killers affecting general populations asraft.
much as soldiers. This essay analyzes the question: Could remote
As a result, efforts have been made, especially sinaghemical sensors incorporated into the OST sensor suite
the end of the Cold War, to outlaw and eliminate WMD complement CWC verification? First, the background
Cold War efforts to reduce nuclear weapons have beamnd intent of both the OST and CWC are examined.
accelerated through the Strategic Arms ReductioSecond, the nature of CW and likely CW production
Treaty (START I) and the indefinite extension of thescenarios, including models of detectable effluents, are
nuclear Non-Proliferation Treaty (NPT). Biological laid out. Third, two technologies for chemical remote
weapons have been outlawed by the Biological Weasensing—one laser-based and one infrared-based—are
ons Convention of 1972 (BWC), which now has 135eviewed. Finally, different inter-treaty, international,
parties. Moreover, the development, production, stockand U.S. domestic political issues raised by this ques-
piling, and transfer of chemical weapons are to b&on are explored. The analysis spells out the difficult
banned by the implementation of the Chemical Weaproad this proposal would need to travel to be enacted,
ons Convention (CWC) of 1993. At least 20 countriedut finds the proposal to be beneficial to the OST, CWC,
currently possess chemical weapons (CW) or are a#nd the overall CW counterproliferation effort of the
tempting to produce thetThis viewpoint focuses on United States.
efforts to detect the illicit production of CW using the
synergy between existing treaties, available technoloFHE TWO TREATIES
gies, and intelligence measures.
The CWC negotiations included discussion of aerial Although both the OST and CWC are part of a larger
inspections to assist in verification of the convention

These measures were rejected when on-site inspectiofifeg D. Rowe received his M.A. in National Security
(OSiIs) were deemed intrusive enough for the purposesiairs in December 1995 from the U.S. Naval

of the treaty. However, the use of aerial inspections tpgstgraduate School. He is currently the Assistant Air
verify the CWC has been studied as a possible additiqhperations Officer for Commander, Carrier Group
to the treaty. A different treaty that involves over- fjye stationed in Yokosuka, Japan, and deployed on
flights for security confidence-building, the Open Skiespe yss IndependenceThis study was funded by the

Treaty (OST), was signed in 1992 and is awaiting enmstitute for National Security Studies (INSS) at the U.S.
try into force. During OST negotiations, sensors caajr Force Academy.
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body of arms control measures, the overlap betwedh has evolved into a country-to-country confidence-
the two is tenuous. The OST is a confidence-buildingpuilding measure. In 1992, it was signed by all 16
measure with broad territorial access but with sensoldATO countries, all former Warsaw Pact countries
that are shallowly intrusive. The CWC is designed tdexcept East Germany which had ceased to exist), and
eliminate a category of WMD through specific on-sitefour former Soviet republics—Russia, Belarus, Ukraine,
and reporting procedures that are narrow in their focusnd Georgia. The treaty is open to any other nation by
but deeply intrusive. There are many complementargonsensus approval of the parfies.

aspects of the OST for the CWC, but there are also Each participant nation has both a passive quota and

many obstacles to integrating these treaties. an active quota for flights. The active quota, is the
annual number of overflights a state may perform within
The Open Skies Treaty the Open Skies regime. The passive quota is the annual

o . number of overflights a state is required to accept by
The Open Skies initiative was conceived in 1955 byhe treaty. A signatory’s active quota will not exceed

President Eisenhower as a confidence-building megg passive quota. These numbers were determined by
sure between the two Cold War blocs. It called for ag,e geographic size and importance of each state. Rus-
exchange of unarmed reconnaissance flights to obser¥g-gelarus and the United States will accept 42 over-
military and national security activities. It was a Vve-flights of their territory each year, the most for any
hicle for transparency in the pre-satellite era. It waggayty.
summarily rejected by Premier Khrushchev as tanta- The most sensitive Open Skies negotiations involved
mount to espionage. In 1989, the Bush administratiohtrysiveness. As negotiators considered the sensors pro-
revived the idea of reciprocal unarmed reconnaissan%sed' they were interested in determining what level

flights for three specific reasons: o of intrusiveness would be permitted during an over-
to offset Gorbachev’s dramatic dis- flight.
armament proposals, which had The OST sensors finally agreed upon were:
upstaged U.S. initiatives and 1. Optical panoramic and framing cameras, reso-
sparked criticism of the admini- lution of 30 centimeters.
stratlon’s_slow pace on arms con- 2. Video cameras with real-time display, resolu-
trol; to divert attention from the tion of 30 centimeters.
divisive intra-alliance debate over 3. Infrared line-scanning devices, resolution of 50
the modernization of short-range centimeters.
nuclear forces, which threatened to 4. Side-looking synthetic aperture radars (SARs),
overshadow the May NATO sum- resolution of three metefs.
mit in Br,ussels; and to test A resolution of 30 centimeters (roughly one foot)
Gorbachev’sglasnost? for optical cameras was selected because it will enable

Ultimately, these political motivations became gp, gpserver to distinguish between, for example, a truck
moot following the dissolution of the Soviet Union. gnq 3 tank, but not thgpeof truck or tank. The infra-
However, the resulting instability in Easternreq devices allow for effective sensing when vision may
Europe and the former Soviet Union still gavepe obscured. Through their heat-sensing, infrared sen-
the treaty a significant purpose—confidence-gors can determine the operational status of airports,
building. According to Dr. Thomas Karas, Seniorpjlitary bases, and industrial sites such as chemical
Associate of the International Security and Comtacilities® Infrared sensors complement optical devices
merce Program in the Congressional Office ofjuring clear weather, but if used as a primary sensor,
Technology Assessment, “The Open Skies regimegyey do not have the resolution to distinguish between
of mutual overflights should be seen primarily certain objects. The relative insensitivity of the SARs,
as a confidence-building measure, not an arms contrglith a resolution of approximately 10 feet, is intended
monitoring or verification measure, nor as one that willg gj1ow only for the detection of concentrations of
add greatly to U.S. intelligence collection.” trucks, tanks, artillery, or other armaments. SARs need

The OST was revived as a bloc-to-bloc transparency, pe supplemented with other sensors to amplify their
measure. In the aftermath of the Cold War, howevefingings. Similar to the infrared sensors, SARs are ca-
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pable of detection at night and during bad weather. states in acquiring a CW capability. It involves the moni-
Some parties expressed concern that the United Statesing of both government and commercial sectors of
would exploit its technological advantage and possiblghemical production, requiring extensive reporting by
place illegal sensors on its aircraft. This led to the ineach. Only three states have admitted CW programs,
clusion of the “taxi” option, allowing a host party to the United States, Russia, and Iraq; however, many
insist on the use of its aircraft with a comparable sermore states are suspected of having CW or attempting
sor suite on board. This measure would prevent unate acquire them.
thorized sensors from being used during an overflight. The CWC was extremely difficult to negotiate be-
The final agreement led to full access of all territo-cause of the dual-use nature of many precursor chemi-
ries. John Hawes, United States negotiator to the OS¢als and chemical processes. The verification provi-

stated, sions had to be intrusive enough to determine compli-
All parties are obligated to permit ob- ance without violating proprietary rights, causing ex-
servation of their entire territory. The cessive shutdown costs for industry, or intruding on
observation flights will be conducted states’ sovereignty.
on the basis of a mission plan submit- The CWC has been signed by 160 states. However,
ted by the observing party, which may as of June 1996, only 52 states had deposited their in-
only be modified in the event of spe- struments of ratification with the United Nations. The
cific threats to flight safet§. CWC will not enter into force until 180 days after the

This is the first treaty to ever grant complete territogsth instrument is depositétl Of the states that have
rial to all participants, essentially “challenge” inspec-not signed, the majority are either small, poor states,
tions for each overflight. An important feature of thisgr Arab states refusing to sign in protest against Israel’s
comprehensive access is that it will supplement the CFEafysal to sign the NPT. The CWC does not require
Whereas the CFE zone of application is limited to arynjyersal adherence to be effective, but universality
eas of Russia, the OST will allow areas east of thg,guld enhance its effectiveness.

Urals to be monitored. Negotiators of the CWC devised three schedules of

Data collected on overflights will be shared by thegontrolled chemicals according to toxicity and military
observing and observed parties, in the form of raw filnyng commercial utility. The chemicals with high toxic-
or magnetic tape. The treaty does not allow the use §f, |evels and almost singular purpose as CW, with
film that may be computer-enhanced because this wou|gtle or no commercial utility, were placed on Sched-
defeat the purpose of the agreed-upon crude resolyfe 1. Schedule 2 chemicals have low to moderate com-
tion. Since participants are limited to their annual acmercial application, but are considered high risk be-
tive overflight quotas, copies of this raw data can b@ayse they can be used as CW or as precursors to CW.
purchased by any participant in the Open Skies regimgchedule 3 chemicals are used in large quantities by
Under the treaty, this data will not be made availablgommercial industry, but still pose a risk because they
to nonparticipants. have been used as CW or as precursors for CW.

The OST attempts to raise the level of trust among once the CWC is ratified by the 65 countries needed
states and avert conflict through its broad access agg its entry into force, the Organization for the Prohi-
quasi-intrusive sensors. It does not verify any specifigition of Chemical Weapons (OPCW, the CWC's ad-
actions or items, but can be used in a larger sense fgjinistrative organization) will establish a baseline da-
confidence-building and as a tacit complement to othggpase. States will declare CW production, storage, and

arms control treaties. destruction sites, and commercial declarations will also
' ' be made for sites with capabilities to produce CW. This
The Chemical Weapons Convention baseline database will be updated annually.

The CWC is the most comprehensive and intrusive 'I_'he CWC V?”flce}tlon procedures mclude_tvvo_ types
oOf inspections: routine and challenge. Routine inspec-

multilateral treaty ever signed. The CWC prohibits the[. ) :
. L - ions will encompass declared production, storage, pro-
development, production, acquisition, stockpiling, re-

enon, ransir, and use of ORI CWC calls for*0o21% 1 Sestucton e o pesioanie e
the destruction of any CW stockpiles and production ) 9 P '

facilities. The CWC even prevents assistance to othél;uswe Inspections of any site, declared or undeclared.
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Scope, timing, and depth of routine inspections willstable and may have a shorter shelf life. Binary weap-
depend on the schedule of the chemicals involvedins have two separate component chemicals that are
Schedule 1 facilities allow for the most intrusive in-mixed just prior to launch to form a lethal agent. In
spections. These inspections will be conducted on shartivanced binary munitions, the two chemicals com-
notice with unimpeded access, allowing inspectors tbine while the shell or warhead is en route to the tar-
mark and seal items for future reference. Schedule det. Binary precursors are listed under Schedule 2 of
sites may be continuously monitored by on-site monithe CWC, but the component chemicals of some bi-
toring devices such as those used in Irag—video sunary chemical weapons may not be on any CWC sched-
veillance and electronic sensors. ule.According to Bailey, the Soviets developed a new
Challenge inspections go beyond routine inspectionginary agent purportedly more toxic than the most
by seeking detecting noncompliance at undeclared sitedeadly form of the highly-lethal nerve agent VX after
As Amy Smithson of the Stimson Center writes, “Chalthey declared unilaterally in 1987 that they would cease
lenge inspections are designed to detect and deter atevelopment and production of CW ageéfits.
tivities prohibited by the Convention, namely the de- In the process of detecting CW production, there are
velopment, production, storage, acquisition, transfetwo types of effluents released from a chemical plant:
and use of chemical weaporis.” controlled smokestack emissions and “fugitive” emis-
Challenge inspections are limited through negotiatedions!® Smokestack emissions are planned emissions
“managed access.” Managed access ensures that efidm the production facility and would be filtered.
challenge inspection will be different because of negoFugitive emissions are stray emissions in either pro-
tiations between inspectors and host-country officialsduction, testing, or storage and would be unintended.
If the OPCW Executive Council finds that the stateChemical weapons production would be easier to de-
party requesting a challenge inspection has abused thext through the unintended or accidental release of ef-
intent under the CWC, it can recommend that that staftuents since they would not be filtered or disguised
bear some or all of the financial burden of the inspecand probably would be in greater concentration than

tion. planned emissions. However, essentially perfect tim-
ing would be required to catch fugitive emissions; thus

DETECTION OF CHEMICAL WEAPONS this essay considers only smokestack emissions.

PRODUCTION There are two basic noncompliance scenarios for the

. _ production of chemical weapons. The most likely sce-
The production methods for chemical weapons argayio involves the diversion of an existing chemical

harder to detect than those for nuclear weapons. Thganufacturing plant to produce CW. If the plant were
feed chemicals used for production of CW have myriaghcated within a heavily industrialized region, the emis-
commercial uses such as production of pesticides, phafions could be masked by effluents from nearby legiti-
maceuticals, fertilizers, and even pen ink. Much of thenate chemical industrial plants, creating background
equipment and processes are also used in commeroighjse” that hinders verification. A second noncom-
enterprises? liance scenario would resemble what occurred in Libya
Developed countries with many diverse c_ommerciaﬁuring the 1980s. In September 1988, the U.S. State
chemical production plants could hide illicit produc- pepartment stated that it believed Libya had established
tion. Underdeveloped countries would attract more aty cyy production capability near the town of Rabta and
tention in their_ procurement processes through the YP&Fas on the verge of full-scale productiériThe Rabta
of raw materials they purchase or produce domestxility was located in a remote desert location with
cally. The types of plant facilities they import and astight security, under the cover of a pharmaceutical plant.
semble, such as high-quality, corrosion-resistant reac- These two scenarios were modeled for detectable
tors, piping, and valves or sophisticated filtration syspjanned chemical emissions in a report done for the
tems may also attract attention. Still, supply-side nonpefense Nuclear Agency. The two scenarios were
proliferation is extremely difficult because of the dualgeyeloped to determine whether in the process of pro-
uses of chemicals and equipment. . _ ducing a CW agent, precursors, degradation products,
~Chemicalweapons may be unitary or binary in de-or cw agent itself could be detected. Parameters such
sign. Unitary weapons are ready to use, but can be legg emission rate, stack gas exit velocity, stack dimen-
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sions, and configuration of the stacks were modeledntials. The background for a horizontal look at an ef-
These variables were used to determine first-order efiuent plume is mostly atmosphere or possibly hills or
timates of the concentration of the stack emissions, andountains; from a vertical aspect, there would usually
to conduct limited performance analysis of remote sende a greater temperature differential between the
ing techniques. ground, which is the background, and the plume.

The conclusions of the models showed detectable lev- Using a technique known as LIDAR (Light Detec-
els emitted for many of the by-products and even thdon And Ranging), a laser beam is directed into an
chemical weapons themselves. The dual-use scenagffluent plume and the reflected coherent light used to
modeled sarin produced in a pesticide plant, estimaidentify chemical constituents. Using other optical de-
ing emission rates for five chemicals, two of whichtection techniques such as infrared DIAL (Differential
were modeled scrubbed and unscrubbed. Of these sew&bsorption LIDAR), real-time analysis can be done on
variants, five were detectable. The remote productioemokestack or fugitive emissions released from a fa-
scenario modeled mustard gas produced at an isolateility. These techniques rely on spectroscopy for de-
desert facility. In this model, four of the eight effluenttection. Spectroscopy measures the chemical contents
chemicals were detectable. of an effluent by directing a laser through the plume

The assumptions and limitations of this model ard¢hat potentially contains the target chemical(s) and ana-
important. The two noncompliance scenarios involvdyzing the extent to which the chemicals absorb the
planned emissions, that is, emissions normally in theoherent light of the laser. Just as each color of visible
effluent plume and expected by the producer to be rdight has a unique frequency in the electromagnetic spec-
leased into the air. The scenarios assume continuotrsim, each chemical has a discrete frequency signature
operations, 24 hours a day, seven days a week, whielmd can be identified by spectrum analysis.
may seem unrealistic. The OST allows for roughly 100 Dr. Bernard Stupski of the System Planning Corpo-
hours notice before the start of an overflight, potenration describes the use of laser frequency differentials
tially allowing illicit CW production to shut down to to identify constituents:

avoid detection. But the forced shutdown of batch CW An observation is made at a wavelength
production may ruin the batch and thereby promote corresponding to (resonant with) a
CW counterproliferation goals even though detection guantum transition in the atmospheric
is not achieved. This model holds promise for future molecule of interest in either a passive
detection of noncompliance given conditions similar to or active mode. A second observation,
the model. slightly off-resonance, is then made of
Two detection technologies are considered here: la- the same spatial location to measure
ser-based sensors and infrared sensors. Each approach  the background signal. The difference
is currently under development by the United States between the two measurements is taken
for use in spectral analysis and detection of chemical as the signal due to the molecule of
and biological agents. Additionally, each is being re- interest. Two separate wavelengths
searched and developed commercially by many firms must be probed for each molecule in-
worldwide. The technologies are widely available and terrogated?®
generally unclassified. If the chemical sought is present, the resonant fre-

Both of these sensors exploit the electromagnetiguency will return a spectral “spike,” whereas the off-
spectrl_Jm to detect and identify chemical C(_)nstltué’nts. resonant frequency will give a lower return. LIDARs
Detection ranges can be extended by putting these sefjust be tuned to specific frequencies to detect chemi-
sors aboard aircraft. Aircraft experience less interfercals, targeting rather than searching.
ence from water vapor, dust, smoke, and other Research done at the Battelle Memorial Institute con-
interferants, which are in greater concentration lowegluded that a probability of detection of 95 percent and
to the ground. Detection horizontally through thea probability of false alarm of five percent could be
interferants is inhibited, whereas vertical detection enreached using DIAL systems, given certain detectable
counters only a fraction of the interferants and extendsinimums of effluent chemical concentrations. These
the range of the sensors. This may be especially try@ncentrations are similar to or above those modeled
for infrared sensors, which exploit temperature differin the Battelle study for the Defense Nuclear Ageticy.
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There are currently two programs to develop infra- The LSCAD views a vapor cloud by receiving a line-
red DIAL technology. The first, CALIOPE (Chemical of-sight spectral emission or absorption signature in
Analysis by Laser Interrogation of Proliferation Efflu- the 8 to 12 um region. The relative temperature differ-
ents), is sponsored by the Department of Energy (DOE&ntial between the target cloud and the background de-
and is being studied by Lawrence Livermore Nationatermine whether the vapor will absorb or emit spectral
Laboratory. A spin-off of CALIOPE is the Project N- energy. A large temperature differential will signifi-
able, which is a joint effort by the DOE, the U.S. Army,cantly enhance detection sensitivity. Detection sensi-
and the U.S. Air Forcé. tivity is expressed as the average concentration of the

LIDAR technology has existed for over 30 ye#&rs. cloud multiplied by the effective pathlength, or CL,
Over 40 countries are currently involved in researclthe same as the LIDAR measurement.
and development of LIDAR systems. The Russian mili- Whereas a LIDAR system may cost at least $300,
tary has the world’s only fielded CW laser remote-000, a commercial FTIR system may cost as little as
sensing system; the Hungarian military has develope®40,000?¢ Both LIDAR and FTIR systems need to be
a helicopter-mounted system; the Czech Republic hadmable, using a gimbal to maintain a scan on an efflu-
developed a truck-mounted system; and the Slovaént for chemical constituent identification. Each sys-
military has developed a man-portable system for battldem would require a scan time on the effluent plume of
field use?® approximately 90 to 120 seconds, much longer than

The same electromagnetic window of 8 to 12um exthe time required to fly over a facility.On the whole,
ploited by laser technology to detect chemical constituSteve Gotoff of ERDEC felt infrared sensors held more
ents is also used by infrared technology for detectiopromise for use in remote airborne senginBr. Jo-
and identification. In this sensitive fingerprint region,seph Leonelli of Battelle concluded in the CW non-
different chemicals in an effluent can be discerned besompliance study that an FTIR should have no prob-
cause of their uniqgue molecular structures. These sykem detecting and identifying sarin, although his mod-
tems require application of the Fourier transform algoeling was done at a range of one kilometer, well short
rithm for accurate detection, thus they are known asf the ranges desired or required for an OST airéraft.
FTIR spectrometers (Fourier transform infrared). AnFTIR technology is being used to monitor fugitive
FTIR spectrometer employs the Fourier transform alemissions by the chemical industry within facilities.
gorithm (wavelength/time) to reduce signal acquisitiorLike LIDAR, it is a widespread technology, being de-
time and improve the signal-to-noise ratio. A FTIRveloped in many foreign natiof.
scans a broad spectrum of frequencies, but it is limited Leonelli has stated that both of these technologies
in what it sees by what its electronic processors atgave similar implementation concerns for airborne use,

programmed to look for. especially from Open Skies altitudes:

FTIR sensors operating in the spectral region of in- For airborne applications, at 30,000
terest have been tested for U.S. Army battlefield use feet or 10 km [OST altitudes], either
but not extensively tested for fixed-wing platforms. at slant angle or looking straight down,
These systems are designed for short-range, battlefield [Battelle’s] analysis indicates that DIAL
detection of CW clouds threatening troops. The cur- systems will out-perform FTIR for
rent system being tested by the Edgewood Research, slant angle applications, but perfor-
Development, and Engineering Center (ERDEC) is mance is comparable looking straight
known as the LSCAD, or Lightweight Standoff Chemi- down. This has more to do with atmo-
cal Agent Detectot! The LSCAD" is the successor spheric and background effects than
to the M21, a vehicle-based FTIR used by the U.S. range and instrument configurati&in.

Marines during the Gulf War. It is intended for use on Gotoff felt that FTIR has more potential, but that
a potentially contaminated battlefield, scanning the closkoth of these technologies are capable of airborne chemi-
environment for CW agents, with an alarm system teal detectiori?

alert troops of their presence. This technology has beenIn sum, both LIDAR and FTIR sensors have the ca-
flown on unmanned airborne vehicles and should bpability to detect chemical constituents in an airborne
readily adaptable for use on an airborne platform sucéffluent. These could be used to monitor environmen-
as the Open Skies aircraft. tal pollution or search for CW production-related con-
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stituents. Cost, accuracy, and operating constraints musould be able to detect all violations of the CWC, yet
be considered for each of these technologies. Each bé still urged ratification to assist in deterring prolif-
them would need specific targeting information on sitegration3

to be effective in detecting CW production, not only

for the facility in question, but the specific plume to beOPEN SKIES SENSORS FOR CWC VERIFICATION
scanned within a facility. Therefore, to accomplish air-

borne detection of CW production effluents, intelligencegenefits

coordination is required. Although intelligence may be

sufficient to detect and target illicit CW production, Would the incorporation of remote chemical sensors
using diplomatic measures such as the OST or CWDt0 the Open Skies sensor suite complement CWC veri-

treaties allows multilateral condemnation of the cheatfication? The OST, through its broad territorial cover-
ing state rather than isolated responses. age but shallowly intrusive sensors, can assist in the

Intelligence coordination of NTM, such as satelliteverification of other treaties. The preamble of the OST
and reconnaissance products or human intelligend®otes, “the possibility of employing such a regime to
(HUMINT) in-country, are required to give the afore-improve openness and transparency, [and] to facilitate
mentioned technologies specific targeting informationthe monitoring of compliance with existing or future
Not only would the facility in question need to be tar-2arms control agreement®"The OST is ale facto
geted, but also specific stacks within that facility. Thiscomplement to the CFE treaty because its unrestricted
would be true for either dual-use facilities located irterritorial access allows observation of all of Russia.
industrial regions or for remote, isolated plants. Similarly, OST overflights could aid CWC verifica-

A combination of satellite products and HUMINT tion. All members of the OST are signatories to the
identified the CW production and storage facility atCWC. Open Skies aircraft could overfly facilities of
Rabta, Libya in 1988 Reconnaissance photographsinterest to the CWC inspectorate, using available sen-
indicated an unusually large pharmaceutical plant &ors. CWC activities include monitoring declared CW
Rabta, with multiple barbed-wire fences, sand revetstocks, facilities, and the single small-scale production
ments, and extraordinarily large effluent filtration sys-facility allowed by the CWC. Other tasks include moni-
tems. HUMINT agents sought information from for- toring transfers of permitted quantities of agent; move-
eign technicians and construction workers who workefnents of CW stocks to demilitarization sites; destruc-
on the Rabta plant about plant layout, design, and c&ions of CW stocks, associated equipment, and facili-
pabilities. Finally, agents intercepted frantic calls fromfies; and commercial chemical producti®ms Amy
Libyan foremen to German plant designers asking abo&mithson and Michael Krepon write,

emergency clean-up of a spill. Satellite imagery re- The large number of sites to be cov-
vealed a dead pack of wild dogs downwind of the plant, ered, the difficulty in pinpointing CW
unscavenged (indicating the presence of poisons). These ~ monitoring signatures, and the legiti-
actions helped confirm the production of CW at Rabta. macy of commercial operations that
Although developing countries like Libya are more could subsequently be reoriented to
likely to draw attention with the construction of a new military applications make the verifi-
plant, lessons from the intelligence coordination of this cation tasks facing the CWC inspec-
case may assist in So|ving other cases. torate dwarf those of other treatis.

Positive detection usually cannot be determined Many of these tasks could be facilitated through the
through any single method but rather through a synthéise of aerial inspections. Overflights could make ma-
sis of remote sampling, on-site inspections, reportin{p! cleanup operations, movement of equipment and
procedures, and intelligence collection. The level oftocks, or other ambiguous activity more difficult and
internal control, secrecy, emissions filtering, and safetjoticeable at suspect sit€sOverflights could provide
procedures installed by a state attempting to produdacility layout photographs to assist planning inspec-
these weapons illegally affect the ability of inspectingions. With existing OST infrared sensors, overflights
parties to detect them. In June 1994, James Woolse§ould sense facility operating temperatures to assist with
the head of the Central Intelligence Agency, told Conthe identification of production processes or of active
gress that American inte“igence was not sure that Qipelines within a faC|I|ty With the addition of remote
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chemical sensors, the OST could further assist verifthe United States, Canada, Europe and the former So-
cation of the CWC through searches for specific chemiviet states. The CWC, in contrast, aims at attracting
cal constituents. members from all over the globe. Attempting to inter-
The producer of CW would need to weigh the riskweave these two treaty regimes through complemen-
of detection against the urgency for the CW. If notary overflights could cause uneven application of a
shut down, this production may risk airborne detectiomotentially crucial verification measure. An additional
and trigger a CWC challenge inspection. In all probproblem may arise from how the inspections are con-
ability, the long notification period under the OST andducted. Open Skies overflights are conducted by a flight
the need for precise timing are the key hindrances torew from the inspecting (or inspected) state. CWC
effective remote sensing for CW production. To detecinspections, on the other hand, will be carried out by a
CW from an aircraft, the timing would need to be verynonpartisan international inspectorate. In the case of
fortuitous, and the producer must take the risk of dechallenge inspections, none of the inspectors are al-
tection. Even so, airborne remote sensors on OST alewed to be from the requesting or hosting states, al-
craft can be effective even if they never detect a “smokhough an observer from the requesting state may ac-
ing gun.” Remote chemical sensors will make CW proeompany a CWC inspection. These differences could
duction more difficult and risky for those states notcause administrative problems at best, and continuity
choosing to comply. As the Canadian government conand compliance problems at worst.
mented, “When adequate verification increases the risk The OST negotiations were long and arduous, with
of detection that a violator would face, the temptatiorcompromises reached on each point. An especially dif-
to seek advantage violating an agreement is reducdidult point of compromise was the sensor suite and
and deterrence is enhancégl.” corresponding resolution for the sensors. The Soviets/
Another benefit of remote airborne sensing wouldRussians pressed for a minimal sensor suite with lim-
be that it could perform many verification functionsited resolution. The Americans pushed for a broad spec-
from afar, without placing inspection teams in counirum of sensors with intrusive capabilities. Air sam-
try. An inspector for the United Nations Special Com-ling sensors were discussed during the negotiations,
mission on Irag (UNSCOM) said that aerial sensorfut were excluded. They were considered for environ-
may help to keep inspectors from harm if the inspectechental sensing, but testing for chemical and biological
nation becomes belligerefitThese sensors cannot re-weapons was also discussed. The OST can expand its
place on-site inspectors, but may assist at critical pointensor suite to include air samplers, but only by a con-
in the inspection process. Future sensor enhancementnsus of member states. Environmental sensing may
that increase their range and sensitivity or place thelme acceptable as a negotiating point, but the use of en-
on higher flying platforms and even satellites, may exhanced sensors for CW production verification would

pand their role. be unacceptable to most parties. There is no formal
mechanism in either pact for cross-treaty coordination
Possible Drawbacks or complementary role§:

_ For Americans, the CW sensors may pose a techni-
Conversely, the use of airborne remote sensors | problem: how to fit new equipment onto the OC-

verify the CWC would modify the basic confidence-135 aircraft. All available space is already taken by
building intent of the OST. Instead of broad-brush surapproved sensors or operators and their equipment.
veys, OST overflights would move beyond a role ofNeither LIDAR nor FTIR sensors are very large, but
transparency and into verification. In Russia, where¢oom would have to be made to include these sensors
the intrusiveness of OST was repeatedly challenged duind an operating station within the aircraft. A related
ing the negotiation process, there may be opposition igsue is time and money needed to train operators of
expanding OST mandates. Even with rigidly negotithese new sensors.
ated limits for chemical sampling through sensor tun- Within the United States, the legality of extreme in-
ing limitations, the operation of the OST would crossrusiveness has also been questioned, especially as it
over into the verification realm. relates to the Fourth Amendment of the U.S. Constitu-
Also, the memberships of the OST and the CWC artion, addressing illegal search and seizure of private
different. The OST has only 26 members, includingproperty. Even though the Open Skies proposals deal
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with remote sensing as opposed to on-site sensing, th€IONCLUSION
intrusiveness may constitute illegal search under the = o
laws of the United States and other signatories to the Sidnificant contributions to arms control could be

OST. The CWC was negotiated with the stringent med€alized from the incorporation of airborne remote sen-
sures of the U.S. Constitution in mind, yet it still maySOrs into the OST sensor suite. Technologically, air

face legal challenge after it enters into force. It is estS@mplers at OST altitudes (approximately 30,000 feet)
mated that there are over 20,000 chemical companig@n detect effluents suggesting CW production. They

in the United States alone. Their concerns about maifi@ve the valuable potential to narrow the focus of CWC

taining a competitive edge and minimizing regu|(,j‘,[0r))nspect|ons and thus aSS|_st in the efficient use of OPCW
oversight are most likely shared by the internationai€SOUrces. The use of airborne remote sensors, while
chemical industry? making the Open Skies regime more intrusive, could

This intrusiveness also concerns many industrial erlOW the on-site inspection provisions of the CWC to
tities trying to protect proprietary information. Their °6COMe less intrusive and hence more acceptable to
major concern is that data collected may exceed irSome states. The incorporation of airborne remote sen-

spection requirements and be tantamount to industrigP"s could also help those signatories without their own
espionage. This is especially true for enterprising coneophisticated intelligence assets to build confidence with

panies experimenting with new technologies in direci€ighboring states through expanded transparency.

competition with foreign companies. These concerns Despite the benefits of this proposal, the problems
are mitigated by the fact that both laser-based and iﬁz_n_countered in its |mplementat_|on are seye_ral. The Shlft
frared sensors can sample exclusively for chemiceﬂf m_tent for the OST from confldence-bu_lldmg t_o veri-
warfare agents or by-products. Laser-based sensors F£ation may be unacceptable to many signatories, pos-
quire tuning to specific frequencies to search for spe3Ply forcing renegotiation of the treaty.The mem-
cific chemicals® The processing for infrared sensorsP€rships of the OST and CWC differ, and application

can search exclusively for those chemical constituenfd the use of airborne remote sensors would therefore
included in a negotiated list. be uneven. Although remote sensing might make it more

The final issue is whether the signatories of the Osfifficult to cheat on the CWC, the timing provisions

and CWC have the political will to implement such afor OST overflights could prevent the detection of a
moking gun” unless host nations chose to risk detec-

measure. The OST was re-initiated by President Bus“ﬁ

in 1989 to balance all the arms control initiatives brough{On- Finally, there is currently no political impetus for

to the table by Mikhail Gorbachev and to garner politiNiS Proposal. However, once the two treaties have en-
ered into force and the OST becomes a viable confi-

cal capital. The end of the Cold War facilitated signingI e > o
of the OST and the CWC. But has the momentum nedéence-building tool, the political will might develop to
essary to ratify and enter these two treaties into ford@ush for its expansion. _
waned? Russia and many Eastern European states havé fIrSt step in incorporating airborne remote chemi-
other financial and political difficulties that take prior- €&/ Sensors into the OST sensor suite might be using

ity over the OST or CWC. The CWC can be an effecthis category of sensors for environmental sampling,

tive regime, but not nearly as effective if its signato-thereby proving their utility and effectiveness. The ne-

fies included such states as Irag, Syria, Egypt, Libyzg,otiations _for t_he OS‘_I’ ir_lcluded a de_bate over a r_o_le
and Taiwan. Without the impetus to enter these tred®" the regime in monitoring, considering the capabili-
ties into force, the prospect for placing air samplin&'es of _the sensing sqlte and the ability to cover large
sensors on OST aircraft is moot. The U.S. position of/€as in each overilight. The preamble of the OST
this proposal is classified, but interagency negotiationEEnvisag[es] the possible extension of the Open Skies
have taken place to discuss“itWhen the OST and "€9ime into additional fields, such as the protection of
CWC do enter into force, this is an issue that the Unitefl!® €nvironment’® A study done by the Defense
States should reconsider, both for cost savings and eNtcléar Agency examined the uses of the OST sensor

hancement of the United States counterproliferatiofitité for remote chemical sensifigrurther, it recom-
policy. mended additional sensors to make the sensor suite ad-

equate for collecting scientifically useful data on envi-
ronmental monitoring problems, including LIDAR and
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