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The threat posed by the proliferation of weapons of mass destruction is real and urgent.
Combating this threat requires a new and comprehensive approach by the federal government.
It requires sustained leadership at the top and an organizational structure that can set policies
and objectives for combating proliferation; develop integrated, government-wide plans to
implement those policies and objectives, including plans for acquiring necessary technology;
make appropriate decisions regarding how resources should be allocated to carry out those
plans; and regularly evaluate the effectiveness of our policies, programs, and operations. There
is no such comprehensive approach today.

the Report of the Commission to Assess the Ompects of the Commission’s recommendations. One of
ganization of the Federal Government to Com-these bills, which addresses the need to enhance use of
bat the Proliferation of Weapons of Mass Destructiorthe automated export licensing system (especially elec-
(also known as the Deutch Commission, and hereaftéronic filing of shipper’s export declarations) in order to
referred to as the Commission). The Commission waisnprove our ability to control items going to worrisome
established by Congress to examine current US goend users, was co-sponsored by the Chairman and Rank-
ernment efforts to combat proliferation and make recing Member of the Senate Foreign Relations Commit-
ommendations for improvements. The Commission’see, and is part of that committee’s authorization bill for
Report was delivered to Congress on July 14, 1999. Thiatr2000 (as of late September 1999, this bill was in con-
same day, the President issued a statement calling ference committee).
his National Security Advisor to convene an interagency
task force to review the Report and return to him withilmSSESSING THE NATURE OF THE THREAT
60 days with advice on specific steps. In addition, Sena- . o .
e : : The Commission began its inquiry by assessing the
tor Arlen Specter (R-PA), Commission Vice Chairman : ) ;
nature of the threat posed by proliferation. Since the end

and original sponsor of the legislation establishing th%f the Cold War, the spread of nuclear, chemical, and

These were the overall conclusions contained i€ommission, has introduced two bills to implement as-
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biological weapons and their delivery systems to courist interest in acquiring WMD, the deteriorating secu-
tries and sub-national groups has become a paramouity of the former Soviet nuclear weapons complex, and
US national security concern. President Clinton in 1994he potential for turmoil and instability in the Middle
declared a national emergency to deal with the “unusu@dast and other regions of the world, underscore the dan-
and extraordinary” threat to US citizens and militarygers to vital US national interests at home and abroad
forces posed by the proliferation of these weapons dfherent in the spread of WMD.

mass destruction (WMD). Echoing this, Secretary of Equally essential to understanding and addressing

:Defeinse W|II|e(1jm COheP C"ﬂlfd the prollferatlon f(r:Ob'these dangers is the recognition that “weapons of mass
em “grave and urgent,” and last year, Director of Cengoqyriction” do not present a single, undifferentiated

tral Intelligence George Tenet placed WMD at the ©ORhreat. Nuclear, chemical, and biological weapons each

of his list of challenges to contemporary US Securi%resent unique challenges in terms of control, detec-
policy. A host of interrelated threats, including terror-4on - and response

Box 1. Commission History and Membership

Congress established the Commission in October 1996 and charged it with assessing the current structure and
organization of the various federal government agencies and departments involved in nonproliferation activities}, as well
as the effectiveness of US cooperative efforts with foreign governments, and making recommendations for
improvements.

The legislation that established the Proliferation Commission was the Intelligence Authorization Act for FY1997 |(P.L.

104-293), which was signed into law on October 11, 1996. It called for the appointment of eight commissioners| four to
be selected by the President and one each by the Speaker of the House of Representatives, the House Minority Leader,
the Senate Majority Leader, and the Senate Minority Leader. The Commission was charged with issuing a final report
within 18 months of the legislation’s enactment.

The eight appointments were finally made on December 17, 1997, allowing the Commission to begin its work in
January 1998. President Clinton named as commissioners former Director of Central Intelligence John M. Deutth, who
was elected by his fellow commissioners to serve as Chairman of the Commission, Robert L. Gallucci, Dave M¢Curdy,
and Daniel Poneman. Senate Majority Leader Trent Lott appointed Senator Arlen Specter, who was elected as|Vice
Chairman. House Speaker Newt Gingrich appointed Henry F. Cooper. Senate Minority Leader Tom Daschle apgpointed
J. James Exon, and House Minority Leader Richard Gephardt appointed Anthony C. Beilenson. The Commissi¢n
sought to amend P.L. 104-293 to reflect its delayed start, and to extend the report’s due date to 18 months from the
initial January 1998 meeting. This amendment passed the Senate unanimously, but failed to reach the floor of the House
before the earlier deadline for the life of the Commission had passed. The Commission ceased operation in Jurje 1998.

The Commission’s deadline was subsequently extended to July 18, 1999, by the Omnibus Consolidated and Emergency
Supplemental Appropriations Act for FY1999 (P.L. 105-277), and, in November 1998, the Commission reconvehed.
The legislation expanded the number of commissioners to twelve, with two new appointees each from the Spegker of
the House and the Senate Majority Leader. The new Commissioners included Stephen A. Cambone and Willia
Schneider, Jr., named by House Speaker Dennis Hastert, and M.D.B. Carlisle and Henry D. Sokolski, named by Senate
Majority Leader Lott. Robert L. Gallucci, who had resigned from the Commission during its hiatus, was replaced by
Janne E. Nolan. The legislation also introduced new restrictions prohibiting the Commission from reviewing, evaluat-
ing, or reporting on “US domestic response capabilities with respect to weapons of mass destruction,” and “the [ad-
equacy or usefulness of United States laws that provide for the imposition of sanctions on countries or entities that
engage in the proliferation of weapons of mass destruction.”

The Commission submitted the report of its findings and recommendations, “Combating Proliferation of Weapons of
Mass Destruction,” to Congress on July 14, 1999.
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The complexity of the proliferation threat and itsof the President’s Foreign Intelligence Advisory Board
changing strategic context require that any strateggn structural and management problems in DOE’s se-
aimed at combating it must go beyond a focus on presurity and counterintelligence operations.

vention. Tosucceed, the government_s effc_)rts _must In conducting its assessment, the Commission sent a
encompass all aspects of combating proliferation, 'nCIUdBaseline Survey of Proliferation-Related Activities”

ing impeding the development of enhanced capabilitie% all federal agencies involved in combating prolifera-

responding to proliferation as it occurs, strengtheningon' The survey was a detailed questionnaire request-
our capacity to defend against such weapons, and PreY information on all aspects of the agency'’s

. . : |
paring to respond if these weapons are used against u?)?gliferation-related efforts, including programs, orga-

home or abroad. nizational structure, resource allocation, personnel, and
interagency activities. In addition to drawing upon the

COMMISSION'S REVIEW OF THE CURRENT responses to the baseline survey, the Commission held

EFFORT approximately 125 meetings with Cabinet-level and other
In assessing the effectiveness of the current organizaenior officials, former senior officials, and non-gov-

tion of the federal government, the Commission examernmental specialists. Staff members of the Commis-

ined the proliferation-related programs and activities osion conducted additional, informal interviews with

the responsible federal agencies and departments as wiirking-level officials and action officers.

as the way these entities interact through the interagency

process. The Commission reviewed the efforts of thEINDINGS OF THE COMMISSION

Intelligence Community, the Departments of State, De- The Commission found that the US government cur-

fense, Energy, Commerce, Justice, Treasury, Agricuhantly is not effectively organized to combat WMD pro-

ture, and Health _an_d Human Serwces,_the NUC|ea}ﬁeration and that it lacks a coordinated, comprehensive
Regulatory Commission, and relevant White House Ofépproach to this problem. The agencies involved are
fices. numerous and have overlapping jurisdictions and re-
The examination was timely, since several of thessourcerequirements. For example, WMD technology
agencies were undergoing reorganizations affectingcquisition efforts today occur in several departments
their nonproliferation efforts. For example, the Armsand agencies and are often redundant and not well inte-
Control and Disarmament Agency was being integratedrated. No overarching architecture exists for policy
into the Department of State, and the Department gflanning and budget formulation, and no single person
Defense was consolidating several agencies into a sindlas the authority or responsibility to provide leadership
organization, the Defense Threat Reduction Agencyn these areas. With no one specifically tasked to man-
devoted to counterproliferation, cooperative threat reage the interagency process and ensure the development
duction, and on-site arms control inspections. In addiand implementation of coordinated, government-wide
tion, the Intelligence Community was taking steps tcstrategies, programs, and operations related to prolifera-
strengthen community-wide nonproliferation intelli- tion on a daily basis, no one is ultimately accountable to
gence collection and analysis in response to recommetite President and to Congress on this critical issue. Thus,
dations by the Commission to Assess the Ballistithe current system fosters parochialism and allows agen-
Missile Threat to the United States (the Rumsfeld Comeies to set their own agendas and priorities rather than
mission), the Commission on the Roles and Capabilicontribute their full efforts to an overall plan for achiev-
ties of the United States Intelligence Community (théng broader nonproliferation objectives.
Aspin/Brown Commission), the President’s Foreign In-

. . _ Further, the existing structure is too cumbersome to
telligence Advisory Board, and the report issued by Ad

iral i iah I _ ken b hbermit the flexible reprogramming of resources or the
miral David Jeremia _to eva uate a_ct,|ons taken by t 8eve|opment of arapid, coordinated response from mul-
Intelligence Community prior to India’s nuclear test "_]tiple agencies as new contingencies arise, thereby po-
May 1998. Further, the Department of Energy was IrEentially impeding or jeopardizing the achievement of

the midst of a major reorganization of its security pro'|mportant nonproliferation goals. In this regard, the

grams foI_Iowmg revelatlo_ns of foreign espionage at th%:ommission noted in its deliberations the long planning
DOE National Laboratories and the release of a report
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required to develop, and difficulty encountered in iden- sistent strategy. Toward this end, the President should
tifying adequate resources for, Operation Auburn En- consider assigning the Vice President a special role
deavor, which resulted in the removal in 1998 of five in the National Security Council to ensure that ad-
kilograms of highly enriched uranium from Georgia to equate attention and resources are devoted to coun-
the United Kingdom. tering the WMD threat.

« Central direction and coordination: A new post

of National Director for Combating Proliferation
should be established within the National Security
Council structure. The National Director would carry
the rank of Deputy Assistant to the President and
would advise the President and Vice President, through
the National Security Advisor, on proliferation mat-
ters. The National Director would also lead an inter-

Another key problem identified by the Commission
is that no one in the federal government can identify or
track all the money being spent to combat proliferation.
There is no cross-cutting budget for program elements
and activities related to proliferation and no means of
ensuring that funds are allocated optimally and used ef-
ficiently and effectively. The absence of a cross-cutting

budget review means that individual agencies and cor- ) ) ) _
agency group, the Combating Proliferation Council

responding committees and sub-committees of Con- _ N

gress make their program and resource decisions(_cpc)’ n th_e deyelopment, coqro_lmatlon, and execu-
independently of any overarching plan or objective. In- t'?]n gf ;c):rohfelrgttl)on-related EOI'fC'eS _an(IJI pr?gsrams.
efficiencies, redundancies, and inadequate attention toT e CPC would be composed of senior-level, Senate-

important nonproliferation programs and priorities are cqnﬂrr_ned qff|0|als from each agency with responsi-
often the result. bility in this area. These individuals would be

designated by the heads of their agencies and repre-
Complicating the picture is the fact that congres- sent the agencies’ lead officials for proliferation-re-

sional-executive branch interactions have been less ef-|3ted matters.
fective and productive as a result of the large number of |y girecting the CPC, the National Director would
congressional committees with oversight and budgetary pe responsible for the interagency policy process on
responsibility for proliferation-related programs. In the projiferation and export controls and would oversee
House of Representatives, at least ten committees shargne development of a coordinated national strategy
responsibility for the funding and oversight of prolif-  addressing the proliferation threat, including integrated
eration programs in the departments and agencies, withp|ans for technology acquisition, resource allocation,
an even greater number of sub-committees involved in jntelligence collection and analysis, and domestic re-
some aspect of the issue. A similar problem exists in the gphonse. In short, the National Director would ensure
Senate. With responsibility so widely dispersed, itis dif- that every agency is supported in its proliferation mis-

tent and coordinated fashion. The relationship has beengnq efficient leveraging of the capabilities of other

further burdened by the requirement that the executive ggencies.
branch submit scores of reports on proliferation to Con- « |mproved execution of policies and programs by

gress on both an ad hoc and a regular basis. responsible agenciesEach agency must streamline
and adjust its internal organization, programs, and re-
KEY RECOMMENDATIONS sources in ways that conform to and reinforce the

To address these and other broader problems associg0als of a comprehensive, government-wide plan to
ated with the operation of interagency relationships and combat proliferation. Specific recommendations are
to improve the structure and function of the individual outlined below. _
agencies with respect to combating proliferation, the * Integrated planning and budgeting of resources:
Commission’s report sets forth a number of recommen- Careful allocation of resources and tracking of expen-

dations. Together, these aim to bring about four major ditures for combating proliferation is essential to an
objectives: effective interagency effort. As such, the Commis-

« Presidential leadership:The President must exer- ~ Sion recommends the creation of a separate budget

cise effective leadership on this issue and take imme- Sub-function in the National Defense function (also
diate action to ensure that government-wide efforts to known as Federal Budget function 050) for prolifera-
combat proliferation are part of a coherent and con- tion-related programs and activities. The Commission
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further recommends that the National Director workdancies and gaps. Moreover, there is all too often a dis-
with the Director of the Office of Management andconnect between technology producers and the ultimate
Budget to direct an annual proliferation-related budeonsumers. This is perhaps most notable in the area of
get-building and review process, and oversee prolifbiological sensor development, in which there has been
eration-related transfers and reprogrammings i@ profusion of programs with little result. In fact, in most
coordination with the agencies. cases, no end user has been willing to field the biosen-
The Commission report acknowledges that the goa@or technology, casting dogbt on the utility of these ef-
gorts. Other problems with respect to technology

enshrined in these recommendations will be mor o : :
gcquisition include a failure to leverage private sector

achievable with the energetic and informed involvemen|1 b g del i th . :
of Congress. The urgent nature of the threat makes pow-how and 1ong delays in the acquisition cycle,
hich now averages ten years from the research and

essential that not only the executive branch, but corlY : .
gress, as well, take immediate action. Accordingly, thgevelopment stage to deployment in the field. Current

Commission recommended that Congress take stock Sff_or_t_s to coordlnate_z technology requwerr}eln;s ar;]d ac-
its organization with the goal of streamlining its consig-guisition among various agencies are useful for sharing

eration of proliferation-related matters and the report'—nformat'on' butare not structured to develop a govern-

ing requirements it levies on the executive branch. Agwent-mde_ _plan or to optimize effprts across agencies.
an immediate and practical step, the Commission red recognition of these_def|C|enC|es, the_Comm|SS|on
ommended that the House and Senate Appropriatiotjigpo'ﬁ[hmakes Fge foII(t)]er:g (;e_:comrﬁendat_lonsl. .

Committees designate a staff person with responsibility The President should direct the National Director

for coordinating the consideration by each of the sub- for Combating Pro_llferauon to oversee t_h_e creation
committees of proliferation-related resources. of a government-wide technology acquisition plan.
« The Combating Proliferation Council should coor-

KEY INTERAGENCY ISSUES dinate ?nteragency requirgme_nts across t_he fede_ral
enterprise to ensure effective implementation of this
In addition to budget formulation and resource allo- plan and enhance connectivity between federal tech-
cation, the Commission gave special consideration to nology users and producers.
several other cross-cutting issues that bear on the prolif-« The head of each department or agency involved in
eration problem and fall within the purview of multiple  the development of technology used to combat WMD,
agencies and departments, notably technology develop-particularly the Secretary of Defense, should person-
ment, international cooperative efforts, and export con- ally reinvigorate the use of private-sector technology

trols. in these efforts, while simultaneously increasing the
speed by which technology transitions to fielded sys-
Technology Acquisition tems.

Though the 1991 Persian Gulf War provided a stark * 1he National Director should direct development
reminder of our need for more advanced technologies to 2"d implementation of a plan to harmonize electronic
address the WMD threat, the Commission found that COmmunications and data retrieval and exchange
there has been relatively little progress in any of the @mong the departments and agencies involved in
areas vital to combating WMD proliferation. For ex- combating proliferation. _ _
ample, we still can detect only a handful of the thou- ° The President should establish a panel of indepen-

sands of possible chemical and biological threats, and €Nt €xperts to provide advice to the National Direc-
those few that can be detected require the use of manyto and the CPC on technology acquisition in the
sensors of limited range. In fact, there is currently no Iederal Government.
integrated, government-wide plan to acquire technolo- _ _
gies to combat the WMD threat. Such technology aclnternational Cooperative Efforts

quisition efforts are sponsored by several departments Another area requiring greater interagency coordina-
and agencies, including the Department of Defense, thn and focused attention is our cooperative efforts with
Department of Energy, and the Intelligence Communityallies and other nations to stem the proliferation threat.

but they are not well coordinated, resulting in redunSuch cooperation takes many forms, including the pro-
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vision of information, expertise, and funding to interna-Export Controls
tional organizations to monitor compliance with multi- The Commission report emphasizes that export con-

lateral agreements; helping other nations to protec,is can make a significant contribution to the overall
control and account fqr nuclear weapons-usable matetitto 15 combat proliferation. They are helpful in sev-
als; gn_o! empfloymg dle]lorrg:acy tq d_eter or pr_evznft th%ral ways. First, the process of developing export con-
acquisition of WMD. The Commission examined foury., s yithin a nation, or negotiating an export control

aspects olf fmte_rna.tlonal coopergtlve grf]fc;rts _to Combartegime multilaterally, educates government officials and
WMD pro |r(]arat|orr]1.d(_1? cooperatlé)n W'_t oreign gov- private companies about technologies, materials, and
ernments through diplomacy and assistance pmgran]?quipment that could be diverted for proliferation-re-

(2)_cooperation_ with _interna_tional organizations, (:_3) irWated purposes. This process facilitates the broad-based
telligence sharing with foreign governments and 'merVquntary compliance by exporters so critical to an ef-

national organizations, and (4) cooperative enforceme@éctively functioning system. Second, export controls,

efforts. and the enforcement apparatus that supports them, can
The Commission found that while our diplomatic ef-prevent sensitive goods from reaching their intended
forts with foreign governments are extensive and coomestinations and thereby help slow down proliferation.
dinated, our programmatic response has often provdn addition, export controls provide a legal basis for
inadequate to the task. For example, all of the agencigsinishing violators. An exporter’s failure to comply may
assessed by the Commission are involved in programesult in fines, denial of export privileges, or, in some
to assist Russia and the Newly Independent States (NI&ses, prison sentences. The Commission concluded that
in combating proliferation. The US Coordinator for As-export controls properly administered will continue to
sistance to Russia and the NIS is responsible for ensure one of the principal tools in combating proliferation
ing that resources are allocated efficiently among thand that the following recommendations can help in-
departments, but the Coordinator is not equipped to ovecrease their effectiveness:
see the management of these programs. Consequently Target US export controls and enforcement efforts
the assistance programs are balkanized: each departon end users of concern (suggestions for improving
ment conducts its activities according to its own con- our ability to do so include increased use of the Auto-
ception of how it can best contribute to overall US foreign mated Export System, greater emphasis on open
policy goals. Further, program planning is often ham- source research, mechanisms to increase sharing of
pered by serious delays in funding, and strategic plan- information within the government and with industry
ning is weak. regarding worrisome end users, and improvements in
post-shipment verifications).
« Strengthen multilateral coordination and enforce-
ment of export controls.
« Enhance discipline in the US export control system

Consequently, the Commission concluded that the
National Director, working through the Combating Pro-
liferation Council, should play a leading role in coordi-
nating these efforts. The Commission also noted that, )
while proliferation-related diplomacy is primarily the through m_creased trqnsparency (an_y agency should
responsibility of the State Department, the National Di- have the n_ght to review an expor’; license W'th th?
rector should have a key role in diplomatic contacts with corresponding duty to express a view or have its SI-
foreign governments and should help to ensure that pro- lence deemed as consent), clear deqd_llnes for action
liferation-related matters are included on the agenda for on a proposed Ilcense_, and clear decision procedure_s
the President’s and Vice President’s meetings with for- t(_) assure that the reVIeW Process defgults t(_) a d§C|-
eign leaders. The Commission recommended that the Sion (through escalation t(_) higher-ranking officials if
Director of Central Intelligence (DCI) exercise more nece_ssary_) rather '_[han gridlock.
leadership in this area by introducing a disciplined pro- * Rafu_onallze functions common to the dual-use gnd
cedure for approaching key allies and international or- mun|t|_ons expprt co_ntrol syst_ems where appropriate
ganizations for the purpose of expanding intelligence and give consideration to unifying both systems un-
cooperation in support of our nonproliferation policies. der a single management structure.
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AGENCY-SPECIFIC RECOMMENDATIONS the precedent established by the NDF authorities more
broadly in international affairs accounts.
Department of State » The National Director, in consultation with the Di-

rector of Central Intelligence, should establish a
decisionmaking process regarding the use of intelli-
gence in a demarche to ensure timely decisions and a
careful evaluation of the policy benefits and the risks
to sources and methods.

The Department of State has preeminent authority for
the conduct of US foreign policy. Thus, State should
have primary responsibility for communicating to for-
eign governments US policy on WMD proliferation and
should play a central role in defining and coordinating
this policy. The integration of the Arms Control and
Disarmament Agency (ACDA) into the State Depart-
ment in April 1999 resulted in the consolidation under The Department of Defense (DOD) has the most re-
the Department’s purview of a number of new internasources applied to the widest variety of programs for
tional security affairs and arms control functions. Armsombating proliferation of WMD and their means of
control and nonproliferation are now under the day-todelivery. DOD combats proliferation in a number of
day jurisdiction of a new organization headed by thevays: the application of military power to protect US
Under Secretary for Arms Control and International Seforces and interests; intelligence collection and analy-
curity Affairs. The Department has reorganized itselsis; and support to diplomacy, arms control, and export
accordingly, replacing the Bureau of Political-Military controls. It is the only agency involved in all aspects of
Affairs with three new bureaus designed to accommaesponding to the WMD threat, including prevention,
date new missions, as well as the substantial increasedeterrence, defense, and limiting the damage in case of
personnel, resulting from the absorption of ACDA. Theuse.

Commission report notes that this reorganization has the-l-he Commission found that DOD's organization with
potential to improve the Department’s ability to addres?espect to proliferation could be greatly improved. Cur-

the Iong-t_erm _challenges it fa_c_es i_n combating th?ently, responsibility for proliferation-related issues is
WMD proliferation threat. In addition, it makes the fol- widely diffused, and there is no one below the level of

lowing recommendations: the Deputy Secretary with sufficient authority to inte-
) The Depa”me”F of State should take advantage %?ate the multitude of separate plans, policies, require-
Its new organlz_anonal structl_Jre to (_:reate Countryrments and programs. This problem is particularly acute
s_pecmc strategies that com_blne regional _and funcﬁvith respect to technology acquisition. Though all pro-
tional perspectives concerning WMD pro"ferat'on'Iiferation-related acquisition programs have been
Instruc';ions to Chiefs of Mission should reflect theseorought together in the new Defense Threat Reduction
strateg|es_. . . _ Agency (DTRA), the Commission found that the direc-
* The National Director, working with the Under .Sec'tor of the agency lacks authority to set priorities among
retary_ of Sta’Fe for Arms Control and Imer_nat'_onalresearch and development programs of the military de-
Security Affairs, '_should_conqluct an organizational,, ments and the Defense Advanced Research Projects
and resource review to identify the changes and r%

ded ke ad ; " gency. With technology acquisition so integrally re-
sources needed o take advantage of Opportunities Qe q g oy ability to protect our forces against the range

prevent proliferation or to mitigate the Consequencegs D threats, the consequences of such diffuse au-

of prr]ollfera_tlon Itha.‘t has alrr(]aadsy occurred% S H:ority and organization are potentially dire. The Com-
* The National Director, the Secretary of State, ang, 5o expressed particular concern over

Congress should consider ways to enhance the use Inerabilities in our military preparedness to meet the

the Foreign A_SS|stanc_e a”‘?' Security Ass_lsta_nce P'%hemical and biological weapons threat and the down-
grams to achieve proliferation-related objectives, in-

. i . _ grading of nuclear program oversight in DOD.

cluding reducing existing constraints on how the T _

funds can be used, as well as ways to use the flexibil- TO help remedy these deficiencies and improve the
ity provided by the Nonproliferation and Disarma-ability of DOD to combat proliferation, the Commis-

ment Fund (NDF) more aggressively, and to expangion made the following recommendations:

Department of Defense
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» The Secretary of Defense should reorganize the « Proliferation-related research and development
Office of the Under Secretary of Defense for Policy, should conform to a government-wide technology
establishing the position of Assistant Secretary of acquisition plan.

Defense for Combating Proliferation/Policy to be the ¢ Regulatory and other barriers that make it difficult
focal point for policy on combating the proliferation  for the national laboratories to perform work for other
of WMD and related emerging threats, with the re- agencies should be removed.

sponsibilities of this official to be aligned with those 14 commission recognized the chemical- and bio-
of thhe Nanon;l Dlrehcto:a gi h ; logical-defense related expertise of the DOE labs but
* The Presi en_t should |rectt_ € S_ecretary 0 _Der'ecommended that most of the funds currently allocated
fense to establish a Joint Proliferation Operationg; hoE for such research and development should in-
Plans GVOUP’ under_the A_SS'Stan_t Secretary of Defen%?ead be given directly to consumers of the technology.
for Combating Proliferation/Policy, to work closely Improved “work for others” processes could then en-

with the military Commanders-in-Chief (CINCS)’ the able these consumers to contract directly with the labs.
CIA, and the FBI to conduct planning in support of

specific operations to combat proliferation. Intelligence Community
» The Secretary of Defense should establish an As-
sistant Secretary of Defense for Combating Prolifera- In its assessment of the Intelligence Community (IC),
tion/Acquisition to be responsible for techno|ogythe Commission found that, while much has been done
acquisition programs bearing on combating proliferato strengthen US intelligence capability over the years,
tion. This individual would be dual-hatted as directorfurther progress is necessary to meet policy needs. It
of the Defense Threat Reduction Agency and woulgited the unexpected Indian nuclear test in May 1998
be responsible for developing a comprehensive archand North Korea's test of a three-stage ballistic missile
tecture for technology acquisition to counter thein August 1998 as stark reminders of the need for im-
WMD threat. provement. In light of the many security challenges
posed by WMD proliferation, the Commission empha-
sized that proliferation-related intelligence should in-

he C L dati ith clude the following:
The Commission’s recommendations with respect o, g jigst possible warning of imminent and emerg-

the Department of Energy’s (DOE) role in combating ing WMD threats;
prol?ferat_ion seekto fOC_U?DO_E more closely on nuclear , “acqyrate infor,mation and assessments about the
prphfer_atlon-relate_d actlv_ltles in which the Departm_ent, WMD programs and operational practices of nations
pr|mar_|ly through its national Iabor_atqnes, has unique and sub-national groups, including identification of
ehxp?r'lt;se._ To this end, tgle_CorT\m|SS|on Report makes vulnerabilities:
t ? ?AI(I)Vr\::Jncgleraercﬂrc?r:;?c?lifg;:t?c?ﬁ orograms should be . (_Breater un(_jerstanding of the parti_cular strategic,
: _ regional, and internal factors that motivate a country
consolidated under one ASS|st,ant Secretary, who . sb-national group to acquire, or use, WMD capa-
would serve as the Department's senior representa-jisies and identification of key points of leverage
tive on the (_quba_tmg Proln‘eratlpn C(_)uncn. _ for influencing such decisions;
- DOE act|v1|t|ejs in the nonproliferation arena, in- " genification of critical nodes in the web of selling,
cluding DOE'’s intelligence program and its role in buying, and brokering WMD technology and materi-
thelexport control process, should be focused on ;5 incjyding vulnerabilities in those networks: and
?uc':rﬁgrlgnea;frrt?ﬁent’s expertise in nuclear matters . _Rgsource allocation in the IC reflecting the_ high
should be made more accessible to other agencies,pnomy accorded to combating WMD proliferation.
particularly elements of the Intelligence Community, T0 better achieve these objectives, the Commission
such as the Nonproliferation Center, whose missiofade the following recommendations:
is primarily proliferation-related analysis. e The DCI should ensure that regular conferences
between policymakers and intelligence officers are

Department of Energy
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maintained, with a sharpened focus on providing ¢ Congress and the executive branch should develop
useable intelligence. a mechanism for ensuring that Congress has greater
» The DCI and the National Director should develop access to export licensing information to facilitate
and apply clear standards of evidence for warnings, oversight of the administration’s implementation of
current intelligence reporting, and longer-term analy- dual-use export controls.

ses. » The National Director should work with the Under

» The DCI should direct the creation of a single, inte- Secretary of Commerce for Export Administration to
grated proliferation intelligence plan covering collec- improve information sharing between the Bureau of
tion, analysis, and intelligence production for all Export Administration and the Intelligence Commu-
elements of the IC, pursuant to guidance established nity, and should develop mechanisms by which spe-
by the National Director, for adoption by the Presi- cial agents in the field can request and receive end-user
dent and review by the relevant committees of Con- information from US government sources.

gress. e The Bureau of Export Administration should take

» The DCI should conduct an assessment of the IC’s steps to enhance the expertise of its licensing officers
proliferation-related analytical capabilities and as- in technologies and goods related to WMD.

sign lead responsibility for proliferation analysis.

 The DCI should task the Nonproliferation Center tadbepartment of Treasury

prepare a plan to enhance the technical capability for
proliferation-related intelligence collection and to de-
velop new technology for detecting signatures o

The Department of Treasury has several offices and
ureaus that deal with WMD proliferation, including

. . . he US Customs Service, the Office of Foreign Assets
nuclear, chemical and biological agents at suspect f%fontrol the US Secret Service, and the Office of In-

cilities. . oy .
ternational Investment. Specific recommendations for

* The National Director and the DCI should develoPste of these offices and bureaus, most of which fall

a process fo_r resplvmg disputes regarding the use Bhder the purview of the Under Secretary (Enforcement)
proliferation intelligence. . .
include the following:
» The Customs Service should create an office dedi-
cated to the detection and interdiction of weapons of
The Department of Commerce manages and enforcesmass destruction.
export controls on dual-use technologies and goods, in-+ Congress should require all exporters to file their
cluding those that have a direct application in the de- Shipper’'s Export Declarations electronically via the
sign, development, production, or use of weapons of Automated Export System—a requirement that
mass destruction and their means of delivery. The Com- should be phased in over a period of several years.
mission found that Commerce’s export license review ¢ The Secretary of the Treasury, in consultation with
and enforcement activities could be streamlined and the National Director, should lead an interagency re-
improved to better prevent illicit trade in WMD-related view of current mechanisms for exercising financial
technologies and goods. Accordingly, it made the fol- or economic leverage to combat proliferation, and
lowing recommendations: develop recommendations for improving our use of
» Congress should enact, and the President shouldsuch leverage, including any legal changes that might
sign, a new Export Administration Act containing be required. This review should focus on positive and
substantially greater penalties than now apply to ex- negative incentives.
port control violations. » The Committee on Foreign Investment in the United
« Commerce’s Bureau of Export Administration, States (CFIUS), chaired by Treasury, should continue
which establishes, manages, and enforces export con-to take steps to prevent foreign individuals and groups
trols on dual-use items, should expand its post-ship- that engage in or assist in WMD proliferation from
ment verifications to encompass technologies of acquiring US firms. In doing so, CFIUS should view
proliferation concern. Congress should ensure that its mandate broadly, relying as appropriate on the ex-
the Bureau has the requisite resources and discretionpertise of interested agencies to aid CFIUS in consid-
to implement an effective and aggressive post-ship- ering both the potential for transfers of WMD by
ment verification program.

Department of Commerce
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means other than direct sales, and the possible trari3ivisions, could benefit from more centralized author-

fer of dual-use items. ity, greater coordination of activities, and more exten-
sive and efficient information sharing. These changes in
Department of Justice current FBI organization and procedures would allow

. : L , , for more effective collaboration with elements of the
Combating WMD proliferation is essentially a national ) . .
Lo . . Intelligence Community and with other law enforcement
security issue, but one in which the law enforcemen L . . .
agencies involved in assessing and responding to the pro-

community has a potentially useful role, e.g., by bIOCk-Iiferation threat. Toward the achievement of these ob-

ing certain proliferation activities and responding to. - o .
. o .jectives, the Commission made the following
WMD use. In its response to the Commission’s baseli .
commendations:

. . r
survey, the Department of Justice stated that it does noe[. The FBI should designate a single program man-

have a specific proliferation-related mission. However, . X -
. , ager to coordinate the efforts of all units within the
the Commission found that the Attorney General's role . . .
L . . .~ Bureau with responsibility for combating WMD pro-
as the nation’s chief law enforcement officer and prin- . ) .
liferation. This manager should be close enough to

cipal law enforcement advisor to the President puts the ) . ) S .
. . g actual operations to identify priorities, coordinate ac-
Department in a unique position to help ensure that ap-

propriate law enforcement assets and efforts are targetedt'V't'eS’ and ensure information sharing.

against this threat. As such, the Commission put forth * The FBI ShOUId. Initiate ”"?"”'”9 programs o raise
; S the level of technical expertise of its agents and ana-
the following recommendations:

» The National Director should work with the Attor- I_ysts n detecting, countering, and "?V‘?S“ga“”g bro
. o liferation and uses of WMD, e.g., building a cadre of
ney General to determine the legal authorities needed . .
: : experts with knowledge of the technologies of emerg-
to deal with the threats from terrorist use of WMD. . . .
: . ing threats and relevant foreign languages to improve
» The Department of Justice, together with the Na- . . .
, . . .. the quality of analysis and human source reporting.
tional Director, should assess the national security .
S . , A .+ The FBI should develop and implement an auto-
implications of information developed in its investi-

: : : : . mated information management system that allows
gations, and identify appropriate ways to communi- S . :
: . .. for electronic distribution, search, and retrieval of in-
cate these to executive branch agencies while

preserving the integrity of its investigations. telligence and investigative information. Such a sys-

. . : tem would provide units of the FBI and elements of
» The National Director should coordinate efforts to . :
, . , . the Intelligence Community and other law enforce-
improve the relationship between the Intelligence

. : . . ment agencies with better access to such information
Community and law enforcement in their respective

. than currently exists, thereby improving the likelihood
efforts to detect, disrupt, prevent and prosecute those . . L .

. that proliferation-related activities can be detected in
who seek to acquire or use WMD.

a timely manner and prevented.

« The FBI should continue to improve coordination

with the Intelligence Community and establish
The Federal Bureau of Investigation’s (FBI) role in  mechanisms to resolve problems created by overlap-

countering espionage by foreign powers now includes ping jurisdiction and competing interests.

responding to efforts sponsored by nations, sub-national

groups, or terrorists to acquire chemical, biological, oDepartments of Health and Human Services and

nuclear weapons, or to deploy these weapons againsgriculture

US interests at home and abroad. In recent years, th

FBI's authority to investigate and prosecute violations . .
y g P osed by the threat of biological weapons are the De-

of law prohibiting the use of WMD has been expande .

by several statutes which grant it significant extraterriP artment of Health_and Human Services (HHS),and Fhe
S . o Department of Agriculture. These departments’ prolif-

torial jurisdiction, and its organization has evolved to_ . L

help counter the proliferation threat. The Commissior?ratlon'related resources mainly involve response to an

found that the various FBI units working the prolifera—attmk against the US civilian population or economy,

tion issue, including the National Security and Criminaf® subject that_angress expressly removed from the scope
of the Commission’s charter. Nonetheless, these depart-

Federal Bureau of Investigation

®Two key players in our efforts to meet the challenges
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ments perform substantial work that does bear directly are used for their intended purposes, for coordinating
on WMD issues relevant to the Commission’s inquiry. interagency efforts, and for evaluating progress to-
For example, both are involved in efforts to convert bio- ward achieving program goals.

logical warfare facilities in the former Soviet Union to The Commission recognizes that organization alone
legitimate ph_arr.n.aceutlcal USes. In light of the 9rowingyiil not determine the overall success or failure of our
scope and significance of their v_vork f[o the overall L_Jsefforts to combat proliferation. However, good organi-
gpvernrr(;entheff;)rltl to _combat prollfergnc_)n, tr_'e Commls'zation and good leadership will have a profound impact
sion T}a et 1€ OI owing recEmrlnden atlonsr.] h on our prospects for success. They constitute the cor-
E) L € I\_latllor(;a Director s ?u henSL_”e t at'; iHH%erstone of a comprehensive, integrated approach to the
u glet Includes rfsourlt:ﬁs ort eb:?|Lectoro t ehN"’\NMD problem that will be indispensable to safeguard-
tional Institutes of Health to establish a compre en|'ng our vital national security interests and protecting

SIVE program In vaccine development and Othef)%lr military forces and citizens at home and abroad.
means of protection and treatment that makes use o

the huge private sector store of knowledge and tech-
nology.

e The Departments of Agriculture and Health and
Human Services should continue to work closely with
the US Army Medical Research Institute of Infec-
tious Diseases (USAMRIID) and others in the national
security community to ensure that their cooperative
efforts with the former Soviet Union do not inadvert-
ently enhance or sustain any offensive biological or
chemical weapons capability.

CONCLUSION

The Commission believes that the adoption of the rec-
ommendations set forth in its report will substantially
improve the ability of the US government to confront
the proliferation problem and thereby reduce the risks
to the people of the United States from WMD prolifera-
tion. In this regard, the Commission’s recommendations
promote:

» A national strategy that will more effectively em-

ploy a broader range of policy instruments in both

bilateral and multilateral diplomacy, from export con-
trols to foreign assistance;

» Greater efficiency, accountability, and capability

for defense against and response to weapons of

mass destruction, from biological agent detection to
reducing the risk of leakage from the Russian nuclear
stockpile;

» Better intelligence about the intentions and capa-

bilities of proliferators;

» Enhanced capability to conduct timely and effec-

tive operations that could deter or prevent the use of

WMD; and

» A more transparent process for reviewing and track-

ing proliferation-related resources to ensure that they
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